InfoSec World 2009 Conference & Expo

March 7-13, 2009, Orlando, FL
http://www.misti.com/infosecworld

InfoSec World 2009 Conference & Expo features over 100 sessions,
11 content tracks, dozens of case studies and live demos, 15 in-depth
workshops, 3 co-located summits and over 140 exhibitors!

With the primary objective of providing top-notch education to all

levels of information security professionals - from CISOs to system administrators -
InfoSec World delivers practical sessions that offer

the tools to strengthen security without restricting business.

Attendees are allowed to track-hop freely throughout the main conference
and can earn up to 51 CPE credits by attending the entire event.
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[ Security news ]

BRUCE SCHNEIER ON PRIVACY AND PROPERTY IN THE INFORMATION STATE
Wired columnist and BT chief security technology officer, Bruce

Schneier, who started out as a cryptologist and has since expanded

his portfolio to all things security, is the TSA's worst nightmare.
http://www.net-security.org/news.php?id=16304

CLOSED SOURCE CONSPIRACY

Many people in the industry have an innate fear of closed source (AKA
proprietary software), which especially applies to everything
crypto-related.

http://www.net-security.org/news.php?id=16305

FASTFLUX MAKES FOR SOME COOL GRAPHS

Data visualization is incredibly useful in not only tracking down
anomalous behavior on a network but also for displaying metrics and
data to the non technical folks.
http://www.net-security.org/news.php?id=16306

SERIOUS SECURITY ALERT FOR MONSTER.COM AND USAJOBS.GOV USERS
Sophos is advising all users of careers website Monster.com and

USAJobs.gov, the official job site of the US Federal Government, to

change their passwords following news that both sites have been the

victim of a serious hacking attack which has compromised both and

usernames and passwords.

http://www.net-security.org/news.php?id=16307



WHITEPAPER - SOLVING THE PASSWORD MANAGEMENT PARADOX
Discover how to solve the need for security without burdening the
worker with oppressive requirements.
http://www.net-security.org/news.php?id=16309

BOOK REVIEW - IS IT SAFE? PROTECTING YOUR COMPUTER, YOUR BUSINESS,
AND YOURSELF ONLINE

With the evolving world of the Internet, malicious activities are

elevating rapidly. Majority of the attacks are targeting novice

users, those who are not educated about the basic online security

principles. Miller's "Is It Safe?" comes to the rescue as a perfect

reading material for any computer user who wants to take online

safety in his own hands.

http://www.net-security.org/news.php?id=16308

CODE REVIEW OR WAFS? PCI 6.6

Compliance with requirement 6.6 of the PCI DSS cites the use of
either a web application firewall (WAF) or code review. It’s far more
effective to combine both.
http://www.net-security.org/news.php?id=16310

BEWARE OF FACEBOOK 'FRIENDS' WHO MAY TRASH YOUR LAPTOP
The message that popped into Laurie Gale's Facebook inbox last month
seemed harmless enough -- a friend had seen a video of Ms. Gale and
had sent a link so Ms. Gale could view it. The link led to a video

site that prompted her to update her video software, which she did.
http://www.net-security.org/news.php?id=16313

WHAT THE HEARTLAND DATA BREACH TELLS US

The recent data breach at Heartland Payment Systems should make one
thing clear: the standards for security around credit card numbers

still aren't good enough. New technologies are needed to ensure that
credit card numbers and other forms of sensitive information can be
protected well enough. It's probably the case an entirely approach to
information security is also needed.
http://www.net-security.org/news.php?id=16311

IPHONE SECURITY SOFTWARE REVIEW - DATA GUARDIAN
Data Guardian is a security utility that allows you to hold all your
private information inside a locked database.
http://www.net-security.org/news.php?id=16312

[ Advisories ]

All advisories are located at:
http://www.net-security.org/archive_advi.php

Ubuntu Security Notice - moin vulnerabilities (USN-716-1)
http://www.net-security.org/advisory.php?id=9702

Ubuntu Security Notice - linux vulnerabilities (USN-715-1)
http://www.net-security.org/advisory.php?id=9701

Debian Security Advisory - netatalk (DSA 1704-2)



http://www.net-security.org/advisory.php?id=9700

SUSE Security Announcement - kernel-debug (SUSE-SA:2009:008)
http://www.net-security.org/advisory.php?id=9699

SUSE Security Announcement - IBMJava5-JRE java-1_5_0-ibm
(SUSE-SA:2009:007)
http://www.net-security.org/advisory.php?id=9698

Turbolinux Security Announcement - phpmyadmin Multiple cross-site
request forgery (CSRF) vulnerabilities
http://www.net-security.org/advisory.php?id=9697

Debian Security Advisory - moin (DSA-1715)
http://www.net-security.org/advisory.php?id=9696

Ubuntu Security Notice - linux-source-2.6.15/22, linux
vulnerabilities (USN-714-1)
http://www.net-security.org/advisory.php?id=9695

Ubuntu Security Notice - openjdk-6 vulnerabilities (USN-713-1)
http://www.net-security.org/advisory.php?id=9694

Debian Security Advisory - rt2570 (DSA-1714-1)
http://www.net-security.org/advisory.php?id=9693

Debian Security Advisory - rt2570 (DSA-1714-1)
http://www.net-security.org/advisory.php?id=9692

Debian Security Advisory - rt2500 (DSA-1713-1)
http://www.net-security.org/advisory.php?id=9691

Debian Security Advisory - rt2400 (DSA-1712-1)
http://www.net-security.org/advisory.php?id=9690

Turbolinux Security Announcement - Multiple vulnerabilities exist in
php
http://www.net-security.org/advisory.php?id=9689

Mandriva Linux Security Update Advisory - amarok (MDVSA-2009:030)
http://www.net-security.org/advisory.php?id=9688

Mandriva Linux Security Update Advisory - vim vulnerabilities
(USN-712-1)
http://www.net-security.org/advisory.php?id=9687

Debian Security Advisory - typo3-src (DSA-1711-1)
http://www.net-security.org/advisory.php?id=9686

Ubuntu Security Notice - xine-lib vulnerabilities (USN-710-1)
http://www.net-security.org/advisory.php?id=9685

Ubuntu Security Notice - ktorrent vulnerabilities (USN-711-1)
http://www.net-security.org/advisory.php?id=9684



Debian Security Advisory - ganglia-monitor-core (DSA-1710-1)
http://www.net-security.org/advisory.php?id=9683

Mandriva Linux Security Update Advisory - cups (MDVSA-2009:029)
http://www.net-security.org/advisory.php?id=9682

Mandriva Linux Security Update Advisory - cups (MDVSA-2009:028)
http://www.net-security.org/advisory.php?id=9681

Mandriva Linux Security Update Advisory - cups, cupsys
vulnerabilities (MDVSA-2009:027)
http://www.net-security.org/advisory.php?id=9680

[ Articles ]

All articles are located at:
http://www.net-security.org/articles_main.php

Articles can be contributed to articles @net-security.org

WHAT THE HEARTLAND DATA BREACH TELLS US

The recent data breach at Heartland Payment Systems should make one
thing clear: the standards for security around credit card numbers

still aren't good enough. New technologies are needed to ensure that
credit card numbers and other forms of sensitive information can be
protected well enough. It's probably the case an entirely approach to
information security is also needed.
http://www.net-security.org/article.php?id=1202

CODE REVIEW OR WAFS? PCI 6.6

Compliance with requirement 6.6 of the PCI DSS cites the use of
either a web application firewall (WAF) or code review. It’s far more
effective to combine both.
http://www.net-security.org/article.php?id=1201

[ Reviews ]

All reviews are located at:
http://www.net-security.org/reviews.php

IPHONE SECURITY SOFTWARE - DATA GUARDIAN
http://www.net-security.org/review.php?id=196

IS IT SAFE? PROTECTING YOUR COMPUTER, YOUR BUSINESS, AND YOURSELF
ONLINE



http://www.net-security.org/review.php?id=195

[ Software ]
Windows software is located at:
http://net-security.org/software_main.php?cat=1

Linux software is located at:
http://net-security.org/software_main.php?cat=2

Pocket PC software is located at:
http://net-security.org/software_main.php?cat=3

Mac OS X software is located at:
http://net-security.org/software_main.php?cat=5

AUTOKRYPT 8.17 (Windows)

AutoKrypt is an encryption software designed for automation that will
automatically encrypt or decrypt files and folders.
http://www.net-security.org/software.php?id=726

FILE ENCRYPTION XP 1.5.129 (Windows)

With File Encryption XP, you can encrypt files of any type, including
Microsoft Word, Excel and PowerPoint documents
http://www.net-security.org/software.php?id=728

HISTORY SWEEPER 3.03 (Windows)

History Sweeper allows you to clean up the history of activities on
your computer and keep your privacy.
http://www.net-security.org/software.php?id=719

MASTER VOYAGER 1.29 (Windows)

Master Voyager is especially designed to create protected DVD/CD
discs and USB Memory Sticks.
http://www.net-security.org/software.php?id=730

MIMEDEFANG 2.67 (Linux)

MIMEDefang is a flexible MIME email scanner designed to protect
Windows clients from viruses.
http://www.net-security.org/software.php?id=214

NAGIOS 3.0.6 (Linux)

Nagios is a host and service monitor designed to inform you of
network problems before your clients, end-users or managers do.
http://www.net-security.org/software.php?id=279

PAM_IMAP 0.3.8 (Linux)

This is a PAM module that authenticates a user login against a remote
IMAP or IMAPS server.
http://www.net-security.org/software.php?id=405

PASSWORD MANAGER XP 2.3.456 (Windows)
Password Manager XP is a program that will help you systematize
secret information.



http://www.net-security.org/software.php?id=70

SAMHAIN 2.5.2 (Linux)

Samhain is an open source file integrity and host-based intrusion
detection system.
http://www.net-security.org/software.php?id=125

TOR, PRIVOXY AND VIDALIA BUNDLE 0.2.0.33 (Windows)
An anonymous Internet communication system.
http://www.net-security.org/software.php?id=253

[ Conferences ]

All conferences are located at:
http://net-security.org/conferences.php

ShmooCon 2009
Organized by ShmooCon - 6 February-8 February 2009
http://www.net-security.org/conference.php?id=286

Black Hat DC 2009
Organized by Black Hat - 16 February-19 February 2009
http://www.net-security.org/conference.php?id=288

Southern California Linux Expo (SCALE 7x)
Organized by SCALE - 20 February-22 February 2009
http://www.net-security.org/conference.php?id=283

16th International Workshop on Fast Software Encryption (FSE 2009)
Organized by COSIC - 22 February-25 February 2009
http://www.net-security.org/conference.php?id=289

FAST '09: 7th USENIX Conference on File and Storage Technologies
Organized by USENIX - 24 February-27 February 2009
http://www.net-security.org/conference.php?id=294

InfoSec World 2009 Conference & Expo
Organized by MIS Training Institute - 7 March-13 March 2009
http://www.net-security.org/conference.php?id=282

SOURCE Boston 2009
Organized by Bitmark Concept - 9 March-13 March 2009
http://www.net-security.org/conference.php?id=293

CanSecWest 2009
Organized by dragostech.com inc. - 16 March-20 March 2009
http://www.net-security.org/conference.php?id=295

The Fourth International Conference on Availability, Reliability and
Security (ARES 2009)
Organized by Vienna University of Technology / Secure Business



Austria - 16 March-19 March 2009
http://www.net-security.org/conference.php?id=260

2009 European Workshop on System Security (EuroSec)
Organized by EuroSec - 31 March-31 March 2009
http://www.net-security.org/conference.php?id=281

Notacon 6
Organized by FTS Conventures - 16 April-19 April 2009
http://www.net-security.org/conference.php?id=292

RSA Conference 2009
Organized by RSA Conference - 20 April-24 April 2009
http://www.net-security.org/conference.php?id=280

Infosecurity Europe 2009
Organized by Reed Exhibitions - 28 April-30 April 2009
http://www.net-security.org/conference.php?id=290

CONFidence 2009
Organized by CONFidence - 15 May-16 May 2009
http://www.net-security.org/conference.php?id=298

21st Annual FIRST Conference
Organized by FIRST - 28 June-3 July 2009
http://www.net-security.org/conference.php?id=284

InfoSec World 2009 Conference & Expo

March 7-13, 2009, Orlando, FL
http://www.misti.com/infosecworld

InfoSec World 2009 Conference & Expo features over 100 sessions,
11 content tracks, dozens of case studies and live demos, 15 in-depth
workshops, 3 co-located summits and over 140 exhibitors!

With the primary objective of providing top-notch education to all

levels of information security professionals — from CISOs to system administrators — InfoSec World delivers practical
sessions that offer

the tools to strengthen security without restricting business.

Attendees are allowed to track-hop freely throughout the main conference
and can earn up to 51 CPE credits by attending the entire event.

[ Security World ]

All security world articles are located at:
http://www.net-security.org/secworld_main.php

Send your press releases to press@net-security.org

Global recession increasing risks to intellectual property
http://www.net-security.org/secworld.php?id=6992



Report on the current state of European elD interoperability
http://www.net-security.org/secworld.php?id=6991

McAfee launches Cybersecurity Expert Council
http://www.net-security.org/secworld.php?id=6990

Sniffer Global, a new software-based portable protocol analysis tool
http://www.net-security.org/secworld.php?id=6989

Security experts define new priorities for security standardization
http://www.net-security.org/secworld.php?id=6988

10 Gb intelligent bypass introduced by Interface Masters
http://www.net-security.org/secworld.php?id=6987

Damn Vulnerable Linux 1.5 is now available
http://www.net-security.org/secworld.php?id=6986

PayPal joins OpenlD foundation board
http://www.net-security.org/secworld.php?id=6985

Fraud costs rise, challenging online businesses
http://www.net-security.org/secworld.php?id=6984

Fujitsu develops HDD security technology based on Opal SSC standards
http://www.net-security.org/secworld.php?id=6983

2008 spam lessons learned: "Stop the guns, not just the bullets"
http://www.net-security.org/secworld.php?id=6982

NetMRI 3.0 introduces impact analysis to Network Configuration and
Change Management
http://www.net-security.org/secworld.php?id=6981

Mac theft recovery application Undercover now with location tracking
http://www.net-security.org/secworld.php?id=6980

Positive financial results from Check Point Software
http://www.net-security.org/secworld.php?id=6979

VolP service providers not focusing on impending threats
http://www.net-security.org/secworld.php?id=6978

Backup and disaster recovery for virtual environments with Arkeia
Network Backup 8
http://www.net-security.org/secworld.php?id=6977

Most SharePoint users are inadequately protected
http://www.net-security.org/secworld.php?id=6976

Commex HTX-based content-aware 10GbE network adaptor - Vulcan SE
HT6210
http://www.net-security.org/secworld.php?id=6975



78% of computer users never encrypt emails
http://www.net-security.org/secworld.php?id=6974

January 2009 malware and spam geographical and vertical trends
http://www.net-security.org/secworld.php?id=6973

PayPal UK customers can now use strong authentication passwords
http://www.net-security.org/secworld.php?id=6972

Serious security alert for Monster.com and USAJobs.gov users
http://www.net-security.org/secworld.php?id=6971

Netgear unveils ProSecure STM series of threat management appliances
http://www.net-security.org/secworld.php?id=6970

Heartland CEO calls for adoption of end-to-end encryption
http://www.net-security.org/secworld.php?id=6969

[ Virus News ]

All virus news are located at:
http://www.net-security.org/viruses.php

Only 8.4% of email that reached companies in 2008 was non-malicious
http://www.net-security.org/virus_news.php?id=1032

New version of iServices Trojan now in pirated Adobe Photoshop CS4
http://www.net-security.org/virus_news.php?id=1031

First Valentine’s Day malware attacks
http://www.net-security.org/virus_news.php?id=1030

Questions, contributions, comments or ideas go to:

Help Net Security staff
staff @net-security.org
http://net-security.org

Unsubscribe from this weekly digest on:
http://www.net-security.org/subscribe.php

The archive of the newsletter in TXT and PDF format is available
http://www.net-security.org/newsletter_archive.php



