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100's of data storage exhibitors, thousands of data storage 
products. Now in its 6th year, Storage Expo 2006 is the UK's 
ONLY dedicated data storage event.  Held on the 18th - 19th 
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definitive answers to your growing data storage needs. 
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[ Security news ] 
 
 
---------------------------------------------------------------- 
 
WI-FI GUIDANCE BECOMES LAW IN CALIFORNIA 
California legislators have passed a law which will force makers of 
wireless internet equipment to include guidance on keeping data 
secure on wireless connections. The law now awaits signature by 
Governor Arnold Schwarzenegger. 
http://www.net-security.org/news.php?id=12178 
 
 



MICROSOFT PREPS SEVEN JULY SECURITY PATCHES 
Microsoft plans to release seven security patches as part of its 
monthly security update on 11 July. 
http://www.net-security.org/news.php?id=12179 
 
 
QUANTUM CRYPTOGRAPHY DEMO IS A SECURITY FIRST 
Northwestern University researchers have joined forces with BBN 
Technologies to demonstrate what they are calling the first truly 
quantum cryptographic data network. 
http://www.net-security.org/news.php?id=12180 
 
 
'ADWARE' ATTACK ON PRIVACY TOOL 
Software that claimed to provide increased privacy whilst surfing the 
web has been criticised by computer experts and the blogging 
community. 
http://www.net-security.org/news.php?id=12181 
 
 
LIST OF DATA BREACH NOTICES LENGTHENING 
AT&T, Sovereign and Verizon Wireless among latest to report security 
snafus. 
http://www.net-security.org/news.php?id=12182 
 
 
RIAA DOESN'T LIKE INDEPENDENT EXPERTS 
For the past few years, the Recording Industry Association of America 
has battled file sharing by threatening those it suspects of illegally 
downloading music with lawsuits. 
http://www.net-security.org/news.php?id=12183 
 
 
GOOGLE DEVELOPING EAVESDROPPING SOFTWARE 
The first thing that came out of our mouths when we heard that Google 
is working on a system that listens to what's on your TV playing in 
the background, and then serves you relevant adverts, was "that's 
cool, but dangerous". 
http://www.net-security.org/news.php?id=12184 
 
 
CHECK POINT DEFIANT FOLLOWING DEPARTURES 
Security giant claims loss of high-profile staff will not affect 
growth. 



http://www.net-security.org/news.php?id=12185 
 
 
VIRUS THREAT NOT LIMITED TO AMD PLATFORMS 
AMD has been quick to deny press reports that its processors are 
exclusively targeted by a proof-of-concept virus identified last week 
in a blog posting by security firm Symantec. 
http://www.net-security.org/news.php?id=12186 
 
 
JOHNNY CACHE BREAKS SILENCE ON APPLE WI-FI EXPLOIT 
Jon Ellch -- aka Johnny Cache -- was one of the presenters of the now 
infamous "faux disclosure" at Black Hat and DEFCON last month. 
http://www.net-security.org/news.php?id=12187 
 
 
QUANTUM CRYPTOGRAPHY DEMO IS A SECURITY FIRST 
Northwestern University researchers have joined forces with BBN 
Technologies to demonstrate what they are calling the first truly 
quantum cryptographic data network. 
http://www.net-security.org/news.php?id=12188 
 
 
USED CELL PHONES, PDAS ARE TREASURE TROVE OF CONFIDENTIAL 
DATA 
Most used cell phones and PDAs contain personal or business 
information that their former owners never got around to deleting. 
http://www.net-security.org/news.php?id=12189 
 
 
YEAR-LONG HUNT FAILS TO FIND IT SECURITY CHIEF FOR NHS 
Connecting for Health has failed to appoint a senior security 
director to oversee IT security across the NHS National Programme for 
IT despite a year-long search. 
http://www.net-security.org/news.php?id=12190 
 
 
A THIRD OF DODGY EMAILS ARE PHISHING ATTACKS 
The lazy, hazy days of summer witnessed a continuation of the ongoing 
shift from large-scale virus outbreaks toward phishing and more 
targeted attacks, according to a study by net security firm 
MessageLabs. 
http://www.net-security.org/news.php?id=12191 
 



 
THE CHANGING FACE OF DISASTER RECOVERY 
Disaster recovery and remote office replication are increasingly 
becoming top-of-mind issues for IT professionals. It is ironic that 
tape, the most operationally unpredictable and error-prone media for 
backup and recovery, over time has become the primary media deployed 
in enterprise backup and disaster recovery implementations. The 
Gartner Group estimates that one-in-ten recovery images on tape is 
actually unrecoverable. 
http://www.net-security.org/news.php?id=12192 
 
 
SMS PHISHING ATTACKS HIT MOBILE USERS 
A security firm has warned that malware writers are attempting to 
fool mobile phone users with bogus text messages. 
http://www.net-security.org/news.php?id=12193 
 
 
SEPT. 11TH SPAWNED TECH-SECURITY MARKET 
During the Cold War, Canada's National Optics Institute developed a 
system to detect which type of enemy tank or fighter jet was 
approaching. 
http://www.net-security.org/news.php?id=12194 
 
 
HACKERS HIJACK UK.GOV WIKI 
An attempt by a UK cabinet minister to discuss proposed environment 
policy using a wiki has ended in embarrassment after pranksters made 
merry at the expense of the Department for Environment Food and Rural 
Affairs' (Defra). 
http://www.net-security.org/news.php?id=12195 
 
 
BOI TO REFUND PHISHING VICTIMS 
Bank of Ireland has agreed to compensate victims of a recent phishing 
scam, backtracking from its earlier position. 
http://www.net-security.org/news.php?id=12196 
 
 
FINGERPRINTING WIFI COULD SECURE MAC ADDRESSES 
MAC address spoofing on wireless networks could come to an end with a 
new security technique that would allow network administrators to see 
a unique WiFi fingerprints for each device. 
http://www.net-security.org/news.php?id=12197 



 
 
IBM PUTS NATIVE DATA ENCRYPTION ON TAPE DRIVES 
IBM also announced it will be offering encryption key management 
software. 
http://www.net-security.org/news.php?id=12198 
 
 
HOW TO: BUILDING A BLUESNIPER RIFLE 
Watching the news these past few weeks, you would think that hackers 
have taken over our cellphones. 
http://www.net-security.org/news.php?id=12199 
 
 
NEW WORD FLAW BEING USED IN ATTACKS 
Symantec warns that an unpatched flaw in the Windows 2000 version of 
Microsoft Office 2000 is being used by attackers to run unauthorized 
software on a victim's computer. 
http://www.net-security.org/news.php?id=12200 
 
 
PHISHING ATTACK TARGETS SPANISH MOBILES 
A mass mailing worm that attempts to trick users into downloading 
malware in response to bogus text messages is spreading in Spain. 
http://www.net-security.org/news.php?id=12201 
 
 
10 TIPS TO SECURE YOUR SMALL BUSINESS NETWORK 
They offer big security payoffs without spending a lot of time and 
money. 
http://www.net-security.org/news.php?id=12202 
 
 
NIST OFFERS SECURE WEB SERVICES TIPS 
The National Institute of Standards and Technology has released for 
comment a draft of Guide to Secure Web Services. 
http://www.net-security.org/news.php?id=12203 
 
 
NEW APACHE COMPLIANCE AUDIT POLICY 
Tenable's research team has released a Nessus 3 audit policy file 
which can be used to audit the configuration of Apache web servers 
running on various UNIX platforms. 
http://www.net-security.org/news.php?id=12204 



 
 
LOCALISED ATTACKS ADD TO PHISHING INCREASE 
More targets also contribute to rise in malware. 
http://www.net-security.org/news.php?id=12205 
 
 
PUMP-AND-DUMP SPAMMERS SHIFT TACTICS 
Pump-and-dump spammers are refining their tactics and marketing 
techniques in an attempt to drum up new business. 
http://www.net-security.org/news.php?id=12206 
 
 
HP'S PRETEXT TO SPY 
Authorized by Hewlett-Packard's chairwoman Patricia Dunn to find a 
director who leaked the company's plans to the media, private 
investigators used pretexting. 
http://www.net-security.org/news.php?id=12207 
 
 
MALWARE AUTHORS HUNGRY FOR PROFIT 
Hackers creating increasing numbers of Trojans and bots for financial 
gain. 
http://www.net-security.org/news.php?id=12208 
 
 
CISCO, MICROSOFT DEMO NETWORK SECURITY COOPERATION 
Demo to be held in Boston this week. 
http://www.net-security.org/news.php?id=12209 
 
 
SECURING A WEBSITE WITH CLIENT SSL CERTIFICATES 
Let's assume that you have an Apache webserver and a website that you 
want VERY finite access controls on. You could do it a number of ways, 
right? 
http://www.net-security.org/news.php?id=12210 
 
 
MOZILLA TAPS FORMER MICROSOFT EXECUTIVE FOR SECURITY 
Strategist needed to secure open source products against online 
attacks. 
http://www.net-security.org/news.php?id=12211 
 
 



REVIEW: CHECK POINT VPN-1 UTM EDGE SECURITY DEVICE 
Check Point’s VPN-1 UTM Edge is a security appliance designed to 
protect remote branch offices where expertise may be limited or 
non-existent. 
http://www.net-security.org/news.php?id=12212 
 
 
PRIVACY FEARS SHOCK FACEBOOK 
Millions of people have flocked to social networking sites to post 
information about themselves and share it with friends. 
http://www.net-security.org/news.php?id=12213 
 
 
BANK OF IRELAND AGREES TO PHISHING REFUNDS 
The Bank of Ireland has backtracked on an earlier decision and has 
agreed to refund victims of a phishing scam in which customers lost a 
total of €113,000 (£76,770). 
http://www.net-security.org/news.php?id=12214 
 
 
ZOMBIES CRAWL OVER WIKI EXPLOITS 
Hackers are exploiting vulnerabilities in wiki software packages to 
establish networks of compromised computers. 
 
http://www.net-security.org/news.php?id=12215 
 
 
QUICKEST PATCH EVER 
If you really want to see Microsoft scramble to patch a hole in its 
software, don't look to vulnerabilities that impact countless 
Internet Explorer users or give intruders control of thousands of 
Windows machines. Just crack Redmond's DRM. 
http://www.net-security.org/news.php?id=12216 
 
 
RFID PASSPORTS RAISE SECURITY FEARS 
Information stored on RFID is at risk from skimmers, says security 
firm. 
http://www.net-security.org/news.php?id=12217 
 
 
SPAMMER FIGHTING SENTENCE 
Yesterday, the Washington Post reported that the conviction of 
spammer Jeremy Jaynes had been upheld in a Virginia Court of Appeals. 



http://www.net-security.org/news.php?id=12218 
 
 
PROTECTING AGAINST EFS BASED ATTACKS 
EFS uses public key cryptography that makes use of a user’s account 
login and password pair to encrypt a private key. 
http://www.net-security.org/news.php?id=12219 
 
 
INTERVIEW WITH VLADIMIR KATALOV, CEO OF ELCOMSOFT 
Vladimir Katalov is working in ElcomSoft from the very beginning. He 
created the first program the password recovery software line has 
started from: Advanced ZIP Password Recovery. In this interview he 
answers some questions related to current security threats, the 
protection of sensitive information at the enterprise level, and much 
more. 
http://www.net-security.org/news.php?id=12220 
 
 
HOW TO PORTSCAN YOUR COMPUTER FOR SECURITY HOLES 
If you're smart and you're connected to the net, you're concerned 
about computer security. 
http://www.net-security.org/news.php?id=12221 
 
 
CONSIDERING THE CONSEQUENCES OF SHORTSIGHTED POLICY 
Like many government policies across the globe, this directive was 
apparently drafted with a clear social goal in mind, but little 
understanding of the use and pace of technology. 
http://www.net-security.org/news.php?id=12222 
 
 
PERSONAL DATA-BACKUP OPTIONS PROLIFERATE 
Network storage has not been as popular as regular hard drives, said 
Stephen Baker, vice president for industry analysis at NPD, because 
of privacy and trust issues. 
http://www.net-security.org/news.php?id=12223 
 
 
PHISHING BECOMES MORE LOCALISED 
Banks outside US begin to be targeted. 
http://www.net-security.org/news.php?id=12224 
 
 



SCHOOLS CAN FINGERPRINT CHILDREN WITHOUT PARENTAL CONSENT 
Parents cannot prevent schools from taking their children's 
fingerprints, according to the Department for Education and Skills 
and the Information Commissioner. 
http://www.net-security.org/news.php?id=12225 
 
 
THE DEATH OF PRIVACY 
In privacy circles, a mostly forgotten incident from the end of the 
dot-com euphoria aptly illustrates the lack of regard most companies 
have toward protecting personal data, even if they make a point of 
promising to do so. 
http://www.net-security.org/news.php?id=12226 
 
 
EXAMINING DEFECTS IN THE FIREFOX CODE BASE 
Using Klocwork’s K7 static analysis tool, I examined the large and 
complicated code base of the popular open source browser, Firefox. 
http://www.net-security.org/news.php?id=12227 
 
 
RED ALERT OVER LONDON ON CREDIT CARD FRAUD MAP 
London is the UK capital of credit card fraud, according to a study 
by online fraud prevention firm Early Warning. 
http://www.net-security.org/news.php?id=12228 
 
 
HP DRAGNET GRABBED 9 REPORTERS 
At least nine journalists were swept up in Hewlett-Packard chairman 
Patricia Dunn's furious search for a media leak on the company's 
board of directors, according to a source familiar with the matter. 
http://www.net-security.org/news.php?id=12229 
 
 
'WIDE OPEN' MEANS EXTRA SECURITY 
There's a reason nearly every security appliance vendor uses open 
source tools, and it has little to do with licensing. 
http://www.net-security.org/news.php?id=12230 
 
 
NEW VOIP THREATS TO LISTEN FOR 
As the business world rapidly embraces VoIP technology for its cost 
savings, little heed is given to the new dangers that are introduced 
into our telephone networks. 



http://www.net-security.org/news.php?id=12231 
 
 
MALWARE SCRAMBLES TO EVADE DEFENSES 
A Trojan horse program designed to compromise systems uses the 
Microsoft Windows' Encrypted File System to scramble its payload and 
evade detection, warned a researcher at security firm McAfee this 
week. 
http://www.net-security.org/news.php?id=12232 
 
 
SAN DIEGO MAN PLEADS GUILTY TO USC COMPUTER HACK 
He broke into the school's network after being denied admission in 
2005. 
http://www.net-security.org/news.php?id=12233 
 
 
EXPLORING THE RFID+ CERTIFICATION 
One of the newest IT certifications to become available is that of 
RFID+ from CompTIA, the organization behind such certifications as 
A+, Network+, Security+, and many others. 
http://www.net-security.org/news.php?id=12234 
 
 
REVIEW: HOW PERSONAL & INTERNET SECURITY WORKS 
For majority of us working in information technology, knowledge on 
security and privacy topics is something that we need to possess. 
There are hundreds, or better say it thousands, of quality books 
aimed toward expanding our skills, but there is not a lot of them 
aimed at the average Internet user which is the main target of 
ever-popular threats such as viruses, assorted malware and malicious 
attacks. Que's "How Personal & Internet Security Works" is a 
publication that takes a unique approach on addressing these issues. 
http://www.net-security.org/news.php?id=12235 
 
 
SECURITY IS SOP FOR BUSINESS 
At this week's Security Standard conference in Boston - which was 
hosted by Network World and other IDG publications - speakers talked 
as much about the business of security as the technical options and 
details. 
http://www.net-security.org/news.php?id=12236 
 
 



THE BOX THAT BROKE ENIGMA CODE IS REBUILT 
Enthusiasts have succeeded in rebuiling a Nazi code cracking device, 
signaling the culmination of a 10-year project. 
http://www.net-security.org/news.php?id=12237 
 
 
HACKERS WINNING DRM 'ARMS RACE' 
Entertainment-industry executives are trying to figure out the best 
ways to steer consumers to legal Web content, but in the meantime the 
thieves are way ahead. 
http://www.net-security.org/news.php?id=12238 
 
---------------------------------------------------------------- 
 
 
 
 
[ Vulnerabilities ] 
 
 
All vulnerabilities are located here: 
http://www.net-security.org/vulnerabilities.php 
 
 
---------------------------------------------------------------- 
 
Plesk filemanager.php file Variable XSS 
http://www.net-security.org/vulnerability.php?id=28596 
 
 
SubberZ[Lite] user-func.php myadmindir Variable Remote File Inclusion 
http://www.net-security.org/vulnerability.php?id=28592 
 
 
SoftBB addmembre.php groupe Variable SQL Injection 
http://www.net-security.org/vulnerability.php?id=28577 
 
 
SoftBB moveto.php select Variable SQL Injection 
http://www.net-security.org/vulnerability.php?id=28578 
 
 
SoftBB admin/save_opt.php Arbitrary PHP Code Execution 
http://www.net-security.org/vulnerability.php?id=28579 



 
 
GrapAgenda index.php page Variable Remote File Inclusion 
http://www.net-security.org/vulnerability.php?id=28553 
 
 
C-News commentaires.php path Variable Remote File Inclusion 
http://www.net-security.org/vulnerability.php?id=28552 
 
 
OpenSSL RSA Signature Forgery 
http://www.net-security.org/vulnerability.php?id=28549 
 
 
WebAdmin useredit_account.wdm Module MDaemon Account Access 
http://www.net-security.org/vulnerability.php?id=28548 
 
 
Web Dictate Null Password Authentication Bypass 
http://www.net-security.org/vulnerability.php?id=28547 
 
 
Tr Forum /membres/modif_profil.php id Variable Arbitrary Profile 
Modification 
http://www.net-security.org/vulnerability.php?id=28542 
 
 
Tr Forum /membres/change_mdp.php Unauthorized Password Modification 
http://www.net-security.org/vulnerability.php?id=28543 
 
 
Tr Forum /admin/insert_admin.php Authentication Bypass 
http://www.net-security.org/vulnerability.php?id=28544 
 
 
Tr Forum /admin/editer.php id2 Variable SQL Injection 
http://www.net-security.org/vulnerability.php?id=28545 
 
 
SimpleBlog default.asp id Variable SQL Injection 
http://www.net-security.org/vulnerability.php?id=28541 
 
 
AnywhereUSB/5 Driver String Descriptor Parsing DoS 



http://www.net-security.org/vulnerability.php?id=28429 
 
 
FlashChat aedatingCMS.php dir[inc] Variable Remote File Inclusion 
http://www.net-security.org/vulnerability.php?id=28433 
 
 
FlashChat aedatingCMS2.php dir[inc] Variable Remote File Inclusion 
http://www.net-security.org/vulnerability.php?id=28434 
 
 
FlashChat aedating4CMS.php dir[inc] Variable Remote File Inclusion 
http://www.net-security.org/vulnerability.php?id=28435 
 
 
TikiWiki jhot.php File Upload Arbitrary PHP Code Execution 
http://www.net-security.org/vulnerability.php?id=28456 
 
 
php-revista index.php adodb Variable Remote File Inclusion 
http://www.net-security.org/vulnerability.php?id=28443 
 
 
php-revista busqueda.php cadena Variable SQL Injection 
http://www.net-security.org/vulnerability.php?id=28445 
 
 
php-revista autor.php id_autor Variable SQL Injection 
http://www.net-security.org/vulnerability.php?id=28446 
 
 
php-revista lista.php email Variable SQL Injection 
http://www.net-security.org/vulnerability.php?id=28447 
 
 
php-revista articulo.php id_articulo Variable SQL Injection 
http://www.net-security.org/vulnerability.php?id=28448 
 
 
php-revista Admin Variable Manipulation Authentication Bypass 
http://www.net-security.org/vulnerability.php?id=28449 
 
 
php-revista busqueda.php cadena Variable XSS 



http://www.net-security.org/vulnerability.php?id=28450 
 
 
php-revista lista.php email Variable XSS 
http://www.net-security.org/vulnerability.php?id=28451 
 
 
php-revista busqueda_tema.php id_temas Variable SQL Injection 
http://www.net-security.org/vulnerability.php?id=28452 
 
 
MyHeadlines for PHP_nuke myh_op Variable XSS 
http://www.net-security.org/vulnerability.php?id=28463 
 
 
MyBace Light includes/login_check.php hauptverzeichniss Variable 
Remote File Inclusion 
http://www.net-security.org/vulnerability.php?id=28439 
 
 
MyBace Light user_daten.php template_back Variable Remote File 
Inclusion 
http://www.net-security.org/vulnerability.php?id=28440 
 
 
vtiger CRM fileupload.html Arbitrary PHP Code Execution 
http://www.net-security.org/vulnerability.php?id=28459 
 
 
vtiger CRM Multiple Module description Variable XSS 
http://www.net-security.org/vulnerability.php?id=28460 
 
 
vtiger CRM HelpDesk Module solution Variable XSS 
http://www.net-security.org/vulnerability.php?id=28461 
 
 
vtiger CRM Admin Modules Direct Request Authentication Bypass 
http://www.net-security.org/vulnerability.php?id=28462 
 
---------------------------------------------------------------- 
 
 
 



 
[ Advisories ] 
 
 
All advisories are located at: 
http://www.net-security.org/archive_advi.php 
 
 
---------------------------------------------------------------- 
 
Mandriva Linux Security Update Advisory - SUSE Security Summary 
Report (SUSE-SR:2006:022) 
http://www.net-security.org/advisory.php?id=6685 
 
 
SUSE Security Announcement - apache2 (SUSE-SA:2006:051) 
http://www.net-security.org/advisory.php?id=6684 
 
 
SUSE Security Announcement - ImageMagick (SUSE-SA:2006:050) 
http://www.net-security.org/advisory.php?id=6683 
 
 
EnGarde Secure Linux Advisory - ethereal (DSA 1171-1) 
http://www.net-security.org/advisory.php?id=6682 
 
 
Ubuntu Security Notice - bind9 vulnerabilities (USN-343-1) 
http://www.net-security.org/advisory.php?id=6681 
 
 
Debian Security Advisory - mozilla-thunderbird (DSA 1159-2) 
http://www.net-security.org/advisory.php?id=6680 
 
 
Mandriva Linux Security Update Advisory - php (MDKSA-2006:162) 
http://www.net-security.org/advisory.php?id=6679 
 
 
Ubuntu Security Notice - php4, php5 vulnerabilities (USN-342-1) 
http://www.net-security.org/advisory.php?id=6678 
 
 
OpenPKG Security Advisory - bind (OpenPKG-SA-2006.019) 



http://www.net-security.org/advisory.php?id=6677 
 
 
Cisco Security Notice - isco IOS GRE decapsulation vulnerability 
http://www.net-security.org/advisory.php?id=6676 
 
 
Mandriva Linux Security Update Advisory - openssl (MDKSA-2006:161) 
http://www.net-security.org/advisory.php?id=6675 
 
 
FreeBSD Security Advisory - Denial of Service in named(8) 
(FreeBSD-SA-06:20.bind) 
http://www.net-security.org/advisory.php?id=6674 
 
 
FreeBSD Security Advisory - Incorrect PKCS#1 v1.5 padding validation 
in crypto(3) (FreeBSD-SA-06:19.openssl) 
http://www.net-security.org/advisory.php?id=6673 
 
 
Debian Security Advisory - gcc-3.4 (DSA 1170-1) 
http://www.net-security.org/advisory.php?id=6672 
 
 
Ubuntu Security Notice - imagemagick vulnerabilities (USN-340-1) 
http://www.net-security.org/advisory.php?id=6671 
 
 
OpenPKG Security Advisory - openssl (OpenPKG-SA-2006.018) 
http://www.net-security.org/advisory.php?id=6670 
 
 
Ubuntu Security Notice - openssl vulnerability (USN-339-1) 
http://www.net-security.org/advisory.php?id=6669 
 
 
Debian Security Advisory - imagemagick (DSA 1168-1) 
http://www.net-security.org/advisory.php?id=6668 
 
 
Debian Security Advisory - mysql-dfsg-4.1 (DSA 1169-1) 
http://www.net-security.org/advisory.php?id=6667 
 



 
Debian Security Advisory - apache (DSA 1167-1) 
http://www.net-security.org/advisory.php?id=6666 
 
---------------------------------------------------------------- 
 
 
 
 
[ Articles ] 
 
 
All articles are located at: 
http://www.net-security.org/articles_main.php 
 
Articles can be contributed to articles@net-security.org 
 
 
---------------------------------------------------------------- 
 
INTERVIEW WITH VLADIMIR KATALOV, CEO OF ELCOMSOFT 
Vladimir Katalov is working in ElcomSoft from the very beginning. He 
created the first program the password recovery software line has 
started from: Advanced ZIP Password Recovery. In this interview he 
answers some questions related to current security threats, the 
protection of sensitive information at the enterprise level, and much 
more. 
http://www.net-security.org/article.php?id=943 
 
 
THE CHANGING FACE OF DISASTER RECOVERY 
Disaster recovery and remote office replication are increasingly 
becoming top-of-mind issues for IT professionals. It is ironic that 
tape, the most operationally unpredictable and error-prone media for 
backup and recovery, over time has become the primary media deployed 
in enterprise backup and disaster recovery implementations. The 
Gartner Group estimates that one-in-ten recovery images on tape is 
actually unrecoverable. 
http://www.net-security.org/article.php?id=942 
 
---------------------------------------------------------------- 
 
 
 



 
[ Reviews ] 
 
 
All reviews are located at: 
http://www.net-security.org/reviews.php 
 
 
---------------------------------------------------------------- 
 
HOW PERSONAL & INTERNET SECURITY WORKS 
http://www.net-security.org/review.php?id=154 
 
---------------------------------------------------------------- 
 
 
 
 
[ Software ] 
 
 
Windows software is located at: 
http://net-security.org/software_main.php?cat=1 
 
Linux software is located at: 
http://net-security.org/software_main.php?cat=2 
 
Pocket PC software is located at: 
http://net-security.org/software_main.php?cat=3 
 
Mac OS X software is located at: 
http://net-security.org/software_main.php?cat=5 
 
 
---------------------------------------------------------------- 
 
ANOTHER FILE INTEGRITY CHECKER 2.9.0 (Linux) 
 
http://www.net-security.org/software.php?id=667 
 
 
ARPALERT 1.0.3 (Linux) 
This software listens on a network interface (without using 
'promiscuous' mode) and catches all conversations of MAC address to 



IP request. 
http://www.net-security.org/software.php?id=335 
 
 
AUTOPSY FORENSIC BROWSER 2.08 (Linux) 
The Autopsy Forensic Browser is a graphical interface to the command 
line digital forensic analysis tools in The Sleuth Kit. 
http://www.net-security.org/software.php?id=216 
 
 
DATA GUARDIAN 1.0 (Windows) 
Data Guardian is a secure, Universal Binary, database application for 
storing passwords, credit card numbers, adressses, notes, customer 
databases, and more. 
http://www.net-security.org/software.php?id=663 
 
 
DATA GUARDIAN 1.0 (Mac OS X) 
Data Guardian is a secure, Universal Binary, database application for 
storing passwords, credit card numbers, adressses, notes, customer 
databases, and more. 
http://www.net-security.org/software.php?id=662 
 
 
SAMHAIN 2.2.4 (Linux) 
Samhain is an open source file integrity and host-based intrusion 
detection system. 
http://www.net-security.org/software.php?id=125 
 
 
STUNNEL 4.16 (Linux) 
Stunnel is a program that allows you to encrypt arbitrary TCP 
connections inside SSL (Secure Sockets Layer). 
http://www.net-security.org/software.php?id=271 
 
 
THE SLEUTH KIT 2.06 (Linux) 
The Sleuth Kit is a collection of UNIX-based command line file system 
forensic tools. 
http://www.net-security.org/software.php?id=215 
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[ Webcasts ] 
 
 
All webcasts are located at: 
http://net-security.org/webcasts.php 
 
 
---------------------------------------------------------------- 
 
Information About Microsoft September Security Bulletins 
Organized by Microsoft on 13 September 2006, 11:00 AM 
http://www.net-security.org/webcast.php?id=436 
 
 
How Microsoft IT Defends Against Spam, Viruses, and E-Mail Attacks 
Organized by Microsoft on 19 September 2006, 9:30 AM 
http://www.net-security.org/webcast.php?id=437 
 
 
Web conference on VoIP security 
Organized by Xtalks on 20 September 2006, 11:00 AM 
http://www.net-security.org/webcast.php?id=435 
 
---------------------------------------------------------------- 
 
 
 
 
[ Conferences ] 
 
 
All conferences are located at: 
http://net-security.org/conferences.php 
 
================================================ 
Advertisement: Storage Expo 2006 
================================================ 
100's of data storage exhibitors, thousands of data storage 
products. Now in its 6th year, Storage Expo 2006 is the UK's 
ONLY dedicated data storage event.  Held on the 18th - 19th 
October, Olympia, London, this event will find you the 
definitive answers to your growing data storage needs. 



================================================ 
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================================================ 
 
 
---------------------------------------------------------------- 
 
Global Biometrics Summit 2006 
Organized by Access Events International - 12 September-13 September 
2006 
http://www.net-security.org/conference.php?id=180 
 
 
IT Security World Conference & Expo 2006 
Organized by MISTI - 25 September-27 September 2006 
http://www.net-security.org/conference.php?id=179 
 
 
RuxCon 2006 
Organized by Australian computer security community - 30 September-1 
October 2006 
http://www.net-security.org/conference.php?id=171 
 
 
Mobile Security 2006 
Organized by Informa Telecoms & Media - 3 October-5 October 2006 
http://www.net-security.org/conference.php?id=182 
 
 
Infosecurity Netherlands 2006 
Organized by VNU Exhibitions - 11 October-12 October 2006 
http://www.net-security.org/conference.php?id=183 
 
 
IBM SecureWorld 2006 
Organized by IBM - 17 October-19 October 2006 
http://www.net-security.org/conference.php?id=164 
 
 
Storage Expo 2006 
Organized by Reed Exhibitions - 18 October-19 October 2006 
http://www.net-security.org/conference.php?id=175 
 
 



International Conference on IT-Incident Management & IT-Forensics 
(IMF 2006) 
Organized by SIG SIDAR - 18 October-19 October 2006 
http://www.net-security.org/conference.php?id=184 
 
 
Infosecurity New York 2006 
Organized by Reed Exhibitions - 23 October-25 October 2006 
http://www.net-security.org/conference.php?id=165 
 
 
RSA Conference Europe 2006 
Organized by RSA Security - 23 October-25 October 2006 
http://www.net-security.org/conference.php?id=167 
 
 
Infosec @ San Diego 
Organized by DallasCon Infosec Academics - 7 November-10 November 
2006 
http://www.net-security.org/conference.php?id=176 
 
 
9th Annual International Westcoast Security Forum 2006 
Organized by WCSF - 27 November-28 November 2006 
http://www.net-security.org/conference.php?id=177 
 
 
RSA Conference 2007 
Organized by RSA Security - 5 February-9 February 2007 
http://www.net-security.org/conference.php?id=168 
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[ Security World ] 
 
 
All security world articles are located at: 
http://www.net-security.org/secworld_main.php 
 
Send your press releases to press@net-security.org 
 



 
---------------------------------------------------------------- 
 
Next generation VeriSign Log Services announced 
http://www.net-security.org/secworld.php?id=4168 
 
 
iLugger protects your 24" iMac with a quality softcase bag 
http://www.net-security.org/secworld.php?id=4167 
 
 
NetZentry announces CleanTraffic 2.7 DDoS attack protection software 
http://www.net-security.org/secworld.php?id=4166 
 
 
Dekart releases Dekart Private Disk 2.09 
http://www.net-security.org/secworld.php?id=4165 
 
 
New version of Pointsec Linux encryption software released 
http://www.net-security.org/secworld.php?id=4164 
 
 
NETGEAR announces new SSL VPN Concentrator 25 appliance 
http://www.net-security.org/secworld.php?id=4163 
 
 
New ZyXEL Wi-Fi Finder device 
http://www.net-security.org/secworld.php?id=4162 
 
 
LaCie biometric hard drives for Macs 
http://www.net-security.org/secworld.php?id=4161 
 
 
Secure Computing launches new identity and access management 
appliance 
http://www.net-security.org/secworld.php?id=4160 
 
 
SAP selects Breachview SSL 
http://www.net-security.org/secworld.php?id=4159 
 
 



Secure Computing Closes Acquisition of CipherTrust 
http://www.net-security.org/secworld.php?id=4158 
 
---------------------------------------------------------------- 
 
 
 
 
[ Virus News ] 
 
 
All virus news are located at: 
http://www.net-security.org/viruses.php 
 
 
---------------------------------------------------------------- 
 
Weekly Report on Viruses and Intruders - Goldun.LC,  Banbra.DCY 
Trojans and LootSeek.JJ worm 
http://www.net-security.org/virus_news.php?id=688 
 
 
Backdoor worm targets vulnerability in Microsoft Word 
http://www.net-security.org/virus_news.php?id=687 
 
 
Panda ActiveScan: top virused detected in August 2006 
http://www.net-security.org/virus_news.php?id=686 
 
 
Kaspersky Lab list of top viruses for August 2006 
http://www.net-security.org/virus_news.php?id=685 
 
 
Sophos lists the biggest malware threats in August 2006 
http://www.net-security.org/virus_news.php?id=684 
 
---------------------------------------------------------------- 
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Questions, contributions, comments or ideas go to: 
 
Help Net Security staff 
staff@net-security.org 
http://net-security.org 
 
---------------------- 
 
Unsubscribe from this weekly digest on: 
http://www.net-security.org/subscribe.php 
 
The archive of the newsletter in TXT and PDF format is available 
http://www.net-security.org/newsletter_archive.php 
 
 


