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Issue 322 - 03.07.2006.
http://net-security.org

This is a newsletter delivered to you by Help Net Security. It
covers weekly roundups of security events that were in the
news the past week.

Real Solutions - Proven and Promising Practices for Information Security

IT Security is a high-stakes balancing act performed in gale-force
winds. Threats from inside and outside the enterprise multiply while new
business initiatives open up new fronts to secure and gateways to
police.

Gartner's IT Security Summit 2006 gives you a clear, realistic view of
the current and emerging threat landscape along with the best security
processes and technologies to find your way through it.
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[ Security news ]

CREATING A SAFE DIRECTORY WITH PAM AND ENCFS



This HowTo is about creating a user-session-safe directory which
offers security on- and offline.
http://www.net-security.org/news.php?id=11543

SAILORS' DATA POSTED ON THE WEB

The Navy has begun a criminal investigation after Social Security
numbers and other personal data for 28,000 sailors and family members
were found on a civilian website.
http://www.net-security.org/news.php?id=11544

MICROSOFT: BAKING SECURITY IN

A Microsoft security expert explains how the company has improved its
development process.

http://www.net-security.org/news.php?id=11545

SYMANTEC TO EXIT SECURITY APPLIANCE BUSINESS

About 80 staff were laid off as SGS and SNS appliances were said to
be discontinued.

http://www.net-security.org/news.php?id=11546

FREENODE HAS BEEN HIJACKED

The world's largest FOSS IRC network, FreeNode, has been (for lack of
a better word) hijacked.
http://www.net-security.org/news.php?id=11547

WATERGATE ECHOES IN NSA COURTROOM

It was perhaps inevitable that someone would compare President Bush's
extrajudicial wiretapping operations to Richard Nixon's 1970s-era
surveillance of journalists and political enemies. Both were carried

out by Republican presidents; both bypassed the courts; both relied

on the cooperation of U.S. telecommunications companies.
http://www.net-security.org/news.php?id=11548

TORRENTSPY NAMES ALLEGED MPAA ATTACKER

TorrentSpy named the attacker who it claims broke into its computer
systems on behalf of the Motion Picture Association of America
(MPAA), as part of a legal request that would force the MPAA to turn
over documents stolen from the Internet file-searching company.



http://www.net-security.org/news.php?id=11549

IT EXPERT: | WORKED WITH 7/7 BOMBERS AND WARNED POLICE
A computer expert who worked alongside two of the July 7 bombers
claims today that he tried to warn the police about their activities
almost two years before the suicide attacks.
http://www.net-security.org/news.php?id=11550

BUSINESS LEADERS: US NOT PREPARED FOR INTERNET OUTAGE
The US is unprepared to deal with a major cyber emergency. That's the
conclusion of a new report from the Business Roundtable, a group of
160 CEOs from the nation's largest companies.
http://www.net-security.org/news.php?id=11551

IDENTITY THIEVES LURKING IN P2P

Medical records, financial information and router passwords have all
popped up on P2P networks, researchers say.
http://www.net-security.org/news.php?id=11552

SETTING TECHNICAL CRITERIA FOR OUTBOUND CONTENT MONITORING
'Exfiltration’ reports must stand up to legal scrutiny.
http://www.net-security.org/news.php?id=11553

UTILITY DISABLES MICROSOFT'S ANTI-PIRACY APP

Firewall Leak Tester, which specializes in firewall stress tests,
released RemoveWGA, a program that deletes the Windows Genuine
Advantage Notification Tool.
http://www.net-security.org/news.php?id=11554

17 MISTAKES MICROSOFT MADE IN THE XBOX SECURITY SYSTEM
This article is about how easy it is to make terrible mistakes and

how easily people seem to overestimate their skills. So this article

is also about how to avoid the most common mistakes.
http://www.net-security.org/news.php?id=11555

STRIKING THE BALANCE BETWEEN STORAGE SECURITY AND
AVAILABILITY



Any good strategy for data storage protection includes a strategic
balance between information availability and information security. IT
managers today are tasked with maintaining this balance at a
reasonable cost. It’s easy to make information completely secure —by
locking it up in a safe, for example —but the trick is to also ensure
that it is available when needed. However, by providing information
access, there are always risks.
http://www.net-security.org/news.php?id=11556

DESIGNING HIGH-AVAILABILITY WINDOWS SYSTEMS

Rick Cook explains the major options for designing a system with an
appropriate amount of uptime.
http://www.net-security.org/news.php?id=11557

GOV'T BREAK A LAW? CHANGE IT

The White House is nearing an agreement with Congress on legislation
that would write President Bush's warrantless surveillance program
into law, the Senate Judiciary Committee chairman said Sunday.
http://www.net-security.org/news.php?id=11558

IT DIRECTORS FEAR THE SACK OVER EMAIL SECURITY

More than a third of IT directors fear losing their jobs if

confidential information sent by email is leaked or accidentally read
by someone other than the intended recipient, according to a report
issued today.

http://www.net-security.org/news.php?id=11559

LINUX HACKERS RE-CLAIM THE LINKSYS WRT54G

As predicted, the open source community has come up with a way to
convert VxWorks-based LinkSys wireless WRT54G routers to Linux. The
process does not require hardware hacking, and installs a recent
version of "DD-WRT micro."
http://www.net-security.org/news.php?id=11560

YOU CAN NEVER BE TOO SECURE

When | think about our security strategy, | have to ask myself if

we've done enough. Have we covered all the bases? If we haven't, do
we have a work-around or some other risk-mitigation plan in place?
http://www.net-security.org/news.php?id=11561



USB DRIVES POSE INSIDER THREAT

In a recent test of a credit union's network security, consultants
working for New York-based security audit firm Secure Network
Technologies scattered 20 USB flash drives around the financial
group's building.
http://www.net-security.org/news.php?id=11562

LIST OF DATA BREACHES GROWS

The dizzying pace of security breach notifications shows no signs of
abating, with companies such as American International Group Inc. and
ING U.S. Financial Services adding themselves to the list of
businesses disclosing data compromises.
http://www.net-security.org/news.php?id=11563

NHS SLAMMED FOR IGNORING MOBILE DATA SECURITY
The National Health Service is failing to provide adequate security
for potentially sensitive data held on mobile storage devices,
research claimed today.
http://www.net-security.org/news.php?id=11564

MICROSOFT’S REAL TEST WITH VISTA IS VULNERABILITIES
Vista, the solution to all our problems: Microsoft portrays Vista as
anything from the end of software vulnerabilities to the end of
spyware.

http://www.net-security.org/news.php?id=11565

WHAT TO DO IF A SECURITY FLAW IS REPORTED

You've worked hard and long for months to get the software out the
door. You think you've covered all the bases -- it performs well and
it's completely secure. There is absolutely no way it can be hacked.
http://www.net-security.org/news.php?id=11566

NOKIA JOINT VENTURE TO SECURE ELECTRONIC PAYMENTS
Nokia teams with smart card vendor to secure payments that use
short-range wireless technology.
http://www.net-security.org/news.php?id=11567



SQL INJECTION WEAKNESSES FOUND IN MAMBO, JOOMLA
Potentially serious security flaws have been found in existing

versions of the Mambo and Joomla content management systems, and
developers of the two projects are advising users to install upgrades

or security patches as soon as possible.
http://www.net-security.org/news.php?id=11568

WHEN ACCESS MANAGEMENT BECOMES ROCKET SCIENCE
NASA's challenges are hardly limited to launching rockets and getting
men to Mars.

http://www.net-security.org/news.php?id=11569

THREE HELD OVER COMPUTER VIRUS SPAM

Police in Britain and Finland have arrested three men suspected of
conspiring to spread computer viruses through spamming, Metropolitan
Police said.

http://www.net-security.org/news.php?id=11570

DATA SECURITY GRABS ATTENTION OF LAWMAKERS

An increase in data security breaches is prompting the creation of
new laws.

http://www.net-security.org/news.php?id=11571

REMOTE AUTHENTICATION: FOUR TIPS FOR IMPROVING SECURITY
Remote users are a problem for a lot of us whose jobs are to keep our
networks secure.

http://www.net-security.org/news.php?id=11572

PASSWORD-PROTECTED BULLETS

Safety catches do not always prevent firearm accidents and even
newfangled biometric guns, which check the identity of a user by
their fingerprint, cannot stop thieves from using stolen ammunition
in other weapons.
http://www.net-security.org/news.php?id=11573

CONCERNS ARISE OVER VOTER DATABASE SECURITY
File this in the "seemed like a good idea at the time" drawer. The



Help America Vote Act (HAVA) was passed in 2002, partially in
response to the controversy surrounding the 2000 presidential
election.

http://www.net-security.org/news.php?id=11574

WINDOWS GENUINE PROGRAM REVISED FOLLOWING UPROAR
Microsoft has bowed to public pressure, releasing a version of WGA
that no longer validates Windows using a server-side configuration.
http://www.net-security.org/news.php?id=11575

SECURITY NEEDS VARY FOR EACH INDUSTRY VERTICAL

IT managers cannot ignore secure content management (SCM), but needs
vary greatly for each industry vertical, according a new report from
research firm IDC.

http://www.net-security.org/news.php?id=11576

MYSPACE CASE OPENS SECURITY CAN OF WORMS

A fourteen-year old girl is suing MySpace for £30m after she was
allegedly assaulted by a man she met on the popular teen hangout site.
http://www.net-security.org/news.php?id=11577

SECURITY SOFTWARE SLAPS IE IN "SANDBOX"

GreenBorder Pro uses virtualisation-like technologies to separate IE
from the rest of the system, so that if malicious software does
execute, it doesn't actually touch the computer.
http://www.net-security.org/news.php?id=11578

AJAX SECURITY BASICS

Though Ajax applications can be more difficult to test, security
professionals already have most of relevant approaches and tools
needed.

http://www.net-security.org/news.php?id=11579

STUDIES QUESTION E-VOTING SECURITY

A series of new reports have again raised questions about the
security of electronic voting machines, with one report identifying
multiple vulnerabilities.



http://www.net-security.org/news.php?id=11580

THE TEN MOST CRITICAL WIRELESS AND MOBILE SECURITY
VULNERABILITIES

Inspired by the SANS Top 20, this list is a consensus of industry
experts on wireless and mobile vulnerabilities that require immediate
remediation. It is offered as a public service by the Mobile Antivirus
Researcher’s Association.
http://www.net-security.org/news.php?id=11581

IE BLIGHTED BY FLAW DUO
A brace of new Internet Explorer vulnerabilities have been disclosed
on a security mailing list.

http://www.net-security.org/news.php?id=11582

VIRGIN FRANCE FINED OVER PIRACY

French music retailer Virgin France has been fined 600,000 euros
($754,266; £414,147) for music piracy.
http://www.net-security.org/news.php?id=11583

APPLE FIXES VULNERABILITIES IN OS X UPDATE

The vulnerabilities allow attackers to launch a denial-of-service
attack, view the names of files and folders in search results, or
execute code with elevated privileges.
http://www.net-security.org/news.php?id=11584

U.S. GOV'T MANDATES LAPTOP SECURITY

The Bush Administration is giving federal civilian agencies just 45
days to comply with new recommendations for laptop encryption and
two-factor authentication.
http://www.net-security.org/news.php?id=11585

SECURITY FLAW FOUND IN NOKIA PC SUITE
ActiveX error could compromise users' PCs.
http://www.net-security.org/news.php?id=11586



SAY HELLO TO VOICE PHISHING

Hi-tech fraudsters have begun using recorded telephone messages in a
bid to trick users into handing over confidential account

information.

http://www.net-security.org/news.php?id=11587

MICROSOFT MAKES ANTI-PIRACY TOOL LESS INTRUSIVE
The company upgraded its Windows Genuine Advantage tool to
communicate less with Microsoft and changed its end-user license
agreement to make it more clear what the tool does.
http://www.net-security.org/news.php?id=11588

RESEARCHER PUBLISHES DETAILS OF AMAZON.COM, MSN HOLES
Frustrated with what he calls a lack of response from Microsoft and
Amazon.com, a security researcher has gone public with details of

flaws on the two companies' Web sites.
http://www.net-security.org/news.php?id=11589

DRAFT STANDARDS RELEASED FOR SMARTCARD ROLLOUT
Draft standards and an interoperability framework for all public
sector agencies has been released in preparation for the federal
government's billion dollar smartcard rollout.
http://www.net-security.org/news.php?id=11590

CHECKLIST -PATCHING WINDOWS SERVERS

Patching a server is fundamentally different from patching a
workstation, both in terms of the scope of the patches and the
process involved.
http://www.net-security.org/news.php?id=11591

DATA BROKERS AND BUYERS ANGER CONGRESS

Almost every piece of personal information that Americans try to keep
secret - including bank account statements, e-mail messages and
telephone records - is semi-public and available for sale.
http://www.net-security.org/news.php?id=11592

MICROSOFT PATCHES SECURITY PATCH
Original fix nobbled Windows.



http://www.net-security.org/news.php?id=11593

TWO MEN SENTENCED TO PRISON ON PIRACY CHARGES
Men receive 12- and 18-month prison terms for online software piracy.
http://www.net-security.org/news.php?id=11594

ONLINE SCAMS: TOP 5 BEST OF THE WORST

According to recent studies, there is a trend of more targeted,
monetarily driven malware attacks.
http://www.net-security.org/news.php?id=11595

IT CENTRALIZATION AT VA KEY TO SECURITY
'Cultural impediments' have slowed past efforts to change.
http://www.net-security.org/news.php?id=11596

SPAMMERS USING IMAGES TO FOOL FILTERS

Earlier this year, tools began circulating among spammers to
automatically vary images ever so slightly -- a change in color here,
a slightly larger border there. That changes the signature, helping it
escape detection.

http://www.net-security.org/news.php?id=11598

EMPLOYEES MORE HONEST WITH BIG BROTHER WATCHING

"I was really surprised by how big the effect was, as we were
expecting it to be quite subtle," said Melissa Bateson, a behavioral
science researcher based at Newcastle University who led the study.
"But the statistics show that the eyes had a strong effect on our tea
and coffee drinkers."
http://www.net-security.org/news.php?id=11597

FBI RECOVERS STOLEN VA LAPTOP

"The worst-case scenario may have been averted this time, but an even
greater tragedy would be if this type incident was allowed to happen
again because of complacency in the workplace," said Joe Davis, a
spokesperson for the Veterans of Foreign Wars.
http://www.net-security.org/news.php?id=11599



EMC TO ACQUIRE RSA SECURITY FOR ALMOST US$2.1 BILLION
In a deal that marries one of the IT industry's biggest data storage
vendors and one of its best-known security companies, EMC Thursday
unveiled plans to acquire RSA Security.
http://www.net-security.org/news.php?id=11600

SECURING WIRELESS, REMOTE AND MOBILE COMPUTING - QUICK FIXES
The rapid growth of wireless, remote and mobile computing is creating

a significant increase in the risks that organisations face. All the

indications are that this growth will continue, and indeed

accelerate. It is clearly time to review what actions are required to

manage access risks from these forms of computing. Fortunately, there

are some quick fixes that are available.
http://www.net-security.org/news.php?id=11601

INSTALLING A FIREWALL ON UBUNTU

Ubuntu's desktop install provides a bunch of useful software for
desktop users, but it doesn't install a firewall by default. Luckily,
it's really simple to get a firewall up and running on Ubuntu.
http://www.net-security.org/news.php?id=11602

[ Advisories ]

All advisories are located at:
http://www.net-security.org/archive_advi.php

SUSE Security Announcement - SUSE Security Summary Report
(SUSE-SR:2006:015)
http://www.net-security.org/advisory.php?id=6449

Fedora Legacy Update Advisory - Updated thunderbird package fixes
security issues (FLSA:189672)



http://www.net-security.org/advisory.php?id=6448

Trustix Secure Linux Security Advisory - gd, mutt (2006-06-30)
http://www.net-security.org/advisory.php?id=6447

Debian Security Advisory - openoffice.org ( DSA 1104-1)
http://www.net-security.org/advisory.php?id=6446

Apple Security Update - Mac OS X v10.4.7 package revision
(APPLE-SA-2006-06-29)
http://www.net-security.org/advisory.php?id=6445

Mandriva Linux Security Update Advisory - libwmf (MDKSA-2006:114)
http://www.net-security.org/advisory.php?id=6444

Apple Security Update - iTunes 6.0.5 (APPLE-SA-2006-06-29)
http://www.net-security.org/advisory.php?id=6443

Microsoft Security Updates Alert - mutt vulnerability
(MDKSA-2006:115)
http://www.net-security.org/advisory.php?id=6442

Novell Security Advisory - GroupWise Windows Client API vulnerability
(NOVELL-SA:2006:001)
http://www.net-security.org/advisory.php?id=6441

Cisco Security Advisory - Access Point Web-Browser Interface
Vulnerability (cisco-sa-20062806-ap)
http://www.net-security.org/advisory.php?id=6440

Cisco Security Advisory - Cisco Security Advisory: Multiple
Vulnerabilities in Wireless Control System (cisco-sa-20060628-wcs)
http://www.net-security.org/advisory.php?id=6439



Ubuntu Security Notice - mutt vulnerability (USN-307-1)
http://www.net-security.org/advisory.php?id=6438

Turbolinux Security Announcement - sendmail denial of service attack
http://www.net-security.org/advisory.php?id=6437

OpenPKG Security Advisory - curl (OpenPKG-SA-2006.012)
http://www.net-security.org/advisory.php?id=6436

OpenPKG Security Advisory - png (OpenPKG-SA-2006.011)
http://www.net-security.org/advisory.php?id=6435

Mandriva Linux Security Update Advisory - libwmf (MDKSA-2006:114)
http://www.net-security.org/advisory.php?id=6434

Slackware Security Advisory - kdebase kdm local file reading
vulnerability (SSA:2006-178-01)
http://www.net-security.org/advisory.php?id=6433

Slackware Security Advisory - arts (SSA:2006-178-03)
http://www.net-security.org/advisory.php?id=6432

Slackware Security Advisory - gnupg DoS (SSA:2006-178-02)
http://www.net-security.org/advisory.php?id=6431

Mandriva Linux Security Update Advisory - tetex (MDKSA-2006:113)
http://www.net-security.org/advisory.php?id=6430

Mandriva Linux Security Update Advisory - gd (MDKSA-2006:112)
http://www.net-security.org/advisory.php?id=6429

Microsoft Security Bulletin - Re-Release June 2006
http://www.net-security.org/advisory.php?id=6428



Apple Security Update - Mac OS X v10.4.7 (APPLE-SA-2006-06-27)
http://www.net-security.org/advisory.php?id=6427

Ubuntu Security Notice - mysql-dfsg-4.1 vulnerability (USN-306-1)
http://www.net-security.org/advisory.php?id=6426

SUSE Security Announcement - freetype2, freetype2-devel (
SUSE-SA:2006:037)
http://www.net-security.org/advisory.php?id=6425

Ubuntu Security Notice - openldap2, openldap2.2 vulnerability
(USN-305-1)
http://www.net-security.org/advisory.php?id=6424

Debian Security Advisory - kernel-source-2.6.8 (DSA 1103-1)
http://www.net-security.org/advisory.php?id=6423

Ubuntu Security Notice - gnupg vulnerability (USN-304-1)
http://www.net-security.org/advisory.php?id=6422

OpenPKG Security Advisory - gnupg (OpenPKG-SA-2006.010)
http://www.net-security.org/advisory.php?id=6421

Debian Security Advisory - pinball (DSA 1102-1)
http://www.net-security.org/advisory.php?id=6420

[ Articles ]

All articles are located at:
http://www.net-security.org/articles_main.php



Articles can be contributed to articles@net-security.org

SECURING WIRELESS, REMOTE AND MOBILE COMPUTING - QUICK FIXES
The rapid growth of wireless, remote and mobile computing is creating

a significant increase in the risks that organisations face. All the

indications are that this growth will continue, and indeed

accelerate. It is clearly time to review what actions are required to

manage access risks from these forms of computing. Fortunately, there

are some quick fixes that are available.
http://www.net-security.org/article.php?id=928

THE TEN MOST CRITICAL WIRELESS AND MOBILE SECURITY
VULNERABILITIES

Inspired by the SANS Top 20, this list is a consensus of industry
experts on wireless and mobile vulnerabilities that require immediate
remediation. It is offered as a public service by the Mobile Antivirus
Researcher’s Association.
http://www.net-security.org/article.php?id=927

STRIKING THE BALANCE BETWEEN STORAGE SECURITY AND
AVAILABILITY

Any good strategy for data storage protection includes a strategic
balance between information availability and information security. IT
managers today are tasked with maintaining this balance at a
reasonable cost. It’s easy to make information completely secure —by
locking it up in a safe, for example —but the trick is to also ensure
that it is available when needed. However, by providing information
access, there are always risks.
http://www.net-security.org/article.php?id=926

[ Software ]



Windows software is located at:
http://net-security.org/software_main.php?cat=1

Linux software is located at:
http://net-security.org/software_main.php?cat=2

Pocket PC software is located at:
http://net-security.org/software_main.php?cat=3

Mac OS X software is located at:
http://net-security.org/software_main.php?cat=5

GNUPG 1.4.4 (Linux)

GnuPG stands for GNU Privacy Guard and is GNU's tool for secure
communication and data storage.
http://www.net-security.org/software.php?id=295

MARADNS 1.2.10 (Linux)

MaraDNS is a DNS server that strives to be secure and fully
open-sourced.
http://www.net-security.org/software.php?id=84

MIMEDEFANG 2.57 (Linux)

MIMEDefang is a flexible MIME email scanner designed to protect
Windows clients from viruses.
http://www.net-security.org/software.php?id=214

NUFW 1.0.26 (Linux)

NuFW is an "authenticating gateway". This means it requires
authentication for any connections to be forwarded through the
gateway.

http://www.net-security.org/software.php?id=526

PRELUDE MANAGER 0.9.5 (Linux)
Prelude Manager is the main program of the Prelude Hybrid IDS suite.
http://www.net-security.org/software.php?id=264



PROSHIELD 3.7.47 (Linux)
ProShield is a security program for Debian Linux.
http://www.net-security.org/software.php?id=282

SAMHAIN 2.2.1 (Linux)

Sambhain is an open source file integrity and host-based intrusion
detection system.
http://www.net-security.org/software.php?id=125

STRONGSWAN 2.7.2 (Linux)

strongSwan is a complete IPsec and IKEv1 implementation for Linux 2.4
and 2.6 kernels

http://www.net-security.org/software.php?id=643

SUSSEN 0.24 (Linux)
Sussen is a client for the Nessus Security Scanner.
http://www.net-security.org/software.php?id=497

TINYCA 2.0.7.4 (Linux)

TinyCA is a simple graphical user interface to manage a small CA
(Certification Authority).
http://www.net-security.org/software.php?id=308

VISUALROUTE 2006 10.0j (Windows)

VisualRoute delivers the functionality of key Internet "ping,"
"whois," and "traceroute" tools, in a high-speed visually integrated
package.

http://www.net-security.org/software.php?id=2

YASSL 1.3.5 (Linux)

yaSSL is an SSL Library for programmers building security
functionality into their applications and devices.
http://www.net-security.org/software.php?id=521



[ Webcasts ]

All webcasts are located at:
http://net-security.org/webcasts.php

Secure Smart Client Deployment Using ClickOnce
Organized by Microsoft on 6 July 2006, 1:00 PM
http://www.net-security.org/webcast.php?id=427

Implementing Client Security on Windows 2000 and Windows XP
Organized by Microsoft on 7 July 2006, 9:00 AM
http://www.net-security.org/webcast.php?id=428

Information About Microsoft July Security Bulletins
Organized by Microsoft on 12 July 2006, 11:00 AM
http://www.net-security.org/webcast.php?id=429

Advanced Security Measures for Clients and Servers
Organized by Microsoft on 12 July 2006, 1:00 PM
http://www.net-security.org/webcast.php?id=430

Security Features in Windows Vista
Organized by Microsoft on 19 July 2006, 1:00 PM
http://www.net-security.org/webcast.php?id=431

Active Directory Identity and Access Management in Windows Server
Code-Named "Longhorn"

Organized by Microsoft on 20 July 2006, 1:00 PM
http://www.net-security.org/webcast.php?id=432

Protecting Sensitive Information with Windows Rights Management
Services



Organized by Microsoft on 21 July 2006, 11:00 AM
http://www.net-security.org/webcast.php?id=433

Enhancements to Windows Firewall in Windows Vista
Organized by Microsoft on 31 July 2006, 9:00 AM
http://www.net-security.org/webcast.php?id=434

[ Conferences |

All conferences are located at:
http://net-security.org/conferences.php

HOPE Number Six
Organized by 2600 - 21 July-23 July 2006
http://www.net-security.org/conference.php?id=170

Secure Malaysia 2006
Organized by Protempt - 24 July-26 July 2006
http://www.net-security.org/conference.php?id=174

The Third Conference on Email and Anti-Spam (CEAS 2006)
Organized by CEAS - 27 July-28 July 2006
http://www.net-security.org/conference.php?id=161

Security '06 - 15th USENIX Security Symposium
Organized by USENIX - 31 July-4 August 2006
http://www.net-security.org/conference.php?id=162

HotSec '06 - First Workshop on Hot Topics in Security
Organized by USENIX - 31 July-31 July 2006



http://www.net-security.org/conference.php?id=163

Biometric Solutions

Organized by Access Events International - 12 September-13 September
2006

http://www.net-security.org/conference.php?id=172

RuxCon 2006

Organized by Australian computer security community - 30 September-1
October 2006

http://www.net-security.org/conference.php?id=171

Mobile Security
Organized by Informa Telecoms & Media - 3 October-5 October 2006
http://www.net-security.org/conference.php?id=173

IBM SecureWorld 2006
Organized by IBM - 17 October-19 October 2006
http://www.net-security.org/conference.php?id=164

Infosecurity New York 2006
Organized by Reed Exhibitions - 23 October-25 October 2006
http://www.net-security.org/conference.php?id=165

RSA Conference Europe 2006
Organized by RSA Security - 23 October-25 October 2006
http://www.net-security.org/conference.php?id=167

RSA Conference 2007
Organized by RSA Security - 5 February-9 February 2007
http://www.net-security.org/conference.php?id=168



[ Security World ]

All press releases are located at:
http://www.net-security.org/press_main.php

Send your press releases to press@net-security.org

World Cup spam disrupts workers as tournament heats up
http://www.net-security.org/press.php?id=4045

GoTrusted.com Secure Sessions for wireless hotspot users
http://www.net-security.org/press.php?id=4044

Anti-keylogger 7.3 for Windows released
http://www.net-security.org/press.php?id=4043

Internet Cleanup 4.0 for Macintosh released
http://www.net-security.org/press.php?id=4042

Malicious file attached to brazilian world cup email
http://www.net-security.org/press.php?id=4041

Web-based spyware hits to pass the million a year mark
http://www.net-security.org/press.php?id=4040

Apple releases security update for Mac OS X
http://www.net-security.org/press.php?id=4039

Kaspersky Lab releases an analytical paper on proactive protection
http://www.net-security.org/press.php?id=4038

Comodo expands their Mutual Authentication initiative



http://www.net-security.org/press.php?id=4037

Survey reveals NHS failing to secure data on mobile devices
http://www.net-security.org/press.php?id=4036

Data security six-month summary
http://www.net-security.org/press.php?id=4035

Messagelabs announces next generation Web Security Services
http://www.net-security.org/press.php?id=4034

[ Virus News ]

All virus news are located at:
http://www.net-security.org/viruses.php

Weekly Report on Viruses and Intruders - Kelvir.EO worm, Kukudro.A
virus and Downloader.JIH trojan
http://www.net-security.org/virus_news.php?id=658

Sophos warns of mass-spammed trojan
http://www.net-security.org/virus_news.php?id=657

Backdoor trojan unleashes dual-media attack
http://www.net-security.org/virus_news.php?id=656

Trojan attacks antivirus software
http://www.net-security.org/virus_news.php?id=655



MOOP virus-writing gang busted
http://www.net-security.org/virus_news.php?id=654

Real Solutions - Proven and Promising Practices for Information Security

IT Security is a high-stakes balancing act performed in gale-force
winds. Threats from inside and outside the enterprise multiply while new
business initiatives open up new fronts to secure and gateways to
police.

Gartner's IT Security Summit 2006 gives you a clear, realistic view of
the current and emerging threat landscape along with the best security
processes and technologies to find your way through it.

Questions, contributions, comments or ideas go to:

Help Net Security staff
staff @net-security.org
http://net-security.org

Unsubscribe from this weekly digest on:
http://www.net-security.org/subscribe.php

The archive of the newsletter in TXT and PDF format is available
http://www.net-security.org/newsletter_archive.php



