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This is a newsletter delivered to you by Help Net Security. It
covers weekly roundups of security events that were in the
news the past week.
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Infosecurity Canada expands your knowledge. Learn best practices,
policies, and procedures from industry experts; evaluate available
security solutions from leading companies. Infosecurity Canada gives
you the information you need to maintain a more secure and compliant
information infrastructure and protect your business.

For more information and to register, visit www.infosecuritycanada.com
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[ Security news ]

MIRROR YOUR WEB SITE WITH RSYNC

This tutorial shows how you can mirror your web site from your main
web server to a backup server that can take over if the main server
fails.

http://www.net-security.org/news.php?id=11232

WHATEVER HAPPENED TO PGP?

PGP is often thought of as an encryption system, but your private key
is a digital signature that can prove who your message comes from, as
well as showing that it hasn@®been tampered with.
http://www.net-security.org/news.php?id=11233

YAHOO MESSENGER WORM TURNS ON IE N
One of the @ddest and most insidious pieces of malwareO
http://www.net-security.org/news.php?id=11234



THREE SENTENCED FOR 'WAREZ' ACTIVITIES

Three men were sentenced Friday on copyright-infringement charges for
being leading members of warez groups, the DOJ said.
http://www.net-security.org/news.php?id=11235

MEET THE HACKERS

Cybercrooks are stealing billions. An inside look at law
enforcement's biggest targets.
http://www.net-security.org/news.php?id=11236

E-MAIL ATTACKS TARGET UNPATCHED WORD HOLE
Antivirus companies issue warning about sophisticated phishing
attacks.

http://www.net-security.org/news.php?id=11237

COMMERCE SIGNS UP FOR SECURITY TRAINING

The Commerce Department has awarded a task order to the International
Information Systems Security Certification Consortium, or (ISC)2, to
provide an expanded information security education program for the
department® information security employees.
http://www.net-security.org/news.php?id=11238

HACKING SUSE LINUX 10.1

When you're done installing SUSE Linux 10.1 OSS, your desktop system
is not complete.

http://www.net-security.org/news.php?id=11239

HOST-BASED INTRUSION PREVENTION MAY BE LAST BEST DEFENSE
Network- and server-based intrusion prevention may still be

necessary, but companies are moving IPS down to the desktop level for
better protection.

http://www.net-security.org/news.php?id=11240

MOBILE DEVICES: GROWING SECURITY THREAT

"The rapid uptake of advanced wireless devices by the enterprise
workforce is making malware a more serious threat to telecoms and
I.T. resources," said Tim Kridel, research analyst at Light Reading
and author of the new report.
http://www.net-security.org/news.php?id=11241

MSN PHISHER SENTENCED TO 21 MONTHS

In an effort to combat phishing, Microsoft has filed 125 civil

lawsuits against phishers to date, and secured takedowns of more than
2,000 phishing web sites, the company says.
http://www.net-security.org/news.php?id=11242

WHY WE PUBLISHED THE AT&T DOCS
A file detailing aspects of AT&T's alleged participation in the



National Security Agency's warrantless domestic wiretap operation is
sitting in a San Francisco courthouse. But the public cannot see it
because, at AT&T's insistence, it remains under seal in court
records.

http://www.net-security.org/news.php?id=11243

VIRUS-PRONE APPLICATIONS BURROW INTO NETWORKS

A snapshot of large US companies has found that 'viral' applications
such as VolP, instant messaging, webmail and P2P applications are now
endemic on many networks.
http://www.net-security.org/news.php?id=11244

SKYPE SICK WITH BAD BUG, MUST BE PATCHED

VolIP provider Skype rolled out an update on Friday to quash a bug
that can let attackers send a file to a recipient without his or her
consent, and potentially obtain access to the computer and its data.
http://www.net-security.org/news.php?id=11245

INTEL MACS VULNERABLE TO 'CHIP LEVEL' THREATS
Security vendors over state danger of hackers attacking computer
processors.

http://www.net-security.org/news.php?id=11246

COMMERCIAL SOFTWARE OPENS CYBER-TERROR BACKDOOR
US firm warns of life-cycle attacks buried deep within millions of

lines of code.

http://www.net-security.org/news.php?id=11247

SKYPE PATCHES SECURITY FLAW

Users are advised to upgrade their client software to fix the
problem.

http://www.net-security.org/news.php?id=11248

SPAM FILTERING TECHNIQUES
Six approaches to eliminating unwanted e-mail.
http://www.net-security.org/news.php?id=11249

EUROPEAN CONSUMERS PLUG INTO BIOMETRICS
Privacy concerns sidelined as benefits emerge, says survey.
http://www.net-security.org/news.php?id=11250

MICROSOFT'S SECURITY AMBITIONS

Microsoft continues to reveal its security ambitions in very obvious
ways.

http://www.net-security.org/news.php?id=11251

SECURE FIREFOX AND IM WITH PUTTY



There are times when you want to connect to the Internet through
unknown and/or insecure networks such as the local Panera or other
WiFi hotspot. If you aren®careful, you might make it all too easy

for someone to sniff your connection using Ettercap.
http://www.net-security.org/news.php?id=11252

VOICE ENCRYPTION MAY DRAW U.S. SCRUTINY

Philip R. Zimmermann wants to protect online privacy. Who could
object to that?

http://www.net-security.org/news.php?id=11253

WANT TO PASS YOUR NEXT SECURITY AUDIT?

ISO 27001 positions companies to move quickly when they spot a
potential threat.

http://www.net-security.org/news.php?id=11254

BIOMETRIC WHITEWASH GATHERS PACE

Europe has passed the "tipping point" over which citizens fall head
over heels in love with the idea of a society regulated by biometric
identity scanners, according to a survey published today.
http://www.net-security.org/news.php?id=11255

VA DATA FILES ON MILLIONS OF VETERANS STOLEN

The Veterans Affairs Department today revealed that personal,
identifying data for as many as 26 million American veterans was
stolen from a VA employee's home in May.
http://www.net-security.org/news.php?id=11256

A MALWARE MATRIOSHKA

Out of all instant messaging clients out there, ICQ is probably the
easiest to spam, because the accounts are based on relatively small
integer numbers.

http://www.net-security.org/news.php?id=11257

SAN FRANCISCO TO PUSH GOOGLE ON PRIVACY

Among other requests, the city will seek an "opt-in" system for users
to share personal information.
http://www.net-security.org/news.php?id=11258

REPORTING VULNERABILITIES IS FOR THE BRAVE

| was involved in disclosing a vulnerability found by a student to a
production web site using custom software (i.e., we didn®have
access to the source code or configuration information).
http://www.net-security.org/news.php?id=11259

SURVEY: DATA SECURITY BECOMING POLITICAL ISSUE
Voters are beginning to see cybersecurity as an issue they will judge
political candidates on, the Cyber Security Industry Alliance said.



http://www.net-security.org/news.php?id=11260

WHAT IS A DMZ?

"DMZ" is short for demilitarized zone and is a military term meaning
"is an area, usually the frontier or boundary between two or more
military powers (or alliances), where military activity is not
permitted, usually by peace treaty, armistice or other bilateral or
multilateral agreement."
http://www.net-security.org/news.php?id=11261

SECURE USB FLASH DRIVE IN DEVELOPMENT

Recently, at the WinHEC Windows Engineering Conference in Seattle,
Lexar announced that they are developing a secure USB Flash Drive. It
will allow for protection against unwanted use of or access to the

flash drive, by only displaying the contents when it is put into an
authorized computer.

http://www.net-security.org/news.php?id=11262

SONY BMG ROOTKIT SETTLEMENT FINALIZED

A U.S. district court judge in New York signed off Monday on a
proposed agreement to a class-action lawsuit filed against Sony BMG,
which claimed that the company had surreptitiously installed, what
amounted to, spyware on customers' computers.
http://www.net-security.org/news.php?id=11263

CYBERCRIME PROSECUTORS NEED GUIDANCE

Australian High Tech Crime Center director Kevin Zuccato is glad to
admit there is a lot to learn in prosecuting cyber miscreants.
http://www.net-security.org/news.php?id=11264

NEW YAHOO MESSENGER WORM HIJACKS INTERNET EXPLORER
"People have to treat instant messaging as they have been taught to
treat e-mail -- with suspicion -- and not open suspicious

attachments," said Natalie Lambert, an analyst at Forrester Research.
"We have to start applying what we have learned with e-mail to these
other applications."

http://www.net-security.org/news.php?id=11265

HACKING WITH NAT FRIEDMAN
Want to see a really cool hack?
http://www.net-security.org/news.php?id=11266

SECURITY VS. PRIVACY: THE REMATCH

This month USA Today reported that the National Security Agency has
been compiling and searching a massive database of Americans'
telephone call records and data mining it for suspicious patterns.

NPR reported that this activity was part of the same eavesdropping
program The New York Times revealed in April.
http://www.net-security.org/news.php?id=11267



MSN PHISHER GETS 21 MONTHS BEHIND BARS
Do not pass go, but do pay $57,000 to Microsoft.
http://www.net-security.org/news.php?id=11268

THE IMPORTANCE OF SECURITY TRAINING

Security training is at the heart of writing good code, writes CIO
Update guest columnist John Heimann of Oracle.
http://www.net-security.org/news.php?id=11269

UNDERSTANDING TECHNICAL VS. LOGICAL VULNERABILITIES
Only about half of the vulnerabilities (technical vulnerabilities) in

web applications can be scanned for. The other half (logical
vulnerabilities) must be tested for by an experienced expert.

WhiteHat Security founder and CTO, Jeremiah Grossman, explains
differences between the two issues and the fundamentals reasons why
technology alone cannot solve the problem.
http://www.net-security.org/news.php?id=11270

MS ADVISES USERS TO PLAY SAFE WITH WORD

Attacks targeting an unpatched vulnerability in Microsoft Word 2002
and 2003 have prompted Microsoft to tell users they should run the
application in "safe mode".
http://www.net-security.org/news.php?id=11271

HSBC STEPS UP FIGHT AGAINST FRAUDSTERS
Speed is crucial in battle against rising crime and bad debt.
http://www.net-security.org/news.php?id=11272

565 ARRESTED IN GLOBAL FRAUD SCHEMES

In the Nigerian scam, criminals send junk e-mail to thousands of
unsuspecting people offering them a share in a large fortune in
exchange for a smaller amount of money up front. The con artist takes
the money and then disappears.
http://www.net-security.org/news.php?id=11273

BOTNET FLOODS UK FIRMS WITH 250 MILLION SPAMS
More than 150,000 spambots responsible for deluge.
http://www.net-security.org/news.php?id=11274

DOORSTOP X SECURITY SUITE FOR MAC OS X
Firewall add-on makes securing your Mac easy.
http://www.net-security.org/news.php?id=11275

SKYPE BUG LETS 'BUDDIES' SWIPE FILES
Skype has warned of a flaw in its popular VolP client software that
creates a means for hackers to swipe files from their "buddies".



http://www.net-security.org/news.php?id=11276

TWO TEENS CHARGED WITH MYSPACE.COM EXTORTION

Two New York teenagers were in police custody Wednesday facing
illegal computer access and attempted extortion charges after they
allegedly threatened to shake down the popular Web site MySpace.com
unless its operators paid them $150,000, prosecutors said.
http://www.net-security.org/news.php?id=11277

CA DOES FREE ANTIVIRUS FOR VISTA TESTERS

The free subscription gives Vista beta users access to daily virus
updates and Web-based technical support in a bid to entice new
customers.

http://www.net-security.org/news.php?id=11278

CARDERS SCAM SPAMMERS

Fraudsters who deal in stolen credit card data have devised a means
to extract money from sponsors of junk mail campaigns.
http://www.net-security.org/news.php?id=11279

AT&T PROTEST PHOTOS

About 25 protesters gathered Wednesday outside AT&T's Folsom Street
switching center in San Francisco to decry the company's alleged
participation in an illegal National Security Agency internet

surveillance program. A former company technician has asserted that
AT&T maintains a secret wiretapping room on the sixth floor of the
building.

Photos: Chris Becker

http://www.net-security.org/news.php?id=11280

MICROSOFT BRINGS DISK ENCRYPTION TO SERVERS
Software vendor to extend Bitlocker technology to Longhorn Server.
http://www.net-security.org/news.php?id=11281

MORE ADVENTURES IN KERNEL SECURITY
My kernel module of choice for this exercise was grsecurity.
http://www.net-security.org/news.php?id=11282

EXPERTS OFFER ADVICE TO PREVENT ID THEFT

"You need an ongoing vigilance," says Paul Stephens, a policy analyst
with the Privacy Rights Clearinghouse in San Diego. "We want people to
be proactive, to be vigilant, but we also don't want to have people
panicking."

http://www.net-security.org/news.php?id=11283

COMMUNITY CREATORS, SECURE YOUR CODE! PART Il
How does an attacker actually exploit the weaknesses found?
http://www.net-security.org/news.php?id=11284



ORACLE'S SECURITY CHIEF LAMBASTES FAULTY CODING
Davidson has strong words for 'naive' developers.
http://www.net-security.org/news.php?id=11285

TAKING STEPS TO PROTECT CUSTOMER DATA

With so much attention paid to malicious attacks by hackers, worms
and viruses, it's a common misconception that outside forces pose the
greatest danger to a company's data. The reality, however, is that
internal elements are far more dangerous when it comes to data
security than anything on the outside, including natural disasters.
http://www.net-security.org/news.php?id=11286

IS YOUR PHONE COMPANY SPYING ON YOU?

Is your telephone company engaging in spy activity? More
specifically, spy activity on you?
http://www.net-security.org/news.php?id=11287

PHISHING PUSHES E-CRIME FURTHER UPSTREAM
Casting an attack to millions of users can be done for as little as
$300, scientist at VeriSign says.
http://www.net-security.org/news.php?id=11288

HOST-BASED INTRUSION PREVENTION MAY BE LAST BEST DEFENSE
Network- and server-based intrusion prevention may still be

necessary, but companies are moving IPS down to the desktop level for
better protection.

http://www.net-security.org/news.php?id=11289

E-COMMERCE IN CRISIS: WHEN SSL ISN'T SAFE

"It's not a problem of authentication but one of transactional
authorization," says Bruce Schneier, leading security expert and CTO
of Counterpane Internet Security. "No matter how hard you make the
initial authentication for the end-user or hacker, the malware can

just wait until the authentication is done and then manipulate the
transaction."

http://www.net-security.org/news.php?id=11290

THE RFID HACKING UNDERGROUND

They can steal your smartcard, lift your passport, jack your car,
even clone the chip in your arm. And you won't feel a thing. 5 tales
from the RFID-hacking underground.
http://www.net-security.org/news.php?id=11291

WORLD CUP WORM

German-language e-mail claims to offer World Cup tickets, but instead
carries a Trojan horse.
http://www.net-security.org/news.php?id=11292



STATE OF TECHNOLOGY: BEATING BACK HACKERS
Collaboration, innovation help VARs keep their customers one step
ahead in ‘arms race'.
http://www.net-security.org/news.php?id=11293

HACKERS CAN CRACK TOP ANTIVIRUS PROGRAM

Symantec Corp.'s leading antivirus software, which protects some of
the world's largest corporations and U.S. government agencies,
suffers from a flaw that lets hackers seize control of computers to
steal sensitive data, delete files or implant malicious programs,
researchers said Thursday.
http://www.net-security.org/news.php?id=11294

MOTION PICTURE ASSOCIATION ACCUSED OF HACKING
Valence Media, which operates the file-sharing portal site

TorrentSpy, has accused the Motion Picture Association of America of
hiring a computer hacker to help garner information for use in the
industry group's patent infringement suit against the site.
http://www.net-security.org/news.php?id=11295
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policies, and procedures from industry experts; evaluate available
security solutions from leading companies. Infosecurity Canada gives
you the information you need to maintain a more secure and compliant
information infrastructure and protect your business.
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[ Vulnerabilities ]

All vulnerabilities are located here:
http://www.net-security.org/vulnerabilities.php

Basic Analysis and Security Engine (BASE) BASE_path Variable Remote
File Inclusion
http://www.net-security.org/vulnerability.php?id=25770

Publicist Failed SQL Query Path Disclosure
http://www.net-security.org/vulnerability.php?id=25762



Publicist info.php return Variable SQL Injection
http://www.net-security.org/vulnerability.php?id=25763

Publicist hitlist_editorial_public_info.php visa Variable SQL
Injection
http://www.net-security.org/vulnerability.php?id=25764

Publicist Comment Box XSS
http://www.net-security.org/vulnerability.php?id=25765

Diesel Joke Site category.php id Variable SQL Injection
http://www.net-security.org/vulnerability.php?id=25769

DSChat send.php ctext Variable XSS
http://www.net-security.org/vulnerability.php?id=25734

Docebo Multiple Script Global Variable Remote File Inclusion
http://www.net-security.org/vulnerability.php?id=25757

DGBook index.php Multiple Variable XSS
http://www.net-security.org/vulnerability.php?id=25732

DGBook index.php Multiple Variable SQL Injection
http://www.net-security.org/vulnerability.php?id=25733

Alkacon OpenCms search.html query Variable XSS
http://www.net-security.org/vulnerability.php?id=25710

Hiox Guestbook index.php Multiple Field XSS
http://www.net-security.org/vulnerability.php?id=25712

JemScripts DownloadControl dc.php dcid Variable XSS
http://www.net-security.org/vulnerability.php?id=25715

JemScripts DownloadControl dc.php dcid Variable SQL Injection
http://www.net-security.org/vulnerability.php?id=25716

UBB.threads addpost_newpoll.php thispath Variable Remote File
Inclusion
http://www.net-security.org/vulnerability.php?id=25714

Novell Client Login Field Clipboard Content Disclosure



http://www.net-security.org/vulnerability.php?id=25760

MediaWiki Parser Unspecified XSS
http://www.net-security.org/vulnerability.php?id=25713

Zix Forum settings.asp layid Variable SQL Injection
http://www.net-security.org/vulnerability.php?id=25707

Xtreme Topsites lostid.php searchthis Variable XSS
http://www.net-security.org/vulnerability.php?id=25702

Xtreme Topsites lostid.php searchthis SQL Injection
http://www.net-security.org/vulnerability.php?id=25703

Xtreme Topsites stats.php id Variable SQL Injection
http://www.net-security.org/vulnerability.php?id=25704

Xtreme Topsites join.php SQL Injection
http://www.net-security.org/vulnerability.php?id=25705

phpBazar classified_right.php language_dir Variable Remote File
Inclusion
http://www.net-security.org/vulnerability.php?id=25700

Horizontal Shooter BOR Mod File Handling Multiple Format String
http://www.net-security.org/vulnerability.php?id=25687

Dia File Name Handling Local Format String
http://www.net-security.org/vulnerability.php?id=25699

phpListPro config.php Language Cookie Parameter Local File Inclusion
http://www.net-security.org/vulnerability.php?id=25694

BitZipper Multiple Archive Traversal Arbitrary File Write
http://www.net-security.org/vulnerability.php?id=25693

Stylish Text Ads trl.php id Variable SQL Injection
http://www.net-security.org/vulnerability.php?id=25691

Stylish Text Ads advertise.php XSS
http://www.net-security.org/vulnerability.php?id=25692



phpMyDirectory cron.php ROOT_PATH Variable Remote File Inclusion
http://www.net-security.org/vulnerability.php?id=25698

Dayfox Blog slog_users.txt User Credential Disclosure
http://www.net-security.org/vulnerability.php?id=25689

Linux Kernel SCTP HB-ACK Chunk Processing Overflow DoS
http://www.net-security.org/vulnerability.php?id=25695

Linux Kernel SCTP Chunk Length Calculation Parameter Processing
Overflow DoS
http://www.net-security.org/vulnerability.php?id=25696

UseBB Date Format XSS
http://www.net-security.org/vulnerability.php?id=25684

UseBB Member List Search SQL Injection
http://www.net-security.org/vulnerability.php?id=25685

Xoops xoopsConfig Variable Overwrite Arbtirary Local File Inclusion
http://www.net-security.org/vulnerability.php?id=25683

singapore index.php image Variable XSS
http://www.net-security.org/vulnerability.php?id=25706

MyBulletinBoard (MyBB) showthread.php comma Variable SQL Injection
http://www.net-security.org/vulnerability.php?id=25674

[ Advisories ]

All advisories are located at:
http://www.net-security.org/archive_advi.php

Debian Security Advisory - tiff (DSA 1078-1)
http://www.net-security.org/advisory.php?id=6313

Debian Security Advisory - tiff (DSA 1078-1)
http://www.net-security.org/advisory.php?id=6312



Mandriva Linux Security Update Advisory - mpg123 (MDKSA-2006:092)
http://www.net-security.org/advisory.php?id=6311

Debian Security Advisory - lynx-ssl (DSA 1077-1)
http://www.net-security.org/advisory.php?id=6310

OpenPKG Security Advisory - binutils (OpenPKG-SA-2006.009)
http://www.net-security.org/advisory.php?id=6309

Mandriva Linux Security Update Advisory - netpbm-free (MDKA-2006:026)
http://www.net-security.org/advisory.php?id=6308

Debian Security Advisory - lynx regression fix (DSA 1076-1)
http://www.net-security.org/advisory.php?id=6307

Trustix Secure Linux Security Advisory - kernel, quagga (2006-0030)
http://www.net-security.org/advisory.php?id=6306

Debian Security Advisory - awstats (DSA 1075-1)
http://www.net-security.org/advisory.php?id=6305

Cisco Security Advisory - Windows VPN Client Local Privilege
Escalation Vulnerability (cisco-sa-20060524-vpnclient)
http://www.net-security.org/advisory.php?id=6304

Debian Security Advisory - mpg123 (DSA 1074-1)
http://www.net-security.org/advisory.php?id=6303

Mandriva Linux Security Update Advisory - php (MDKSA-2006:091)
http://www.net-security.org/advisory.php?id=6302

Mandriva Linux Security Update Advisory - shadow-utils
(MDKSA-2006:090)
http://www.net-security.org/advisory.php?id=6301

Mandriva Linux Security Update Advisory - kphone (MDKSA-2006:089)
http://www.net-security.org/advisory.php?id=6300

Mandriva Linux Security Update Advisory - MDKSA-2006:088
(MDKSA-2006:088)
http://www.net-security.org/advisory.php?id=6299



Mandriva Linux Security Update Advisory - kernel (MDKSA-2006:087)
http://www.net-security.org/advisory.php?id=6298

Ubuntu Security Notice - dia vulnerabilities (USN-286-1)
http://www.net-security.org/advisory.php?id=6297

Apple Security Update - Xcode Tools 2.3 (APPLE-SA-2006-05-23)
http://www.net-security.org/advisory.php?id=6296

Ubuntu Security Notice - awstats vulnerability (USN-285-1)
http://www.net-security.org/advisory.php?id=6295

Slackware Security Advisory - zoo archiver overflow (SSA:2006-142-02)
http://www.net-security.org/advisory.php?id=6294

Slackware Security Advisory - tetex PDF security (SSA:2006-142-01)
http://www.net-security.org/advisory.php?id=6293

Debian Security Advisory - mysql-dfsg-4.1 (DSA 1073-1)
http://www.net-security.org/advisory.php?id=6292

OpenPKG Security Advisory - openldap (OpenPKG-SA-2006.008)
http://www.net-security.org/advisory.php?id=6291

Debian Security Advisory - nagios (DSA 1072-1)
http://www.net-security.org/advisory.php?id=6290

SCO Security Advisory - Sendmail Arbitrary Code Execution
Vulnerability (SCOSA-2006.24)
http://www.net-security.org/advisory.php?id=6289

Debian Security Advisory - mysql (DSA 1071-1)
http://www.net-security.org/advisory.php?id=6288

[ Articles ]

All articles are located at:
http://www.net-security.org/articles_main.php



Articles can be contributed to articles@net-security.org

UNDERSTANDING TECHNICAL VS. LOGICAL VULNERABILITIES
Only about half of the vulnerabilities (technical vulnerabilities) in

web applications can be scanned for. The other half (logical
vulnerabilities) must be tested for by an experienced expert.

WhiteHat Security founder and CTO, Jeremiah Grossman, explains
differences between the two issues and the fundamentals reasons why
technology alone cannot solve the problem.
http://www.net-security.org/article.php?id=921

[ Software ]
Windows software is located at:
http://net-security.org/software_main.php?cat=1

Linux software is located at:
http://net-security.org/software_main.php?cat=2

Pocket PC software is located at:
http://net-security.org/software_main.php?cat=3

Mac OS X software is located at:
http://net-security.org/software_main.php?cat=5

MARADNS 1.2.07.4 (Linux)

MaraDNS is a DNS server that strives to be secure and fully
open-sourced.
http://www.net-security.org/software.php?id=84

[ Conferences ]

All conferences are located at:
http://net-security.org/conferences.php




Eurocrypt 2006
Organized by IACR - 28 May-1 June 2006
http://www.net-security.org/conference.php?id=153

OWASP AppSec Europe 2006
Organized by OWASP Foundation - 29 May-31 May 2006
http://www.net-security.org/conference.php?id=159

Recon 2006
Organized by Recon - 16 June-18 June 2006
http://www.net-security.org/conference.php?id=169

Infosecurity Canada 2006
Organized by Reed Exhibitions - 20 June-21 June 2006
http://www.net-security.org/conference.php?id=166

HOPE Number Six
Organized by 2600 - 21 July-23 July 2006
http://www.net-security.org/conference.php?id=170

Secure Malaysia 2006
Organized by Protempt - 24 July-26 July 2006
http://www.net-security.org/conference.php?id=174

The Third Conference on Email and Anti-Spam (CEAS 2006)
Organized by CEAS - 27 July-28 July 2006
http://www.net-security.org/conference.php?id=161

Security '06 - 15th USENIX Security Symposium
Organized by USENIX - 31 July-4 August 2006
http://www.net-security.org/conference.php?id=162

HotSec '06 - First Workshop on Hot Topics in Security
Organized by USENIX - 31 July-31 July 2006
http://www.net-security.org/conference.php?id=163

Biometric Solutions

Organized by Access Events International - 12 September-13 September
2006

http://www.net-security.org/conference.php?id=172

RuxCon 2006

Organized by Australian computer security community - 30 September-1
October 2006

http://www.net-security.org/conference.php?id=171



Mobile Security
Organized by Informa Telecoms & Media - 3 October-5 October 2006
http://www.net-security.org/conference.php?id=173

IBM SecureWorld 2006
Organized by IBM - 17 October-19 October 2006
http://www.net-security.org/conference.php?id=164

Infosecurity New York 2006
Organized by Reed Exhibitions - 23 October-25 October 2006
http://www.net-security.org/conference.php?id=165

RSA Conference Europe 2006
Organized by RSA Security - 23 October-25 October 2006
http://www.net-security.org/conference.php?id=167

[ Security World ]

All press releases are located at:
http://www.net-security.org/press_main.php

Send your press releases to press@net-security.org

MicroWorld to Launch Futuristic Network Firewall
http://www.net-security.org/press.php?id=4008

OpenService Launches Guaranteed Security Analysis Programme
http://www.net-security.org/press.php?id=4007

MSN Phisher Jailed For 21 Months
http://www.net-security.org/press.php?id=4006

Securely search the Net with Google and Scandoo.com
http://www.net-security.org/press.php?id=4005




[ Virus News ]

All virus news are located at:
http://www.net-security.org/viruses.php

Weekly Report on Viruses and Intruders - Gusi.A and Gusi.B Trojans
http://www.net-security.org/virus_news.php?id=640

1Table.A - trojan that uses a Microsoft Word vulnerability
http://www.net-security.org/virus_news.php?id=639

*khkkkkkkk |nfOSECUI’Ity Canada *kkkkhkkhkk

Infosecurity Canada expands your knowledge. Learn best practices,
policies, and procedures from industry experts; evaluate available
security solutions from leading companies. Infosecurity Canada gives
you the information you need to maintain a more secure and compliant
information infrastructure and protect your business.

For more information and to register, visit www.infosecuritycanada.com

Questions, contributions, comments or ideas go to:

Help Net Security staff
staff@net-security.org
http://net-security.org

Unsubscribe from this weekly digest on:
http://www.net-security.org/subscribe.php

The archive of the newsletter in TXT and PDF format is available
http://www.net-security.org/newsletter_archive.php



