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http://net-security.org

This is a newsletter delivered to you by Help Net Security. It
covers weekly roundups of security events that were in the
news the past week.

** Free Download -- Affordable Security Information Management **

New Activeworx Security Center v3 collects security event logs from all

of your security devices and vendors to provide a single integrated view. ASC
includes real-time correlation and analysis, immediate alerts, built-in reports
for compliance and administration along with forensics tools. ASC’s intuitive
design is both easy to install and easy to use offering you mission-critical
security tools at an affordable price. Download a Free Evaluation and be up
and running in under 30 minutes.

Download a Free Evaluation from http://www.net-security.org/v/aw-free

Table of contents:

Security news
Vulnerabilities
Advisories
Articles
Software
Conferences
Security World
Virus News

— ' N S S~ ~—

1
2
3
4
5
6
7
8

[ Security news ]

MALAYSIA WELCOMES THE WORLD IN FIGHT AGAINST CYBER-TERRORISM
IMPACT is its name, and making an impact in the battle against

cyber-terrorism is its mission. The Malaysian initiative seeks to

bring together governments and the international private sector to

deal with increasing threats in cyberspace.
http://www.net-security.org/news.php?id=11105

'SPAMFORD' WALLACE FINED $4M OVER SPYWARE BIZ

Sanford 'Spamford' Wallace has been fined $4m and ordered to restrict
the deceptive spyware practices of his company, Smartbot.Net, after
losing a lawsuit brought by the US Federal Trade Commission.
http://www .net-security.org/news.php?id=11106

NIST ISSUES DRAFT GUIDANCE FOR IT SECURITY METRICS
The National Institute of Standards and Technology has released the
initial public draft of its Special Publication 800-80 titled Guide

for Developing Performance Metrics for Information Security.



http://www .net-security.org/news.php?id=11107

STRACE - TROUBLESHOOTING TOOL FOR ALL LINUX USERS
Many times | have come across seemingly hopeless situations where a
program when compiled and installed in GNU/Linux just fails to run.
http://www .net-security.org/news.php?id=11108

DOGS TRAINED TO SNIFF OUT FAKE DVDS

Two black Labradors have become the world's first dogs to be trained
to search for counterfeit DVDs, a trade organisation have said.
http://www.net-security.org/news.php?id=11109

MICROSOFT PREPS CRITICAL WINDOWS, EXCHANGE PATCHES
Microsoft on Tuesday plans to release three patches for several of

its software products, including at least two critical updates for

known vulnerabilities, according to the company's monthly security
update.

http://www.net-security.org/news.php?id=11110

PIRACY ON THE OPEN SEAS

Advocates of non-proprietary software find the ultimate comeback for
Microsoft.

http://www.net-security.org/news.php?id=11111

DATA BREACH NOTIFICATION LAW UNLIKELY THIS YEAR
Lawmakers have introduced more than 10 bills dealing with data breach
notification.

http://www.net-security.org/news.php?id=11112

USE RFID FOR PEOPLE TRACKING

This article introduces one of the most popular scenarios for Radio
Frequency Identification (RFID) technology - people tracking.
http://www .net-security.org/news.php?id=11113

DIAMONDS TAKE A QUANTUM LEAP TO IT SECURITY
Diamond-based devices could be helping IT managers detect network
snooping and prevent information theft as anti-eavesdropping
technology from the University of Melbourne gets venture funding.
http://www.net-security.org/news.php?id=11114

SOFTWARE SECURITY ANALYSIS WITH BOGOSEC

BogoSec is a source code metric tool that wraps multiple source code
scanners, invokes them on its target code, and produces a final score
that approximates the security quality of the code.
http://www.net-security.org/news.php?id=11115

HACKER HITS TORONTO TRANSIT MESSAGE SYSTEM

With a $25 remote, hacker was able to reprogram scrolling LED signs
on local trains.

http://www.net-security.org/news.php?id=11116



SERVER MONITORING WITH MUNIN AND MONIT

This article escribes how to monitor your server with munin and
monit.

http://www.net-security.org/news.php?id=11117

DEFEAT SPAM WITH SPAMBAYES

Spam email is the plague of the 21st century; SpamBayes is its cure.
This client-side application analyzes all incoming email messages and
automatically sorts out those that are unwanted.

http://www .net-security.org/news.php?id=11118

GONE IN 20 MINUTES: USING LAPTOPS TO STEAL CARS
High-tech thieves are becoming increasingly savvy when it comes to
stealing automobiles equipped with keyless entry and ignition
systems.

http://www.net-security.org/news.php?id=11119

LITTLE SNITCH 1.2.2 - ACTS AS A GREAT INFORMANT

When it comes to your workstation, one of the things you certainly
want to be aware of is what's happening with your outgoing network
connections.

http://www .net-security.org/news.php?id=11120

HOW COMPANIES CAN MANAGE STRONG AUTHENTICATION INTELLIGENTLY
The most recent phishing attacks have shown how professional internet

fraudsters steal passwords and identities. To exclude the growing

security risk, experts recommend dual-factor authentication — also

known as “strong” authentication. The use of security systems for

strong authentication practically excludes the risk of passwords

being deliberately stolen or cracked.

http://www .net-security.org/news.php?id=11121

E-MAIL IS EXHIBIT A

As more legal cases revolve around E-mail evidence, companies are
turning to new tools to better monitor and manage E-mail usage.
http://www.net-security.org/news.php?id=11122

HOODWINKING THE CENSORS

Three computer geeks at the U of T are renowned developers of
anti-censorship software, including a program out this month that
could allow people to outwit the world's most repressive regimes.
http://www .net-security.org/news.php?id=11123

UK HACKERS CONDEMN MCKINNON TRIAL

The UK's hacking community has strongly criticised how fellow hacker
Gary McKinnon has been treated.
http://www.net-security.org/news.php?id=11124

SOURCEFIRE'S SNORT HAS S REAL NOSE FOR INTRUDERS
Open source intrusion detection and prevention technology is being
used to bolster security in several products; new features could make



it even more popular.
http://www .net-security.org/news.php?id=11125

A TRUE EBAY CRIME STORY

It was the scandal that rocked the internet. A seemingly worthless
painting sold on eBay in early 2000 for $135,805 -- all because
buyers believed it might be the work of the 20th-century abstract
painter Richard Diebenkorn.
http://www.net-security.org/news.php?id=11126

ETHICS, HACKING, AND RELIGION

What do ethics, hacking, and religion all have to do with each other?
Seth Fogie takes a look at how these three subjects are interwoven.
http://www.net-security.org/news.php?id=11127

SURVEY: SECURITY HOT, PAYCHECKS NOT
A new Dark Reading survey suggests that the people riding the
security wave aren't exactly raking in the dough.
http://www.net-security.org/news.php?id=11128

COMPLIANCE AND SECURITY

There's a tug-of-war between satisfying regulatory requirements and
handling IT security, says survey.

http://www .net-security.org/news.php?id=11129

BOT HERDER PLEADS GUILTY TO HOSPITAL HACK

A 20-year-old Californian pleaded guilty last week to causing damage
to computers in Seattle's Northwest Hospital when his bot software
compromised systems in the healthcare facility.
http://www.net-security.org/news.php?id=11130

TROJAN TARGETS WORLD OF WARCRAFT GAMERS

According to Symantec, a new trojan called "Infostealer.Wowcraft" is
making the rounds. Unlike many malicious programs, however, it makes
no attempt to steal your credit card information.
http://www.net-security.org/news.php?id=11131

CISCO'S UNIFIED WIRELESS NETWORK

Network Computing tested elements of Cisco's Unified Wireless Network
and were impressed with not only how well it has assimilated
Airespace's technology but also its integration across the entire
enterprise network.

http://www.net-security.org/news.php?id=11132

RANSOMWARE RISING

A relatively new form of malware may be starting to gain popularity
among virus writers and Internet scam artists.
http://www.net-security.org/news.php?id=11133

F-SECURE LATEST S60 SMARTPHONE PLATFORM
Security firm F-Secure has updated its mobile anti-virus software to



support the latest version of the S60 interface, 3rd Edition, which
runs on the newest version of the Symbian OS, 9.1.
http://www .net-security.org/news.php?id=11134

HACKERS EYEING INTERNET TELEPHONY

Australian businesses enjoying voice over internet protocol telephony
could have less than 12 months before their networks become a target
of malicious activity.

http://www.net-security.org/news.php?id=11135

SECURITY, THE MICROSOFT WAY

Microsoft has every intention of working with networking giant Cisco
on network access control protocols in its next version of Windows,
the head of Microsoft's security technology unit said at an event
here Monday.

http://www .net-security.org/news.php?id=11136

VISTA'S SECURITY WILL BE PAIN IN THE NECK

Windows Vista's new security features will so annoy users that
Microsoft won't meet its goal of 400 million copies in two years, a
research analyst said Monday.
http://www.net-security.org/news.php?id=11137

HACKER GETS LONGEST EVER SENTENCE

A 21 year-old hacker has been sent to jail for almost five years for
spreading malware that took control of hundreds of thousands of
zombie computers.

http://www .net-security.org/news.php?id=11138

WEBROOT UNCOVERS THOUSANDS OF STOLEN IDENTITIES
FBI investigates as banking Trojan runs wild, claiming victims in 125
countries.

http://www.net-security.org/news.php?id=11139

MALICIOUS CRYPTOGRAPHY, PART 1

Cryptology is everywhere these days. Most users make good use of it
even if they do not know they are using cryptographic primitives from
day to day.

http://www.net-security.org/news.php?id=11140

CISCO, T-SYSTEMS TAP RFID FOR LOGISTICS, RETAIL
Companies to jointly build RFID systems.
http://www.net-security.org/news.php?id=11141

SPOT A BUG, GO TO JAIL

A new federal prosecution again raises the issue of whether computer
security experts must fear prison time for investigating and

reporting vulnerabilities.

http://www .net-security.org/news.php?id=11142

PRIVACY COMPLIANCE AND IDENTITY SECURITY WINNERS



The Office of the Privacy Commissioner (OPC) has been allocated an
additional $6.5 billion over four years to assist Australian

businesses to comply with the Privacy Act.
http://www.net-security.org/news.php?id=11143

EX-NSA CHIEF ASSAILS BUSH TAPS

Former National Security Agency director Bobby Ray Inman lashed out
at the Bush administration Monday night over its continued use of
warrantless domestic wiretaps, making him one of the highest-ranking
former intelligence officials to criticize the program in public,

analysts say.

http://www.net-security.org/news.php?id=11144

USC HACKER CASE PIVOTAL TO FUTURE WEB SECURITY
Eric McCarty claims he hacked into the University of Southern
California's computer system to warn of its vulnerabilities. The case
could be a watershed event in the area of security research.
http://www .net-security.org/news.php?id=11145

THE ILLUSION OF INVULNERABILITY

On Saturday "Linuxtag 2006" closed in Wiesbaden (Germany). According
to the organisers, it's Europe's biggest Linux Expo.

http://www .net-security.org/news.php?id=11146

FTC SETTLES DATA SECURITY CASE

Settlement calls for real-estate firm NHC to improve its information
security practices and submit to audits.

http://www .net-security.org/news.php?id=11147

HARTFORD SETTLES FRAUD PROBE FOR $20M

New York Attorney General Eliot Spitzer and Connecticut Attorney
General Richard Blumenthal investigated claims into the marketing of
retirement plans after tips that the company was making "secret
payments" to insurance brokers to recommend Hartford group annuities
to pension plans, Spitzer said.
http://www.net-security.org/news.php?id=11148

PETROL-PUMP THIEVES GO HI-TECH

Tech-savvy thieves have worked out a means to obtain free petrol
after hacking into electronically-controlled petrol pumps, according
to US reports.

http://www.net-security.org/news.php?id=11149

HACKER'S WORK LINGERS YEARS AFTER HIS ARREST

Two years after the arrest of a noted hacker, his creation remains at
the top of the virus charts, a security company said Wednesday,
proving just how long an Internet affliction can last.
http://www.net-security.org/news.php?id=11150

UK HACKER LOSES EXTRADITION APPEAL
Prosecutors appear to have won their appeal to extradite UK computer
hacker Gary McKinnon to the United States, where he could face trial



for hacking into military computer systems.
http://www .net-security.org/news.php?id=11151

INDIA TO SET UP DATA SECURITY WATCHDOG
Organization will focus on data security and privacy practices in
India's call center and BPO industries.

http://www .net-security.org/news.php?id=11152

HACKER FACES WRATH AFTER POINTING OUT SECURITY FLAW
It's called Section 1030, and it's a federal law written to prevent
unauthorized access to data on computers.

http://www .net-security.org/news.php?id=11153

PARASITIC IRCBOT IN THE WILD

Statistics show that the contemporary malware landscape is, in the

main, somehow connected with Trojans: Backdoors, Trojan-Downloaders,
Trojan-Droppers, etc.

http://www.net-security.org/news.php?id=11154

TOTAL FAILURE OF INFORMATION SECURITY
A long-overdue wake up call for the information security community.
http://www .net-security.org/news.php?id=11155

HOW A PSYCHOTHERAPIST FELL FOR A NIGERIAN E-MAIL SCAM
Every swindle is driven by a desire for easy money; it's the one

thing the swindler and the swindled have in common. Advance-fee fraud
is an especially durable con.
http://www.net-security.org/news.php?id=11156

LAWS WON'T STOP CYBERCRIMINALS, SAY EXPERTS

Instead of waiting for Congress to act, businesses should demand more
secure IT products, one leading security expert said.
http://www.net-security.org/news.php?id=11157

VOIP AND SECURITY TOP ENTERPRISE IT PRIORITY LISTS
Convergence and security top the list of "hot" technologies that will
have the greatest impact in 2006, according to the results of a new
poll.

http://www .net-security.org/news.php?id=11158

FEDS WANT HACKER'S GENETIC CODE

Hacker Adrian Lamo is in trouble again, this time for failing to give
the federal government his DNA.

http://www .net-security.org/news.php?id=11159

VISTA BAD NEWS FOR ANTI-SPYWARE MARKET?
Security firms may need to up their game.
http://www .net-security.org/news.php?id=11160

NEW SECURITY GLITCH FOUND IN DIEBOLD SYSTEM



Officials say machines have 'dangerous' holes.
http://www .net-security.org/news.php?id=11161

NOKIA INJECTS SECURITY SERVICES INTO NEW APPLIANCE
The Nokia IP390 Firewall/VPN includes unified threat management
features.

http://www.net-security.org/news.php?id=11162

DOJ DROPS WIRETAP INVESTIGATION

The government has abruptly ended an inquiry into the warrantless
eavesdropping program because the National Security Agency refused to
grant Justice Department lawyers security clearance.
http://www.net-security.org/news.php?id=11163

PACE STEPPED UP ON IT SECURITY
Raising IT security as a board-level issue seems to have paid off.
http://www .net-security.org/news.php?id=11164

HACKERS SLAM MCKINNON EXTRADITION RULING

The prosecution of alleged Pentagon uber-hacker Gary McKinnon shows
that the US is failing to take even basic precautions to protect its

military systems, according to a reformed computer hacker accused of
similar crimes 10 years ago.
http://www.net-security.org/news.php?id=11165

ROOTKIT-SPREADING SPYWARE SHOP SHUTS DOWN
ContextPlus, which spread spyware and adware, including software that
hijacked searches and programs that leveled systems with pop-up ads,
has posted a message on its Web site saying it's out of the business.
http://www .net-security.org/news.php?id=11166

DEVALUING THE CISSP
Is the CISSP going the way of the Dodo?
http://www .net-security.org/news.php?id=11167

REPORT: U.S. SPIES ON EVERYONE

Congressional Democrats demanded answers from the Bush administration
Thursday about a report that the government secretly collected records

of ordinary Americans' phone calls to build a database of every call

made within the country.

http://www.net-security.org/news.php?id=11168

INDIAN IT FIRMS LOOK FOR DATA SECURITY CHIEF
Employee database ain't enough.
http://www .net-security.org/news.php?id=11169

CA EXTENDS TAPE ENCRYPTION TO MAINFRAMES

CA's BrightStor Tape Encryption tool encrypts data as it is written
to standard label z/OS tapes, without requiring changes to job
control language or apps, it said.

http://www .net-security.org/news.php?id=11170



WHY PHISHERS DON'T FEAR SSL TOOLBARS

Do anti-phishing toolbars in web browsers stop phishing attacks? No.
Can they reduce them, even for savvy users? Yes. Are they all equally
effective? No.

http://www.net-security.org/news.php?id=11171

CAMPFIRE STORIES OF SCADA INSECURITY

As government and industry start taking the cybersecurity of
industrial control systems more seriously, shocking and funny stories
are emerging.

http://www .net-security.org/news.php?id=11172

BALLMER TALKS UP BULLET PROOF VISTA SECURITY
But as virusses are eliminated, phishing is set to increase,
Microosft chief cautions.

http://www .net-security.org/news.php?id=11173

THE QUEST FOR RING 0

ederico Biancuzzi interviews French researcher Loic Duflot to

learn about the System Management Mode attack, how to mitigate it,
what hardware is vulnerable, and why we should be concerned with
recent X Server bugs.

http://www .net-security.org/news.php?id=11174

PRISON FOR PRIVACY CROOKS

Information commissioner Richard Thomas has called for prison
sentences of up to two years for the illegal buying and selling of
personal information.
http://www.net-security.org/news.php?id=11175

SECURITY ANALYZERS TARGET VULNERABILITIES
Analyzers uses audit trails and remediation scripts to find and fix
vulnerabilites before systems are deployed.
http://www.net-security.org/news.php?id=11176

BLASTING AWAY SECURITY MYTHS

Rethinking conventional wisdom can be a smart way to bolster
security.

http://www.net-security.org/news.php?id=11177

BALLMER TALKS LINUX, SECURITY, SAAS

Microsoft CEO Steve Ballmer on Wednesday pegged three key areas of
focus for Microsoft this year: competing with Linux in the high-end
server market, software as a service (SaaS) and Internet advertising.
http://www.net-security.org/news.php?id=11178

THE CONMAN, IT SEEMS, IS AN ENDANGERED SPECIES
Gone is the sharp-suited, debonair, sliver-tongued fraudster who'd
charm his way to a personal fortune.
http://www.net-security.org/news.php?id=11179



** Free Download -- Affordable Security Information Management **

New Activeworx Security Center v3 collects security event logs from all

of your security devices and vendors to provide a single integrated view. ASC
includes real-time correlation and analysis, immediate alerts, built-in reports
for compliance and administration along with forensics tools. ASC’s intuitive
design is both easy to install and easy to use offering you mission-critical
security tools at an affordable price. Download a Free Evaluation and be up
and running in under 30 minutes.

Download a Free Evaluation from http://www.net-security.org/v/aw-free

[ Vulnerabilities ]

All vulnerabilities are located here:
http://www .net-security.org/vulnerabilities.php

IBM WebSphere Application Server on Solaris Corrupt Token
Authentication Bypass
http://www .net-security.org/vulnerability.php?id=25375

3Com TippingPoint SMS Server Permission Weakness Remote Information
Disclosure
http://www .net-security.org/vulnerability.php?id=25360

Microsoft Windows Distributed Transaction Coordinator (DTC)
BuildContextW Request DoS
http://www .net-security.org/vulnerability.php?id=25336

Microsoft Exchange Collaboration Data Objects Crafted Email Code
Execution
http://www .net-security.org/vulnerability.php?id=25338

EPublisherPro moreinfo.asp title Variable XSS
http://www .net-security.org/vulnerability.php?id=25330

ElmagePro subList.asp CatID Variable SQL Injection
http://www.net-security.org/vulnerability.php?id=25331

ElmagePro imageList.asp SubjectID Variable SQL Injection
http://www .net-security.org/vulnerability.php?id=25332



ElmagePro view.asp Pic Variable SQL Injection
http://www .net-security.org/vulnerability.php?id=25333

EDirectoryPro search_result.asp keyword Variable SQL Injection
http://www .net-security.org/vulnerability.php?id=25334

IBM WebSphere Application Server URL Unspecified Script Execution
http://www .net-security.org/vulnerability.php?id=25369

IBM WebSphere Application Server Administrative Console Unspecified
Issue
http://www .net-security.org/vulnerability.php?id=25370

IBM WebSphere Application Server SOAP Port Unspecified Issue
http://www.net-security.org/vulnerability.php?id=25371

IBM WebSphere Application Server addNode.log Cleartext Credential
Disclosure
http://www .net-security.org/vulnerability.php?id=25372

IBM WebSphere Application Server HTTP Request Handlers Unspecified
Exposure
http://www .net-security.org/vulnerability.php?id=25373

phpRaid auth.php Multiple Variable Remote File Inclusion
http://www .net-security.org/vulnerability.php?id=25358

IA-Calendar calendar_new.asp type Variable SQL Injection
http://www.net-security.org/vulnerability.php?id=25351

IA-Calendar default.asp type Variable SQL Injection
http://www .net-security.org/vulnerability.php?id=25352

IA-Calendar calendar_detail.asp type Variable SQL Injection
http://www .net-security.org/vulnerability.php?id=25353

IA-Calendar calendar_new.asp TypeName1 Variable XSS
http://www .net-security.org/vulnerability.php?id=25354

Ocean12 Calendar Manager Pro admin/main.asp date Variable SQL
Injection
http://www .net-security.org/vulnerability.php?id=25344

Ocean12 Calendar Manager Pro admin/view.asp SearchFor Variable SQL
Injection



http://www .net-security.org/vulnerability.php?id=25345

Ocean12 Calendar Manager Pro admin/edit.asp ID Variable SQL Injection
http://www .net-security.org/vulnerability.php?id=25346

Ocean12 Calendar Manager Pro admin/main.asp date Variable XSS
http://www .net-security.org/vulnerability.php?id=25347

Flexcustomer index.php Multiple Variable SQL Injection
http://www .net-security.org/vulnerability.php?id=25342

Flexcustomer /admin/index.php Multiple Variable SQL Injection
http://www .net-security.org/vulnerability.php?id=25343

EasyEvent index.php curr_year Variable XSS
http://www.net-security.org/vulnerability.php?id=25341

ACal embed/day.php path Variable Remote File Inclusion
http://www .net-security.org/vulnerability.php?id=25340

EQdkp includes/dbal.php eqdkp_root_path Remote File Inclusion
http://www .net-security.org/vulnerability.php?id=25339

IBM WebSphere Application Server Welcome Page Security Bypass
http://www .net-security.org/vulnerability.php?id=25368

Claroline Idap.inc.php clarolineRepositorySys Variable Remote File
Inclusion
http://www .net-security.org/vulnerability.php?id=25315

Claroline casProcess.inc.php claro_CasLibPath Variable Remote File
Inclusion
http://www .net-security.org/vulnerability.php?id=25316

Claroline export_exe_tracking.class.php Multiple Variable Remote File
Inclusion
http://www .net-security.org/vulnerability.php?id=25317

Claroline atutor.inc.php clarolineRepositorySys Variable Remote File
Inclusion
http://www .net-security.org/vulnerability.php?id=25318

Claroline db-generic.inc.php clarolineRepositorySys Variable Remote
File Inclusion
http://www .net-security.org/vulnerability.php?id=25319



Claroline docebo.inc.php clarolineRepositorySys Variable Remote File
Inclusion
http://www .net-security.org/vulnerability.php?id=25320

Claroline dokeos.1.6.inc.php clarolineRepositorySys Variable Remote
File Inclusion
http://www.net-security.org/vulnerability.php?id=25321

Claroline dokeos.inc.php clarolineRepositorySys Variable Remote File
Inclusion
http://www .net-security.org/vulnerability.php?id=25322

Claroline ganesha.inc.php clarolineRepositorySys Variable Remote File
Inclusion
http://www .net-security.org/vulnerability.php?id=25323

Claroline mambo.inc.php includePath Variable Remote File Inclusion
http://www .net-security.org/vulnerability.php?id=25324

Claroline moodle.inc.php clarolineRepositorySys Variable Remote File
Inclusion
http://www .net-security.org/vulnerability.php?id=25325

Claroline phpnuke.inc.php clarolineRepositorySys Variable Remote File
Inclusion
http://www .net-security.org/vulnerability.php?id=25326

Claroline postnuke.inc.php includePath Variable Remote File Inclusion
http://www .net-security.org/vulnerability.php?id=25327

Claroline spip.inc.php clarolineRepositorySys Variable Remote File
Inclusion
http://www .net-security.org/vulnerability.php?id=25328

Claroline init_event_manager.inc.php Multiple Variable Remote File
Inclusion
http://www .net-security.org/vulnerability.php?id=25329

SaphpLesson search.php Find Variable SQL Injection
http://www .net-security.org/vulnerability.php?id=25362

SaphpLesson misc.php Multiple Variable SQL Injection
http://www .net-security.org/vulnerability.php?id=25363

SaphplLesson show.php hrow Variable Path Disclosure
http://www .net-security.org/vulnerability.php?id=25364



SaphpLesson showcat.php Lsnrow Variable Path Disclosure
http://www .net-security.org/vulnerability.php?id=25365

SaphpLesson index.php Multiple Variable Path Disclosure
http://www .net-security.org/vulnerability.php?id=25366

X7 Chat avatar Variable XSS
http://www .net-security.org/vulnerability.php?id=25303

Jetbox CMS config.php relative_script_path Variable Remote File
Inclusion
http://www .net-security.org/vulnerability.php?id=25313

Creative Community Portal ArticleView.php article_id Variable SQL
Injection
http://www .net-security.org/vulnerability.php?id=25307

Creative Community Portal DiscView.php forum_id Variable SQL
Injection
http://www .net-security.org/vulnerability.php?id=25308

Creative Community Portal Discussions.php forum_id Variable SQL
Injection
http://www .net-security.org/vulnerability.php?id=25309

Creative Community Portal EventView.php event_id Variable SQL
Injection
http://www .net-security.org/vulnerability.php?id=25310

Creative Community Portal PollResults.php Multiple Variable SQL
Injection
http://www.net-security.org/vulnerability.php?id=25311

Creative Community Portal DiscReply.php mid Variable SQL Injection
http://www .net-security.org/vulnerability.php?id=25312

PassMasterFlexPlus User-Agent HTTP Header Field XSS
http://www .net-security.org/vulnerability.php?id=25302

CuteNews search.php Multiple Variable XSS
http://www .net-security.org/vulnerability.php?id=25304

CuteNews functions.inc.php Direct Request Path Disclosure
http://www .net-security.org/vulnerability.php?id=25306

CuteNews show.inc.php Direct Request Path Disclosure
http://www .net-security.org/vulnerability.php?id=25305



[ Advisories ]

All advisories are located at:
http://www.net-security.org/archive_advi.php

US-CERT Technical Cyber Security Alert - Apple Mac Products Affected
by Multiple Vulnerabilities (TA06-132A)
http://www.net-security.org/advisory.php?id=6266

Fedora Legacy Update Advisory - Updated gnupg package fixes security
issues (FLSA:185355)
http://www.net-security.org/advisory.php?id=6265

Fedora Legacy Update Advisory - Updated fetchmail packages fix
security issues (FLSA:164512)
http://www.net-security.org/advisory.php?id=6264

Fedora Legacy Update Advisory - Updated xloadimage package fixes
security issues (FLSA:152923)
http://www.net-security.org/advisory.php?id=6263

Fedora Legacy Update Advisory - Updated ncpfs package fixes security
issues (FLSA:152904)
http://www.net-security.org/advisory.php?id=6262

Fedora Legacy Update Advisory - Updated emacs packages fix a security
issue (FLSA:152898)
http://www.net-security.org/advisory.php?id=6261

Fedora Legacy Update Advisory - Updated tetex packages fix security
issues (FLSA:152868)
http://www.net-security.org/advisory.php?id=6260

US-CERT Technical Cyber Security Alert - Apple QuickTime
Vulnerabilities (TA06-132B)
http://www.net-security.org/advisory.php?id=6259

SUSE Security Announcement - SUSE Security Summary Report
(SUSE-SR:2006:010)
http://www.net-security.org/advisory.php?id=6258



Trustix Secure Linux Security Advisory - kernel (2006-0026)
http://www.net-security.org/advisory.php?id=6257

Apple Security Update - Security Update 2006-003
(APPLE-SA-2006-05-11)
http://www.net-security.org/advisory.php?id=6256

Debian Security Advisory - mozilla-firefox (DSA 1055-1)
http://www.net-security.org/advisory.php?id=6255

Mandriva Linux Security Update Advisory - xine-ui (MDKSA-2006:085)
http://www.net-security.org/advisory.php?id=6254

Slackware Security Advisory - Apache httpd redux ((SSA:2006-130-01)
http://www.net-security.org/advisory.php?id=6253

Mandriva Linux Security Update Advisory - MySQL (MDKSA-2006:084)
http://www.net-security.org/advisory.php?id=6252

Cisco Security Advisory - AVS TCP Relay Vulnerability
(cisco-sa-20060510-avs)
http://www.net-security.org/advisory.php?id=6251

Mandriva Linux Security Update Advisory - gdm (MDKSA-2006:083)
http://www.net-security.org/advisory.php?id=6250

Microsoft Security Bulletin - Microsoft Security Bulletin Summary for
May 2006
http://www.net-security.org/advisory.php?id=6249

Slackware Security Advisory - mysql (SSA:2006-129-02)
http://www.net-security.org/advisory.php?id=6248

Slackware Security Advisory - Apache httpd (SSA:2006-129-01)
http://www.net-security.org/advisory.php?id=6247

US-CERT Technical Cyber Security Alert - Microsoft Windows and
Exchange Server Vulnerabilities (TA06-129A)
http://www.net-security.org/advisory.php?id=6246

SCO Security Advisory - UnixWare 7.1.4 : GhostScript Insecure
Temporary File Creation Vulnerability (SCOSA-2006.23)
http://www.net-security.org/advisory.php?id=6245

Debian Security Advisory - tiff (DSA 1054-1)
http://www.net-security.org/advisory.php?id=6244



Debian Security Advisory - mozilla (DSA 1053-1)
http://www.net-security.org/advisory.php?id=6243

Ubuntu Security Notice - mysql-dfsg-4.1, mysql-dfsg vulnerabilities
(USN-283-1)
http://www.net-security.org/advisory.php?id=6242

Debian Security Advisory - cgiirc (DSA 1052-1)
http://www.net-security.org/advisory.php?id=6241

Ubuntu Security Notice - nagios vulnerability (USN-282-1)
http://www.net-security.org/advisory.php?id=6240

[ Articles ]

All articles are located at:
http://www.net-security.org/articles_main.php

Articles can be contributed to articles@net-security.org

HOW COMPANIES CAN MANAGE STRONG AUTHENTICATION INTELLIGENTLY
The most recent phishing attacks have shown how professional internet

fraudsters steal passwords and identities. To exclude the growing

security risk, experts recommend dual-factor authentication — also

known as “strong” authentication. The use of security systems for

strong authentication practically excludes the risk of passwords

being deliberately stolen or cracked.

http://www.net-security.org/article.php?id=919

[ Software ]
Windows software is located at:
http://net-security.org/software_main.php?cat=1

Linux software is located at:
http://net-security.org/software_main.php?cat=2

Pocket PC software is located at:
http://net-security.org/software_main.php?cat=3

Mac OS X software is located at:



http://net-security.org/software_main.php?cat=5

DISTRIBUTED ACCESS CONTROL SYSTEM 1.4.12 (Linux)

DACS is an open source identity management and access control system
for web services.

http://www.net-security.org/software.php?id=346

GFI ENDPOINT SECURITY 3 (Windows)

http://www.net-security.org/software.php?id=651

JOHN THE RIPPER 1.7.1 (Linux)
John the Ripper is a fast password cracker.
http://www .net-security.org/software.php?id=11

JSCH 0.1.28 (Windows)
JSch is a pure Java implementation of SSH2.
http://www.net-security.org/software.php?id=417

NAGIOS 2.3 (Linux)

Nagios is a host and service monitor designed to inform you of
network problems before your clients, end-users or managers do.
http://www.net-security.org/software.php?id=279

SUSSEN 0.20 (Linux)
Sussen is a client for the Nessus Security Scanner.
http://www.net-security.org/software.php?id=497

WINSCP 3.8.1 (Windows)

WInSCP is an open source SSH file transfer protocol and secure copy
client for Windows using SSH.
http://www.net-security.org/software.php?id=6

YASSL 1.3.0 (Linux)

yaSSL is an SSL Library for programmers building security
functionality into their applications and devices.
http://www.net-security.org/software.php?id=521

[ Conferences ]

All conferences are located at:
http://net-security.org/conferences.php



iTrust 2006
Organized by IIT-CNR - 16 May-19 May 2006
http://www.net-security.org/conference.php?id=152

Eurocrypt 2006
Organized by IACR - 28 May-1 June 2006
http://www.net-security.org/conference.php?id=153

OWASP AppSec Europe 2006
Organized by OWASP Foundation - 29 May-31 May 2006
http://www .net-security.org/conference.php?id=159

Recon 2006
Organized by Recon - 16 June-18 June 2006
http://www .net-security.org/conference.php?id=169

Infosecurity Canada 2006
Organized by Reed Exhibitions - 20 June-21 June 2006
http://www.net-security.org/conference.php?id=166

HOPE Number Six
Organized by 2600 - 21 July-23 July 2006
http://www.net-security.org/conference.php?id=170

The Third Conference on Email and Anti-Spam (CEAS 2006)
Organized by CEAS - 27 July-28 July 2006
http://www .net-security.org/conference.php?id=161

Security '06 - 15th USENIX Security Symposium
Organized by USENIX - 31 July-4 August 2006
http://www.net-security.org/conference.php?id=162

HotSec '06 - First Workshop on Hot Topics in Security
Organized by USENIX - 31 July-31 July 2006
http://www .net-security.org/conference.php?id=163

Infosecurity New York 2006
Organized by Reed Exhibitions - 12 September-14 September 2006
http://www.net-security.org/conference.php?id=165

RuxCon 2006

Organized by Australian computer security community - 30 September-1
October 2006

http://www .net-security.org/conference.php?id=171

IBM SecureWorld 2006
Organized by IBM - 17 October-19 October 2006



http://www.net-security.org/conference.php?id=164

RSA Conference Europe 2006
Organized by RSA Security - 23 October-25 October 2006
http://www.net-security.org/conference.php?id=167

RSA Conference 2007
Organized by RSA Security - 5 February-9 February 2007
http://www.net-security.org/conference.php?id=168

[ Security World ]

All press releases are located at:
http://www.net-security.org/press_main.php

Send your press releases to press@net-security.org

Panda DesktopSecure for Linux beta launched
http://www.net-security.org/press.php?id=3999

Critical vulnerability affecting Sophos Anti-Virus
http://www.net-security.org/press.php?id=3998

ID Theft pop-ups target American Express web site
http://www.net-security.org/press.php?id=3997

ISS warns against potential Microsoft Exchange worm
http://www .net-security.org/press.php?id=3996

Test and Crash Beta Version of BitDefender 10 Internet Security
http://www.net-security.org/press.php?id=3995

[ Virus News ]

All virus news are located at:
http://www.net-security.org/viruses.php




Weekly Report on Viruses and Intruders - Nabload.CW Trojan and
MS06-18, MS06-19 and MS06-20 Microsoft Vulnerabilities
http://www.net-security.org/virus_news.php?id=633

Anti-virus makers are marketing through fear
http://www.net-security.org/virus_news.php?id=632

Free Anti-Virus solution from Comodo
http://www.net-security.org/virus_news.php?id=631

Fantasy Football Formula Virus Spreads Via Excel Spreadsheets
http://www .net-security.org/virus_news.php?id=630

Questions, contributions, comments or ideas go to:

Help Net Security staff
staff@net-security.org
http://net-security.org

Unsubscribe from this weekly digest on:
http://www.net-security.org/subscribe.php

The archive of the newsletter in TXT and PDF format is available
http://www.net-security.org/newsletter_archive.php

** Free Download -- Affordable Security Information Management **

New Activeworx Security Center v3 collects security event logs from all

of your security devices and vendors to provide a single integrated view. ASC
includes real-time correlation and analysis, immediate alerts, built-in reports
for compliance and administration along with forensics tools. ASC’s intuitive
design is both easy to install and easy to use offering you mission-critical
security tools at an affordable price. Download a Free Evaluation and be up
and running in under 30 minutes.

Download a Free Evaluation from http://www.net-security.org/v/aw-free




