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It’s been a busy few months since the last issue of the magazine. We've attended InfoSec World
in Orlando, the Black Hat Briefings in Amsterdam as well as the immense RSA Conference in San
Francisco. It was a pleasure meeting our contributors and readers and we hope to catch many
more of you at upcoming events. This issue contains news from the conferences along with a
variety of photos.

This time around we bring forward very interesting topics such as social engineering, digital
forensics, security in the software development lifecycle and wireless security problems. Topics
we haven'’t featured before include elections and cybercrime, security policy considerations for
virtual worlds and a deep look into the effectiveness of security certifications.

Keep reading and sending feedback, it’s always a pleasure to hear from you.

Mirko Zorz
Chief Editor

Visit the magazine website at www.insecuremag.com
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Payment Application Data Security Standard released
The PCI Security Standards Council, a global, open industry standards
. S _ body providing management of the Payment Card Industry Data Secu-
standards Councll  rity Standard (DSS), PCI PIN Entry Device (PED) Security Require-
ments and the Payment Application Data Security Standard (PA-DSS),
announced the release of version 1.1 of the Payment Application Data
Security Standard (PA-DSS). Following release of the PA-DSS, this fall the Council will also roll
out a program to include maintenance of a list of validated payment applications. This list will en-
able buyers to identify the payment applications that have been recognized by the PCI SSC and
meet the new standard. (www.pcisecuritystandards.org)
N /
\

Sony enhances lineup of security cameras

Sony is entering the megapixel marketplace with several new
additions to its lineup of IP-based security network cameras.
Sony's first megapixel cameras include the SNC-DM110
Megapixel Normal mini-dome, SNC-CM120 Megapixel CS
mount Day/Night, and the SNC-DM160 Megapixel Rugged
Day/Night mini-dome models.

The units are the first to feature Light Funnel technology,
which combines image data gathered from multiple horizon-
tally and vertically aligned pixels to provide extremely bright image output even when monitoring
moving objects. This function can be activated automatically in response to surrounding light con-
ditions or on a pre-specified time schedule. (www.sony.com) y
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Forensic watermarking of encrypted content

Cinea announced that its Running Marks technology
Pre-processor Inserter now enables traceable, stream-specific forensic wa-
Metadata weves  termarking of encrypted content. The new approach
o allows Running Marks to embed a unique serial

. enewabie » Mutble ) chained insertions number !qto indivigiual customer video streams, with-

*  Compute efficient inserter  * Complements DRM / CA out requiring providers or system operators to ex-

pose the high-value content in an unencrypted for-

mat. The new functionality enables distributors of on-demand content in the cable, telecommuni-
cations, satellite, and video-download markets to provide a secure distribution chain that mini-
mizes cost, time, and exposure to theft and piracy. (www.cinea.com)

N J

Content
In

PGP brings enterprise data protection to smartphone users

PGP released PGP Mobile, an encryption application that allows
enterprise users to easily protect data on smartphones. PGP Mo-
bile joins an award-winning family of applications that are part of
the PGP Encryption Platform, enabling organizations to protect
data while reducing the operational costs associated with manag-
ing encryption keys, users, policy, and reporting for multiple point 7 &
encryption products. (www.pgp.com)

TriCipher secures access to social networks

TriCipher announced the integration of popular social network
G ; ;
P sites MySpace, LinkedIn, Plaxo, YouTube, Classmates.com,

', Secure Sign-On Friendster and others with myOneLogin, the first Web-based
AR ress: service to combine strong authentication and single sign-on.
user@mycompany.com x myOnelLogin helps businesses implement controls that protect
SUBMIT employees' access to Web-based applications. It streamlines
Naad heko soniog 12 password policies and compliance reporting, mitigates the risk
Want i boolkmark hs page? of phishing and eliminates the need for expensive authentica-

™ tion hardware and software. (www.tricipher.com)
o J
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Malware prevention for Skype

FaceTime Communications announced enhancements to its Greynet Enter-
prise Manager including detection of malicious URLs entering the enterprise ~ ©©© Soee™-Jusen
network via Skype instant messaging conversations. Skype is encrypted us- B kol o
ing a proprietary method, making it impossible for traditional security prod- e ——
ucts to view the content of a Skype text conversation. Working in partnership = @ #eroce
with Skype over the last year, FaceTime is the only security vendor with the ~gsnakong
ability to examine the content of a Skype instant message as it enters the
network. Using its leading malware signature database maintained by Face- @

Time Security Labs, FaceTime's products verify that content is safe and free

of malicious URL links before entering the network. (www.facetime.com)

- J
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Red Hat Certificate System source code released

Much of the technology in Red Hat Certificate System was already open
L source, including the Apache web server, Red Hat Directory Server and

hﬂ freeIPA the FIPS140-2 level 2 validated NSS cryptographic libraries, but this

move further demonstrates Red Hat’s belief that the open source devel-

opment model creates more secure software. With the Certificate System
code now available under an open source license, it will be much easier to integrate these proven
technologies with other open source projects. One specific example of this is the Red Hat-
sponsored freelPA project. freelPA provides central management of (I)dentity, (P)olicy and (A)udit
for the Unix and Linux world through the use of open source and open standards.
(pki-svn.fedora.redhat.com)
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~

New Firewall Analyzer product suite

AlgoSec announced the availability of the AlgoSec Firewall
Analyzer (AFA) product suite. The new suite, which improves
the overall security and efficiency of enterprise firewalls, is built
on three distinct software modules, each focused on address-
ing a specific set of technical requirements within the enter-
prise: Firewall Operations Management, Policy Optimization
and Risk Management. AlgoSec'’s firewall analysis solutions
work across all available platforms from the big 3 enterprise
firewall vendors: Cisco, Check Point and Juniper/NetScreen.
(www.algosec.com)
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~

New Sophos Endpoint Security and Control 8.0

Sophos announced Sophos Endpoint Security and Control 8.0, in-
corporating Network Access Control technology to go beyond re-
active and proactive anti-virus — offering businesses complete pre-
ventive computer protection. Since last year’s acquisition of End-
force, Sophos has seamlessly integrated the core policy control
and assessment capabilities into its flagship endpoint solution
without requiring a separate agent deployment or additional soft-
ware license costs. (www.sophos.com)

Oracle releases Secure Backup 10.2

Oracle announced the general availability of Oracle Secure
Backup 10.2, Oracle's high-performance tape backup solution for
Oracle Databases and NAS storage devices. It provides policy-
based encryption at the domain, host, backup or tape level using
AES128, AES192 or AES256 encryption algorithms. Oracle Se-
cure Backup provides automated management of all encryption ) ) )
keys associated with tape backups, simplifying the job of the da-
tabase administrator. Encryption keys are centrally stored on the
Oracle Secure Backup Administrative Server, which seamlessly
manages decryption during restoration. (www.oracle.com)

o
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Security policy considerations for
By Jeff Surratt
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virtual worlds

Increasingly virtual worlds, sometimes called 3D Internet environments, offer
significant outreach and business development opportunities to companies,

governments, and the world at large.

These Virtual worlds — such as Second Life,
World of Warcraft, Entropia Universe, EVE
On-Line and others — allow people to interact
through digital personas or avatars. As these
worlds evolve and grow in popularity and ac-
ceptance, and become more integrated into
many aspects of business and society, they
offer new and uncharted terrain for security
practitioners to embrace, explore and apply
corporate governance and information secu-

rity policy.

As security practitioners, there are many
things to consider before advising our busi-
ness leaders on how to make the leap into
virtual realms. In many cases, the old rules
apply, but some things we simply have not
had to think about before. Walk into the un-
charted terrain, but go with trepidation.

Terms of Service - Many third-party compa-
nies now provide virtual services to individuals

and businesses. Most require a monthly fee
but some are free of charge. All of them re-
quire participants to agree to the company’s
terms of service. These terms of service are
an attempt to protect the virtual world service
provider’s control over all aspects of the serv-
ice, content and data generated in that virtual
world. Thus, ability to remain a member of a
virtual world or to have or use a space within
that world is behavior dependent and not al-
ways guaranteed.

Each virtual world provider has its own unique
characteristics and terms of service. In sign-
ing up to participate, businesses should fully
understand the terms and conditions to which
they are agreeing as members of that com-
munity. Users who sign up for service should
also recognize that, unless specifically di-
rected by their management, they are signing
those terms and conditions as an individual.

Www.insecuremag.com




Therefore, the individual and not the business
are responsible for all aspects of participation
in a virtual world. If an account is for business
purposes, ensure that it is not paid for with
personal funds and review the terms of serv-
ice with appropriate legal counsel.

Public Forum - It is also important to remem-
ber that virtual worlds are public, software-
based, open societies in which having a dia-
logue is similar to having a discussion or
meeting in a public place such as a hotel
lobby or an airport. Individuals acting for
themselves or as part of a directed business
venture should operate on the assumption
that all actions, communications and data can
be seen, heard and recorded by anyone, in-
cluding the service provider — which may not,

and often does not, have any obligation to
protect your communications or information.

In the conduct of personal or employer busi-
ness, many rules of the physical world apply
to the virtual world(s):

1. Do not run the client on an account with
Administrative privilege.

2. Do not disclose proprietary information or
talk about company business in a non-
company forum.

3. Do not use the same password to access
the virtual world as you do for internal com-
pany or personal business.

4. Never give out your password.

5. Follow the company dress code.

Be mindful that all actions will be public
and may be visible for a long time.

Now you may be asking yourself “Follow the
dress code?” Yes! If your avatar is conducting
company business then follow the company
dress code. In many virtual worlds, there are
many clothing types. Do you want users to
conduct business as (or with) a ring-tailed le-
mur in bunny slippers or would you rather
work with an avatar in business casual attire?
If your business does not enforce dress
codes, then insist people use good judgment.

Be mindful that all actions will be public and
may be visible for a long time. Many software
tools exist to screen capture. If you or your
users can see other avatar, they can see you.
Every user within sight of an avatar has the
ability to immortalize a single poor choice for
the entire Web to see.

Understand the software client and connec-
tion — Each virtual world uses a client to con-
nect to the server cluster. Every virtual world
mentioned above requires that numerous
ports and protocols are opened through the
corporate firewall. Contact each virtual world
service provider and research how each is
open port is used. Just like their web counter-
parts, virtual world clients are subject to at-
tacks.

The years 2006 and 2007 for example, saw
an increase in the number of malware and
Trojan programs written with the primary pur-
pose of stealing passwords from virtual world
users. These malicious programs utilized ex-
ploitable vulnerabilities (for example, the Web
browser) to install password-stealing software
or account "harvesting" programs.

The virtual world developed by Linden Lab,
Second Life, has a client with its own XML
HTTP Request that uses asynchronous call-
backs; it gives the platform the capability to
communicate with the Web on demand.

Every object is scriptable and can be aware
and active. In Second Life, a QuickTime file
can automatically play on the machine of a
user who enters another user’s virtual land or
accepts a scripted object. Once played, the
malicious QuickTime file can cause the user’s
machine to do anything that file tells it to do
(especially if the user is running Second Life
under an account with administrative access
(remember rule number 1!).

If you build it, accept that good and bad
will come — Aside from password stealing on
the client side, there is fraud that can be
committed within the virtual world itself.

Www.insecuremag.com




There is also the potential for exploitation of
scenarios that the developers (or users) never
envisioned when designing the world or user
created content.

For example: The attacks against Second Life
such as the "Grey Goo" infestation where rep-
licating objects brought about a shut down of
the Second Life Grid for all but Linden Lab
staff or the exploit in Blizzard Entertainment’s
World of Warcraft that allowed "item duping"
before the developers implemented a patch.

Ok, so what is the big deal with duplication?
In the case of the “Grey Goo” item replication
resulted in a denial of service (DoS) due to
database loads. Outside of that, in virtual
worlds, items hold a value. Just as it is in the

real economy value is determined by demand
or rarity. If | can flood the market with perfect
copies of your virtual product then | can drive
down demand by making it less rare or | can
sell my copies for much less and undersell
you. In Second Life, this could lead to legal
consequences as the users hold the intellec-
tual property rights to items they create. If a
user is in the virtual world on a directed busi-
ness initiative, the employer may hold the
rights depending on the employment contract
or agreement.

There is much to gain by embracing a grow-
ing population of virtual world users, but there
is nothing virtual about the business conse-
quences of a lapse in judgment.

Jeff Surratt (CISSP MSIA) has seventeen years of experience in IT and information security. Jeff holds a de-
gree in Internetworking Technology from Strayer University and a Masters degree in Information Assurance
from Norwich University.

Want to reach a large audience of
security professionals by writing for (IN)SECURE?

Send your idea to editor@insecuremag.com

www.insecuremag.com 10



Phishing, adware, and crimeware. These issues, along with a variety of oth-
ers, have long affected consumers and enterprises alike; but can these also
infringe upon the forum of political campaigns? Recent research indicates
that potential IT security risks can and do pose a threat to the nature of the
electoral process.

__________________________________________________________________________________________

Over time, the Internet has become an in-
creasingly popular and effective mode of
communication between political candidates
and constituents. As candidates continue to
leverage the Internet to connect with people -
whether it be to communicate their opinions,
rally supporters, or to sway critics--it is vital to
understand the potential IT security risks as-
sociated with the increased use of technology
in the election process. Some of these risks
include, among others, the diversion of online
campaign donations, dissemination of misin-
formation, fraud, phishing, and privacy inva-
sion. Some of these attacks have the potential
to hamper voters’ faith in our electoral system.

Research has revealed that many of the
Internet-based attacks which affect enter-
prises and consumers can materialize within
the election process as well. In hopes to in-
crease awareness of these and other plausi-
ble risks in the 2008 or future elections, Sy-
mantec has assessed Internet-based attack
agents that are most likely to immediately af-
fect the 2008 presidential election (or any fu-

Www.insecuremag.com

ture election), and how these vectors may af-
fect the election process up until voting day.

Symantec concludes that perpetrators would
likely fall into two possible categories: those
with political motives and those seeking to
profit from these attacks. However, identifying
an actual motive based on a given attack may
be difficult. Symantec discovered several po-
tential threats, including abuse of candidate’s
Web domains and malicious attacks.

Abuse of candidate’s Internet domain
names and typo squatting

It would be quite easy to use a domain name
of this type for phishing or crimeware installa-
tion, since voters may not know the URL as-
sociated with their political party or their cho-
sen candidate’s web site. Also, legitimate-
sounding domain names may not be as they
appear.

In order to determine the current level of do-
main name speculation and typo squatting



in the 2008 federal U.S. election, Symantec
performed an analysis of 17 well-known can-
didate domain names in order to seek out
domain speculators and typo squatters.

From this analysis, the company drew two
clear conclusions: firstly, a high number of
typo and cousin (correctly spelled with addi-
tional wording) domain names have been reg-
istered by parties other than the candidate's
own campaign. Several of the registered web
sites are registered in order to boost traffic to
advertising web sites. Many typo and cousin
domain names were registered; some of the
typo domain names were being used in bad
faith, while the cousin domain names were
being used in support of a candidate, as well
as to detract from a candidate.

Secondly, most candidates have not done a
good job at protecting themselves by proac-
tively registering typo domains to eliminate
possible abuse. Symantec was only able to
find one typo web site that had been regis-
tered by a candidate’s campaign
(www.mittromony.com).

Phishing

During the 2004 presidential election, phishing
was still in its infancy and therefore posed
minimal risk. Now, however, the situation is
altogether different. Today, candidates exten-
sively use the Internet to communicate with
supporters and raise campaign contributions
electronically.

A phisher may pose as a candidate and ask
the recipients for money, with the typical goal
being to steal the credentials of his victims.
Attackers may also attempt to disrupt a candi-
date’s fundraising efforts by introducing ille-
gitimate payments from stolen credit cards,
which causes confusion. This can be an issue
regardless of whether the candidate uses
email for contribution requests or not.

Symantec performed an analysis of campaign
web sites to find out the degree to which they
allow contributions to be made online. Be-
cause typical Internet users would not be
readily familiar with political candidate do-
mains, a risk exists that phishers would use a
similar web site in order to gather credentials
from victims.

Phishers can copy legitimate fundraising
emails easily to make people submit their
sensitive information or download crimeware.
This can be done with the direct goal of dis-
seminating malware, or also to deliver a nega-
tive blow to political candidates who tend to
rely largely on the Internet for interacting with
their supporters.

Another attack may involve the diversion of
donations intended for one candidate to the
web site of a different candidate. This is a
more worrisome attack, since the potential
impact is financial and psychological, weaken-
ing a contributor’s faith in electronic donations.

Campaigns can take immediate and clear
steps to invest in typo domains before they fall
into the wrong hands. As of now, however,
many have failed to do so.

Adware and spyware

Adware may be used in several different ways
to manipulate or influence users during the
election process. First, adware may simply
present the user with ads promoting a candi-
date, directing the user to the candidate’s web
site when clicked. adware may also be surrep-
titiously used to replace advertisements for
one candidate with that of a different candi-
date. This may help sway undecided or un-
committed voters.

Spyware has the capability of capturing and
recording user behavior patterns (including
Web browsing, online campaign contributions,
party affiliation, and email traffic) without us-
ers’ knowledge or consent. This dramatically
alters the landscape when it comes to
election-related data collection, and poses a
new risk to the accumulation of election-
related statistics used to track trends in elec-
tions.

Keyloggers and crimeware

Crimeware can collect person information
about people which malicious actors can lev-
erage to intimate voters or hold for ransom to
sway votes. A keylogger has the ability to
cause material damage to a candidate. Such
code may be also targeted towards campaign
staff or others who may be deemed material
to the particular candidate’s efforts.

Www.insecuremag.com



An infection like this can result in the monitor-
ing of all communications, including email
messages and web site access initiated on
the infected computer. This monitoring would
provide the would-be-attacker with unsur-
passed insight into the plans, progress, and
disposition of the campaign, including
speeches and otherwise sensitive information
vital to the candidate’s campaign.

Campaign web site security

The breaching of a candidate’s web site would
enable an attacker to have direct control over
all content observed by visitors, thereby po-
tentially allowing for the posting of misinforma-
tion or the deployment of malicious code to
unsecured visitors. Examples of misinforma-
tion include a candidate’s decision to drop out
of the race, legal trouble, health issues, or a
fake scandal. It may also include subtle infor-
mation that could be portrayed as legitimate,
such as a shift in position on a particular is-
sue, thus possibly leading to a loss of sup-
porters who may feel strongly about that par-
ticular subject.

Denial of Service attacks

Several high profile and wide scale attacks
have demonstrated the effect that a distrib-
uted denial of service (DDoS) attack can
have. The attack launched against the country
Estonia in May 2007 is one of the best known
largest attacks, and serves as an example of
one that was politically motivated.

In 2006, Joe Lieberman’s web site also faced
a DDoS attack. The attack forced the site
offline, paralyzing the joe2006.com domain,
thus preventing campaign officials from using
their official campaign email accounts.

Therefore, the implications of these attacks
are severe and clear: they prevent voters from
reaching campaign web sites, and also pre-

vent campaign officials from communicating
with these very voters.

Public voter information sources

The Federal Election Commission maintains a
record of all campaign contributions, which is
available to the public and contains contribu-
tor’s personal information. This information
can allow a person to build a history of politi-
cal contributions for any U.S. citizen contained
in the record. Thus, appearing in this data-
base may expose high-net worth contributors
to targeted phishing or malicious code attacks
if that person’s name can be connected to
their email address; this can make those indi-
viduals listed in the record increasingly sus-
ceptible to some of the attacks discussed ear-
lier.

Intercepting voice communications

The infection of a candidate, campaign staff,
or candidate’s family’s cell phone could have
grave consequences. Private and personal
conversations could be monitored. Moreover,
opinions and facts not shared with the public
have the potential to be heard and recorded,
making room for widespread negative expo-
sure or damage, thus affecting the campaign
itself as well the candidate’s private life and
personal affairs.

As campaigns increasingly rely on the Internet
to bolster their campaigns, it is very important
to realize the possible risks that come along
with it. Although this article discusses some of
these key risks, it is important to consider that
there are several other remaining ones, as
well as more complex combination threats.
Research has shown that some campaigns
are steadily beginning to understand the risks
of online advocacy, but have yet to take the
vital steps and precautions in order to protect
themselves.

Oliver Friedrichs is the Director of Emerging Technologies in Symantec Security Response, the organization
which is responsible for the delivery of antivirus definitions, intrusion detection updates, and early warning

technologies.

Prior to his role at Symantec, Oliver served as co-founder and director of engineering at SecurityFocus until
the company’s acquisition by Symantec in 2002, as well as the co-founder and vice president of engineering at

Secure Networks, Inc. He has over 15 years of experience in security technologies and has shared his exper-
tise with many of the world’s most powerful organizations, including the Department of Homeland Security, the

IRS, and NASA.
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Using packet analysis for network troubleshooting
By Chris Sanders

A million different things can go wrong with a computer network on any given
day — from a simple spyware infection to a complex router configuration error
—and it is impossible to solve every problem immediately. The best we can
hope to do is be fully prepared with the knowledge and the tools it takes to

respond to these types of issues.

All network problems stem from the packet
level, where even the prettiest-looking applica-
tions can reveal their horrible implementations

and seemingly trustworthy protocols can prove

malicious.

To better understand and solve network prob-
lems, we go to the packet level where nothing
is hidden from us, where nothing is obscured
by misleading menu structures, eye catching
graphics, or untrustworthy employees. Here
there are no secrets, and the more we can do
at the packet level, the more we can control
our network and solve problems. This is the
world of packet analysis. In this article | will
show you how you can effectively use packet
analysis to isolate and troubleshoot issues on
your network.

Www.insecuremag.com

How packet sniffers work

Simply put, a packet sniffer is a program used
to capture and analyze packets on a network.
Theses packets are the fundamental building
blocks of network communications.

The packet sniffing process involved three ba-
sic steps: collection, conversion, and analysis.
In the first step, the packet sniffer switches the
network interface card of the computer it is
running on into promiscuous mode. In this
mode an NIC can listen for all network traffic
on its particular network segment. The sniffer
uses this feature to capture the raw binary
data flowing across the network hardware.
Once this is completed, the conversion proc-
ess begins and the capture binary data is con-
verted into a readable form.

14



All that is left at this point is the analysis of
these capture packets. This is where a sniffer
takes the captured and converted data and
verifies what protocol it is. The various fea-
tures of these protocols are then evaluated by
the sniffer and displayed to the user in an eas-
ily readable format.

There are a variety of enterprise level and free
packet sniffers available. Some of the more
popular ones include Omnipeek, TCPDump,
and Wireshark. Which one you use is based
upon your personal preference. | prefer Wire-
shark due to its large community support and
easy to use interface, so that’'s what we will be
using for the rest of this article.

Capturing packets with Wireshark

The Wireshark program is distributed freely
and can be downloaded at

(U Wireshark: Capture Interfaces

Description
@l Broadcom NetXtreme Gigabit Ethernet Driver
@l Microsoft

@l MS Tunnel Interface Driver

| tep |

You should then be returned back to the main
screen with a whole bunch of new data. Con-
gratulations! You have just completed your
first successful packet capture! You may now
be asking yourself how you interpret this cap-
ture data, but we aren’t quite ready for that
yet. We need to go over sniffer placement first.

Tapping into the wire

Now that you know how to do a basic packet
capture in Wireshark it is important to learn
how to capture the right traffic. Assuming you
are on a switched Ethernet network (which
most everybody is these days), all of the traffic
you just captured was your own. That is, all
traffic was either coming to or going from the
computer from which you initiated the packet
capture. This is basically how a switched net-
work functions. The switch only sends data to

www.insecu remag.com
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www.wireshark.org. Installing this software is
simple enough that | am not going to go
through it here, although it is important to note
that this software relies on the WinPcap driver
which is included in the installation package.

Once you have installed Wireshark along with
the WinPcap driver you should be ready to
dive in head first. The first thing we are going
to do is a simple packet capture. To do this
you will first need to select your capture inter-
face by clicking the “List available capture in-
terfaces” button to the far left hand side of the
main toolbar. Once you have done this you will
be presented with a window listing all avail-
able capture interfaces. Clicking the “Capture”
button next to the interface you wish to use
will begin capturing packets from this connec-
tion. Wait for a few minutes until a significant
amount of packets have been collected and
then click the “Stop” button.

Packets Packets/s

‘§tart‘ ‘thions ’ ‘Qetails ’

| Start | | Options | | Details |

‘§tart‘ lgptions ’ lgetails ’

Close

those ports in which it is destined. This brings
up the question how do you capture traffic
from a computer that packet sniffing software
is not installed on?

There are a couple of different methods that
can be used in a situation like this. Three of
the most common techniques are port mirror-
ing, hubbing out, and ARP cache poisoning.

Port Mirroring is probably one of the easiest
ways to capture the traffic you are looking for.
Also called port spanning, this is a feature
available on most managed network switches.
This is configurable by accessing the com-
mand line or GUI management for the switch
the target and sniffer systems are plugged in
to and entering commands which mirror the
traffic of one port to another. For instance, to
capture the traffic of a device plugged in
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to port 3 on a switch, you could plug your snif-
fer into port 6 and enter a vendor specific mir-

Computer A

&

Computer B's
port mirrored to

roring command that mirrors port 3 to port 6.

Computer D

&

sniffer port
""'-__—f_—’ // Computer E Computer F
Sniffer @
ISy Computer B Computer C
Window

Hubbing out is a technique in which you local-

ize the target device and your analyzer system

on the same network segment by plugging
them directly in to a hub. In order to do this, all
you need is an old hub and a few network ca-
bles. Simply go to the switch that the target
computer resides on and unplug it from the
network. Plug the targets network cable, along
with the cable for your sniffer, into the hub,
and then plug the hub into the network switch.

Computer A

&

Computer B

Www.insecuremag.com

This will put your sniffer and the target ma-
chine on the same broadcast domain and al-
low you to see all of the packets going to and
from the target machine, as well as yours.
Since this does involve a brief moment of
connectivity loss, | do highly recommend let-
ting the user of the target system know that
you will be briefly disrupting their connectivity,
especially if it is someone in management!

Computer D

&

Visibility
Window
Sniffer,
A Computer E Computer F
&
’ Hub
S
$S Computer C
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The last and most advanced technique when
placing your network sniffing is ARP cache
poisoning. This requires the use of some third
party tools and a deeper understanding of the
ARP protocol, which is a little beyond this arti-
cle. You can see an explanation and tutorial of
this technique here:
www.chrissanders.org/?p=113.

Breaking down Wireshark

Now that you have read the crash course in
packet sniffer placement, we can jump back
into Wireshark and how to use it to analyze
packets. If you still have your first packet cap-
ture from earlier open, then great. If not, go
ahead and step through that process again so
that you have some data to look at.

There are three main sections of the Wire-

shark program. These are the packet list pane,

the packet details pane, and the packet bytes
pane. The packet list pane is the top most

window and displays a table containing all
packets in the current capture file. This section
is divided into various columns including the
packet number, the relative time that the
packet was captured, the source and destina-
tion of the packet, the packets protocol, and
some general information about the packet
based on its protocol. The packet details pane
is just below the packet list pane, and contains
a hierarchical display of all information capture
about a single packet. The items in this sec-
tion can be expanded or collapsed for ease of
viewing.

The last section is the packet bytes pane. This
pane, at the bottom of the window, displays
information about the selected individual
packet in its raw unprocessed form. It's basi-
cally the same data that is displayed in the
packet details pane, but without all of the
warm and fuzzy stuff to make it easier to inter-
pret. It is very important to understand how
these different panes relate to each other.

n dhcp.pcap - Wireshark (o o ]|

File Edit View Go Capture Analyze Statistics Help

B BRXEE Aed»T L QAP | @B W% 8

Eilter: | v  Expression.. Clear Apply
No. . Time Source Destination Protocol Info
1 0.000000 0.0.0.0 255.255.255. 255 DHCP DHCP Discover - Transaction ID Ox3dld

192.168.0.1 192.168.0.10
3 0.070031 255.255.255.255

m

Frame 2 (342 bytes on wire, 342 bytes captured)

1 FHBHE

Bootstrap Protocol

Message type: Boot Reply (2)

Hardware type: Ethernet

Hardware address length: 6

Hops: O

Transaction ID: 0x00003dild
0000 00 Ob 82 01 fc 42 00 08 74 ad f1 9b 08 00 45 00
0010 01 48 04 45 00 00 80 11 00 00 cO a8 00 01 cO a8

0020 00 Oa 00 43 00 44 01 34 22 33 02 01 06 00 00 00
0030 3d 1d 00 00 00 00 00 00 00 00 cO a8 00 Oa cO a8 =

0040 00 01 00 00 00 00 00 Ob 82 01 fc 42 00 00 00 00
0050 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 00 00
0060 00 00 00 00 00 00 00 OO 00 00 00 00 OO0 00 00 00
0070 00 00 00 00 00 00 00 OO 00 00 00 00 OO0 00 00 0O

File: "C:\Users\Chris Sanders\Desktop\ppa_capture_files\dhcp.pcap” 1400 Bytes 00:00:00

If you are anything like me, you may have an
aversion to shiny objects and pretty colors. If
that is the case, the first thing you probably
noticed when captured your first packets were
the different colors of the displayed packets in

Www.insecuremag.com

- Transaction ID Ox3dld
DHCP Request - Transaction ID Ox3dle

m

Ethernet II, Src: DellcComp_ad:f1:9b (00:08:74:ad:f1:9b), Dst: Grandstr_01:fc:42 (00:0b:82:01:fc:42)
Internet Protocol, Src: 192.168.0.1 (192.168.0.1), Dst: 192.168.0.10 (192.168.0.10)
User Datagram Protocol, Src Port: bootps (67), Dst Port: bootpc (68)

m

al
o
I
w
m

Packets: ... | Profile: Default

the packet list pane. Each packet is displayed
as a certain color for a reason. For example,
you may notice that all DNS traffic is blue and
all HTTP traffic is green. These colors reflect
the packets protocol.
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The color coding allows you to quickly differ-
entiate among various protocols so that you
don’t have to read the protocol field in the
packet list pane for each individual packet.
You will find that this greatly speeds up the
time it takes to browse through large capture
files.

Looking at some typical network traffic

Before you can identify problematic traffic you
must first understand what normal traffic looks
like. Let’s quickly take a look at some ARP
traffic to get a little more comfortable with
looking at traffic on the packet level.

An overview of ARP

The basic idea behind ARP is for a machine to
broadcast its IP address and MAC address to
all of the clients in its broadcast domain in or-
der to find out the IP address associated with
a particular MAC address it wishes to transmit
data to. Basically put, it looks like this:

Computer A — “Hey everybody, my IP address
is XX.XX.XX. XX, and my MAC address is
XXXXXXXX:XX:XX. | need to send some-
thing to whoever has the IP address

XX XX.XX. XX, but | don’t know what their
hardware address is. Will whoever has this IP
address please respond back with their MAC
address?

All of the other computers that receive the
broadcast will simply ignore it, however, the

one who does have the requested IP address
will send its MAC address to Computer A.
With this information in hand, the exchange of
data can being.

Computer B — “Hey Computer A. | am who you
are looking for with the IP address of

XX XX XX.XX. My MAC address is
XXEXXEXXEXXEXX: XX,

One of the best ways I've seen this concept
described is through the limousine driver
analogy. If you have ever flown, then chances
are when you get off of a plane, you have
seen a limo driver standing with a sign bearing
someone’s last name. Here, the driver knows
the name of the person he is picking up, but
doesn’t know what they look like. The driver
holds up the sign so that everyone can see it.
All of the people getting off of the plane see
the sign, and if it isn’t them, they simply ignore
it. The person whose name is on the card
however, sees it, approaches the driver, and
identifies himself.

ARP at the packet level

Understanding the basic concept of ARP, we
can take a look at some packets to see how it
actually functions. Here we will step through
the entire ARP process, start to finish. In this
scenario Computer A needs to communicate
with Computer B. You can take a look at this
capture for yourself by downloading the cap-
ture file from
www.chrissanders.org/resource/arp.pcap

@ Frame 1 (42 bytes on wire, 42

bytes captured)
LES Lapilurcd)

+ Ethernetuii, src: Qénﬁéfgf_éézéb:24 (00:16:cé:6e:8b:24), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

-] Address Resolution Protocol (request)
Hardware type: Ethernet (0x0001)
Protocol type: IP (0x0800)

Hardware size: 6
Protocol size: 4
Opcode: request (0x0001)

sender MAC address: HonHaiPr_6e:8b:24 (00:16:ce:6e:8b:24)
Sender IP address: 192.168.0.114 (192.168.0.114)
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)

Target IP address: 192.168.0.1 (192.168.0.1)

The packet details window of the first packet
in the capture file is very straightforward. The
computer at 192.168.0.114 needs to commu-
nicate with the computer at 192.168.0.1, but
doesn’t know its MAC address. Notice that the
target MAC address here is
00:00:00:00:00:00.

www.insecu remag.com

This being the case, it sends a packet with the
destination address ff:ff:ff:ff:ff:ff, in turn broad-
casting that packet to everything on the cur-
rent network segment. This is the basic ARP
Request packet, as stated in the Opcode field.
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1 Frame 2 (46 bytes on bytes ca

(46 bytes on wire, 46 bytes captured

+] Ethernet II, Src: D-Link_0b:22:ba
-] Address Resolution Protocol (reply)

Hardware type: Ethernet (0x0001)

Protocol type: IP (0x0800)

Hardware size: 6

Protocol size: 4

opcode: reply (0x0002)

(00;i§;4é;bb:22:ba), Dst: HonHaiPr_6e:8b:24 (00:16:ce:6e:8b:24)

sender MAC address: D-Link_Ob:22:ba (00:13:46:0b:22:ba)

sender IP address: 192.168.0.1 (192.168.0.1)

Target MAC address: HonHaiPr_6e:8b:24 (00:16:ce:6e:8b:24)

Target IP address: 192.168.0.114 (192.168.0.114)

The second packet is our reply from
192.168.0.1. This device received the ARP
Request in step one, and generated this reply
addressed to 192.168.0.114. Notice that this
reply contains the information that
192.168.0.114 needs to communicate prop-
erly. This is the sender MAC address in this
second packet. You can tell immediately that
this is an ARP reply by looking at the Opcode
field.

Once the device at 192.168.0.114 receives the
ARP Reply it can then take the MAC address
of 192.168.0.1 and put it in its ARP table for
future use. With this new information, ARP can
successfully translate between layer two and
layer three so that communication can move
on to the physical medium.

Troubleshooting a real network Issue

Now it’s time to get even deeper into the nuts
and bolts of network communication. We are
going to look at a real network troubleshooting
scenario and how to figure it out at the packet
level.

In this scenario, an organization has an FTP
server that it uses to maintain all of its pre-
release software. Lately, the technician in
charge of maintaining this server has received
several reports from the company’s program-
mers that when they are working late at night
the upload/download performance of the
server is severely degraded. This FTP server
is running a very simple FTP application so
the logging features of it don’t really give us
any usable information. This is the perfect
scenario for using a packet sniffer.

This capture file can be best obtained by using
the port mirroring technique to get on the wire
and capture the appropriate data. Some might
thing that you are best off installing Wireshark

www.insecu remag.com

directly to the machine in question, but if per-
formance is an issue then this is risky as se-
vere performance issues may cause packets
to be dropped and reduce the validity of our
capture. If you want to see this sample cap-
ture file, you can download it from
www.chrissanders.org/resource/ftp.pcap.

When you open this capture file, you will see a
whole lot happening in a very short amount of
time. Notice the time column in the packet list
window shows the first two hundred packets
coming across the wire in less than a second.
This number doesn’t really mean a whole lot
since we can’t use that too effectively to see
the rate of data flowing across the wire, but
there is another way to do this. Select Statis-
tics from the drop down menu at the top of the
screen and then choose Summary. This will
display a summary screen which will give an
overview of some statistics for this entire cap-
ture process.

If you look at the last piece of data displayed
on the screen, you will see that the average
MBit/sec rate is .233. This isn’t a LOT of data,
but it is significant enough to be a concern.

Looking back towards the packet list window,
there is a lot of data to digest; around 20,000
packets in all. When looking at this many
packets it’s often a good idea to start by see-
ing how we can narrow down the field of ex-
amination. One good way to do this is to look
at the conversations window. A conversation
on a network, just like a conversation between
two people, describes the communication that
takes place between two hosts (also known as
endpoints). You can access the conversations
dialog by selecting Statistics at the top of the
screen and choosing Conversations. Doing
this will display a list of all conversations in a
capture along with some general information
about each conversation.
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File
Name:
Length:
Format:
Packet size limit:

Time
First packet:
Last packet:
Elapsed:

Capture

Interface:

Dropped packets:

Capture filter:
Display
Display filter:

Traffic
Packets

C:\Users\Chris Sanders\Desktop\ftp.pcap
1612950 bytes

Wireshark/tcpdump/... - libpcap

65535 bytes

2002-06-18 01:12:11
2002-06-18 01:12:55
00:00:44

unknown
unknown

unknown

none

4 Captured ¢
19730

Displayed ¢  Marked ¢
19730 0

Between first and last packet 44.603 sec

Avg. packets/sec
Avg. packet size
Bytes

Avg. bytes/sec
Avg. MBit/sec

442349
65.750 bytes
1297246
29084.438
0233

In this capture however, only one conversation
is listed. This means that all 20,000 packets
shown are being transmitted between the FTP
server and the same host.

Unable to narrow down our search using the
conversations window, our next step is to lev-

erage a filter to accomplish this task. We know
that this is an FTP server, and looking at the
packet list pane we have a mix of TCP and
FTP traffic. A good strategy may be just isolat-
ing the FTP traffic so we can look at it. This
can be done by creating a display filter.

Ethernet: 1 | Fibre Channel | FoD)|{1Pvé: T | 1px ] 1x74 | ncp | Rsve | scTp ] TcP: 724 Token Ring | ubp ] use ] wian]

IPvd4 Conversations

Address A Address B
10.121.70.151 10.234.125.254 19730

Packets . Bytes
1297246 11266

Packets A->B  Bytes A->B  Packets A<-B  Bytes A<-B  Rel Start
762208 8464

Duration

535038 0.000000000 44.6028

<« |

Name resolution

www.insecuremag.com
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A display filter is a filter that tells Wireshark to
only display packets that mach certain criteria.
We can create one of these by typing the crite-
ria we want to filter by into the Filter dialog
docked directly above the packet list pane. If
you type “ftp” without the quote into this box
and hit enter, only the FTP traffic will be dis-
played in the packet list pane.

Frame 4 (76 bytes on wire, 76 bytes captured)

1 F F F

File Transfer Protocol (FTP)

=] 530 Login incorrect.\r\n
Response code: Not logged in (530)
Response arg: Login incorrect.

If you continue along this course of action,
looking at the details for each FTP packet, you
will start seeing a trend. This entire capture
consists of a remote using attempting and fail-
ing to log into this FTP server. Not only can
you see these login attempts, but since the
traffic is unencrypted, you can also see the
FTP passwords being attempted. Looking at
packets 11, 17, 21, and 47 you can see that
the remote client has tried to login with the
passwords merlin, mercury, mets, and mgr re-

The packet details pane can be looked at the
get an idea of what each FTP packet is doing.
To do this, select a packet in the packet list
pane and then expand the FTP section in the
packet details pane. If you do this for the first
FTP packet, you will see a response being
sent from the server (10.121.70.151) to the
client (10.234.125.254) stating that an at-
tempted login had failed.

Ethernet II, Src: Cisco_3c:3f:a8 (00:01:96:3c:3f:a8), Dst: AmbitMic_aa:af:80 (00:d0:59:aa:af:80)
Internet Protocol, Src: 10.121.70.151 (10.121.70.151), Dst: 10.234.125.254 (10.234.125.254)
Transmission Control Protocol, Src Port: ftp (21), Dst Port: gotodevice (2217), Seq: 1, Ack: 1, Len: 22

spectively. Not only that, but if you look at the
time column, these login attempts all happen
within two tenths of a second.

Just to verify this a bit further, we can use a
more advanced display filter to show all of the
login attempts to this FTP server. Using the
display filter “ftp.request.command == “PASS™”
you will be shown all of the passwords that the
remote client used to attempt to login to the
server with.

No. . Time Source

Destination

Protocol Info

Let’s see here, multiple rapid login attempts
using alphabetically sequentially passwords?

This is a sure sign that someone is attempting
to break into your FTP server by using a brute
force attack.

We have successfully used Wireshark to not
only track down what could be the cause of
degraded FTP server performance during non
peak hours, but we have also identified a po-
tential intruder.

www.insecu remag.com
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Conclusion

| often like to compare a network analyst work-
ing on a computer network to a doctor working
on a human body. Regardless of whether you
are seeing a cardiac, neurological, or orthope-
dic specialist, all of these doctors start with
basic measurements of your overall well be-
ing. Where as a doctor might complete a
blood culture, a network analyst will view a
protocol hierarchy; where a doctor would
complete a full medical history to get baseline
of the patients overall health, a network
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analyst will perform a few packet captures to
get a baseline of the networks overall health.
The idea here is that you have to know what
makes something tick before you can focus in
on a specific problem.

Visualizing a problem on a network isn't as
easy as capturing a couple of packets and

looking for the word "ERROR" in big bold print.

You have to know what things look like when
they are working properly to find the small
subtleties that make the difference between a
network in optimal health and one that creeps
along at an alarming pace. The ONLY way to
do this effectively is to be able to interpret the
packets that are flowing across the wire.

This article is designed to give you a taste of
what you can do with a packet sniffer and how
essential of a skill packet analysis is. There
are a few more resources | would recommend

if you want to learn more about packet sniffing
and analysis:

« tinyurl.com/4vabgu - Practical Packet Analy-
sis, published by No Starch Press last year is
my full length book on using packet sniffing as
an effective network troubleshooting tool. 'm a
bit partial, but I think it's THE book to have if
you are serious about learning packet analysis
techniques.

* www.wireshark.org - The official Wireshark
website contains downloads for Wireshark as
well as community support links.

» www.openpacket.org - The mission of
OpenPacket.org is to provide quality network
traffic traces to researchers, analysts, and
other members of the digital security commu-
nity. This is a great learning resource.

» www.wiresharku.com - Wireshark University
is an excellent self-paced DVD course on
packet analysis, founded by Laura Chappell,
Wireshark trainer extraordinaire.

Chris Sanders is a Senior Support Engineer for KeeFORCE, a technology consulting firm. Chris writes and
speaks on various topics including packet analysis, network security, Microsoft technologies, and general net-
work administration. His personal blog at www.chrissanders.org contains a great deal of articles and resources

on all of these topics.

Over 1 million downloads!
Get your FREE copy today:
www.mailscanner.info

PPRY ¥

=2)MailScanner

The world’s most widely-used e-mail security and anti-spam system
that protects over 1 billion e-mails every day.

Www.insecuremag.com
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| atest additions to our bookshelf

By Brian Tieman

[(E2EE] » Mac OS X Leopard Phrasebook gives you the complete command phrases you
need to take full advantage of the Leopard’s hidden and undocumented power
Mac 0S x  underneath the graphical user interface.

Leopard
It contains time-saving solutions for effectively working with files, folders, the
Finder, Spotlight, text files, servers, disks, CDs/DVDs, permissions, printing,
applications, Expose, networking, security, and much more.

By Gregg Schudel, David J. Smith

e Router Security Strategies: Securing IP Network Traffic Planes provides a
comprehensive approach to understand and implement IP traffic plane
separation and protection on IP routers.

This book details the distinct traffic planes of IP networks and the advanced
techniques necessary to operationally secure them. This includes the data,
control, management, and services planes that provide the infrastructure for
IP networking.
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By multiple authors

Designed to be browsed, Security Power Tools offers you multiple approaches
to network security via 23 cross-referenced chapters that review the best
security tools on the planet for both black hat techniques and white hat defense
tactics. It's a valuable reference for network administrators, engineers and
consultants with tips, tricks, and how-to advice for an assortment of freeware
and commercial tools, ranging from intermediate level command-line operations
to advanced programming of self-hiding exploits.

By Peter Hansteen

The Book of PF is a current, no-nonsense guidebook to harnessing the power
of PF. Its contents include coverage of network address translation, wireless
networking, spam fighting, traffic shaping, failover provisioning, and logging.

THE BOOK

Written for anyone who has felt lost in PF's manual pages or baffled by its
massive feature set, author Peter Hansteen helps readers confidently build the
high-performance, low maintenance network they need.

By Gary A. Donahue

Network Warrior provides a thorough and practical introduction to the entire
network infrastructure, from cabling to the routers. What you need to learn to
pass a Cisco certification exam such as CCNA and what you need to know to
survive in the real world are two very different things.

The strategies that this book offers weren't on the exam, but they 're exactly
what you need to do your job well.

In this book author David Rice reveals why the software industry is rewarded for
carelessness, and how we can revamp the industry's incentives to get the
reliability and security we desperately need and deserve.

You'll discover why the software industry still has shockingly little accountability—
and what we must do to fix that.
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By John Ross

Eemmm— . " ,
THE BOOK OF In the Book of Wireless, 2nd Edition, you'll learn how to set up your own home

WIRELESS \ireless network and how to use public wireless networks, safely and securely.

2ND EDITION
A PAINAESS avine v R ane

This plain-English guide demystifies configuring and using wireless networks-
everything from shopping for parts to securing your network.

You'll also learn about new and forthcoming broadband wireless standards and
how to choose the right service provider and equipment. With up-to-date
information on wireless routers, network interface cards, antennas, security and
software.

By Syd Logan

~  Cross-Platform Development in C++ is the definitive guide to developing
Cross-Platform portable C/C++ application code that will run natively on Windows, Macintosh,

l[]ff!f_pme“t . and Linux/Unix platforms without compromising functionality, usability, or
2 -«

% quality
v‘ A This book will be an indispensable resource for every software professional
i M i and technical manager who is building new cross-platform software, porting
wndows s @xisting C/C++ software, or planning software that may someday require cross-
platform support.

By W. Curtis Preston

; % Packed with practical, freely available backup and recovery solutions for Unix,
rd Linux, Windows, and Mac OS X systems - as well as various databases - this

new guide is a complete overhaul of Unix Backup & Recovery by the same

B: Kl\li?u“iq‘ﬂ_ author, now revised and expanded with over 75% new material.

& Recovery o

It starts with a complete overview of backup philosophy and design, including
the basic backup utilities of tar, dump, cpio, ntbackup, ditto, and rsync. It then
explains several open source backup products that automate backups using
those utilities, including AMANDA, Bacula, BackupPC, rdiff-backup, etc.

READ BOOK AND? SDFTWARE REVIEWS
WWW. net—securl‘t\j org/reviews.php
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Complete email security with up to five anti-virus engines for Exchange/SMTF/Lotus
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McAfee

GFl MailSecurity is better priced than most single anti-virus engine solutions on the market. With multiple anti-virus m
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* React fastest to the latest virus threats by receiving the quickest virus signature updates @ bitdefender

= Take advantage of all their strengths because no single anti-virus scanner is the BEST ‘ AVE Anti-Virus
= Virtually eliminate the chances of an infection.
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Invariably, the task of whether or not to pursue
one (or more) certifications becomes challeng-
ing. This becomes a very personal decision
that has no right or wrong answer. Addition-
ally, the topic itself can become very conten-
tious amongst industry professionals who
work in circles where some individuals have
certifications and some do not. The hope is
that this article will help some of you with the
anxiety inherent in making that very tough
judgment call.

When one uses a cliché, it is often because
she cannot creatively get a point across and
must defer to a popular phrase most people
are familiar with. Since the "proof is in the
pudding" is a cliché most people understand,
several integration firms in New York City
were used as a baseline for study (to prove a

point). Essentially, in all cases, integration
firms who attempted to "align" themselves
with hardware manufacturers by sending
technicians to training experienced the same
results. In speaking with with clients of these
companies it was found that the most com-
mon feedback was that expertise had dropped
over time (for whatever reason, especially
when the technology being used was voice).

One firm in particular got great references
from all clients several years ago. Since they
aligned themselves with a hardware manufac-
turer by placing incompetent technicians in
role that once had very competent people,
took some simple steps and become certified
and then, proceeded to perform such great
feats as cut off key infrastructure for one of
the biggest electronic trading firms in the
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world. They continue to lose untold business

to their former employees while their existing

team of certified people lower the bar on their
effectiveness. We will leave the names out to
protect the unfortunate.

The time frame for this private study by an in-
dependent New York City firm started in 2001
and ended in 2007. The primary question
leading to the unofficial study was whether or
not to send an already elite team of engineers
for training leading to certification. A direct cor-
relation was found between time spent pursu-
ing certification and "decrease" in effective-
ness on site, in "read-life" applications.

Why would this truth unfold? One issue with
engineers (or manufacturers) focused on
"marketing" themselves is that they are di-
rected to curriculum-style material that spoon-
feeds the information necessary to pass tests

or to take labs. In contract, by the time a par-
ticular technology (or product) has generated
enough interest to be included into a curricu-
lum, and then added to test material, some
time has gone by; in some cases, a significant
amount of time.

As we all know, technology is time-sensitive.
For example, knowing how to install outdated
versions of Novell, Microsoft XP or Cisco 3550
switches (today) is not something engineers
are scrambling to learn to do to give them an
edge over their competition. Yet, these things
are still required to pass some exams. Of
course, these products are still out there and
should be known by a field technician. In con-
trast however, larger firms that make a habit of
installing the latest and greatest products want
to know that the engineering resource respon-
sible has worked on the technology already.

The more successful firms and engineers are
proficient in these areas (in some cases) be-
fore the product is available, while their
certification-bound counterparts continue to
take practice exams! What’s more is that the
most successful engineers are the creative
ones. Notice | say "engineer" here and not
technician. The reason certifications may de-
crease effectiveness of an engineer and turn
her into a technician is that it (in many cases)
dictates how to approach a design, trouble-
shoot a problem, or recommend a product.

This is fine if the individual becoming familiar
with the material is of moderate intelligence.
Be that as it may, the most intelligent individu-
als going into the IT field are creative enough
and resourceful enough to provide solutions
outside the confines of any curriculum — es-
sentially written by another individual in the
field who is not in demand in the "street." It
should be stated here that before the letters
start pouring in, that the sources for this article
are holders of the highest levels of certifica-
tions in several areas.

There is another impetus for the proliferation
of certifications. Manufacturers invest tons of

money into promoting them. Why? Because if
you become a CCIE, you will most likely rec-
ommend Cisco products. Manufacturers know
this and do all they can to market these certifi-
cations as if they were college degrees.

Manufacturers force certifications to be more
prestigious than they really should be. For ex-
ample, an "engineer" is a person who has
typically gone to an engineering "school."
Every one of the industry certifications that
has the word engineer in it should replace the
"engineer" with technician.

In any case, that would seem less prestigious
to those who pursue it (and then recommend
those products). Luckily for Cisco, they used
the word Expert. A Cisco Certified Internet-
working Engineer is a very far cry from the
sacrifices made when attending a four-year
computer science or electrical engineering
school. Finally, now that CCIEs believe they
hold some pinnacle of technician classifica-
tion, Cisco is releasing the CCDE, which ac-
cording to sources, holds a higher level of
prestige, isn’t that throwing CCIEs under the
bus. Evidently, the loyalty does not go in both
directions.
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Additionally, many IT professionals are unfa-
miliar with the business phrase "opportunity
cost." As such, the up and coming starry-eyed
engineer may not realize that yes, if she stud-
ies hard, she will pass tests, but there are
other things that she could be doing besides
studying. For example, visiting clients and
promoting. It is a very tough call to quantify
what the return will be on ‘marketing’ oneself.
Economists spend a significant amount of
time trying to figure this out. Yet, there are no
advertisements in trade journals that read "Go
out and tell everyone about you." Instead,
they read, "Three weeks to a ____ certifica-
tion." Thus, one gravitates towards certifica-
tions in lieu of simply telling the world what
services can be rendered.

This ‘long-winded’ explanation is referred to
as opportunity cost. In different terms, what
one pays in order to pursue an opportunity.
The payment may not be money; most often it
is time, or the absence of pursuit of something
else. This is a very tough concept to grasp,
especially for an IT professional who does not
have MBA experience. Individuals choosing
between two potential mates go through this!

If I choose option A, what returns did | not re-
alize had | chosen option B? That is opportu-
nity cost. As it applies to IT, what else could
one do instead of pursue a certification based
on what one vendor believes | should know
about a product.

We will now address this conundrum with an
example: Alex wished to become a CCIE. It
was his dream. The pursuit of a dream that
requires self-sacrifice deserves praise and re-
spect. Brian, was Alex’ best friend. He wished
to build his career by simply hitting the streets
and seeing what potential clients had as ob-
jectives. In six weeks Brian had two clients
who wanted nothing more than for Brian to
orchestrate the installation of a local carrier’s
Internet circuit. In contrast, Alex was schedul-
ing his first written exam. Within the next four
weeks, the two clients Brian found paid Brian
a total of $2,000 for 20 hours of work to get
the circuits in place and ensure that end-users
were protected. Alex, had failed his first at-
tempt at becoming a CCIE. Total cost, $2,500
including study material. We’ll leave out the
remaining details of the story as you can see
where this is going.

Please be advised that we are not saying cer-
tification is a bad thing because you would not
want to be operated on by a doctor who was
not board-certified! Certifications do serve a
purpose: they convey to a potential client, who
may not know your field, that you do know
something about what you say you do and are
not simply blowing smoke. Certifications can
also get reseller better discounts on hardware
to pass along to clients. Nonetheless, with the
hardware market being affected by more serv-
ices like eBay, this argument loses some
strength. Another area that has been recently
been flooded with certification options has
been security. It is in this area that industry
certification is the least useful and we will now
examine why.

Security, by definition, is safety. As it applies
to information technology, safety refers to the
protection of data from modification and/or

theft. Information, including knowledge of
somebody’s background can be used as a
springboard into an attempt at finding out
more information. The pursuit of which could
lead to the discovery of a password and/or in-
formation that could facilitate a further breach
of security. Why do we say this? Simple - the
moment a person reveals she is a CISSP, one
immediately knows specified areas within
which to plant (seed) information to ‘steer’ a
person towards what we wish them to believe
is the truth.

A top-notch security expert never reveals her
certifications and/or expertise and program-
ming ability. The moment this rule is violated,
the certification becomes less valuable. As
such, the value of the CISSP or any other
security-related certification drifts downward
as we tell the whole world what it is all about.
Unfortunately, in the area of security, this
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makes the quest to be the best of the best a
thankless pursuit. Marketing and security
negatively affect each other in many ways.
The number one tenet in security is that "eve-
ryone is on a need to know basis". If you don't
need to know | am the best infiltration expert
in the world, then you should not know it. Pe-
riod. Thus, in security, the best of the best
maintain small circles and do not advertise.
Their clients know this and pay premiums
since they know they are being serviced by
professionals that are not going to the world
marketing themselves (and therefore the pro-
cedures used to secure their clients — to some
degree directly or indirectly).

There is one other aspect pertaining to indus-
try certifications that we should mention. Re-
cently, we had the opportunity to work indi-
rectly with a technician (we’ll simply call him
Joe) who claimed he was a Master CNE. By
conveying to his peers that he maintains an
area of expertise indicates that he must know
something about the topic. The fact of the
matter was that some of the technicians work-
ing alongside Joe actually knew quite a bit
more than Joe did but were not certified in
anything. They were simply very knowledge-
able.

To the non-technical managers who worked in
the environment, it appeared somewhat illogi-
cal that a certified technician (in some cases)
was following the lead of other individuals,
even when it pertained to the area Joe was
certified in. Thus, at this Japanese Bank, Joe
is not held in high regard by the senior staff
because he was expected to know more than
the others yet fell short. Hence, by waving the
certification flag in front of your peers and su-
periors, you immediately put yourself on de-
fense to know certain things.

A good quote offered by Mayor Giuliani of
New York City was "promise small and deliver
big." Had Joe simply did his job and came up
with the answer once in awhile, he may have
surprised those around him and looked good.
Instead, the need to tell the world he knew

something backfired on him. This centers on
an insecurity issue better suited for an article
on psychology. Still, we state it here simply to
convey to the reader that once you tell the
world you are certified, you are expected to
lead and this adds stress to your career. Cer-
tifications leading to both money (potentially)
and stress is something you need to consider
before investing such a significant amount of
time and money.

Certifications are an area that can help a
newcomer to the IT industry. If a computer
technician used to work at a local car wash, it
helps a great deal to present an A+ certifica-
tion when applying for a job. The morale of the
story seems to be that the value of a certifica-
tion is directly proportional to you and how
many years you have in the industry. Thus,
the more experience you accumulate, the less
valuable your existing certifications are as a
percentage of your overall worth. When
viewed this way, given the examples we pro-
vide able, the decision starts to make more
sense

If you have 10+ years as a switching and rout-
ing expert, a CCIE may not help you as much
as it will help an engineer who is moving from
C+ programming into networking with zero
years of networking experience. As Einstein
said, it’s all relative; thus, a colleague who
was performing security audits twenty years
prior to the individuals who came up with the
curriculum for the CISSP, mentioned "If | get a
chance to get away from all my security cli-
ents, | will check out the curriculum and let
them know what they missed."

Again, there are many arguments for and
against certifications and the procurement of
some certifications is admirable from the point
of voice of self-sacrifice. Ultimately, it may
have a large self-esteem component for some
people, quite honestly, no value can be placed
on that. At the end of the day, you will make
your own choices based on your own situa-
tion. As an old wise man once said - choose
wisely.

Anthony Fama, Executive Vice President and CIO of Executive Technology Group, currently speaks to audi-
ences and provides solutions for many high-profile local and global firms based in New York City. He has held
numerous industry certifications, including some form Novell, Cisco, and Sun. He holds a Bachelor of Science
Degree in Electrical Engineering and Physics and is an MBA as well. He also has a Masters Degree in Astro-
physics and has been a member of Mensa for over twenty years.
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cure fUtores
lessons learned  from200748
highest-profile securifySsevents

By Vijay Basani A

Between the proliferation of worms, Trojans and botnets, and the outbreaks of
cyber attacks, 2007 was a daunting year for even the most hardened IT secu-

rity professional.

Clearly the most worrisome event, however,
was the surge of targeted attacks and identity
theft, which was best exemplified by the high-
profile TUX Companies’ security breach. While
many details about the TJX breach have not
been released, what is known is that hackers
penetrated a wireless connection, gained ac-
cess to a server holding sensitive data, in-
stalled rogue applications and stole over 90
million customer records from a central data-
base. And, like many large-scale breaches,
the operation was carried out over a period of
several months.

Given that the financial gain possible with
such identity and personal data theft is sub-
stantial, we should expect attacks of this sort
to be one of the most troublesome areas for
enterprise IT departments moving forward.
So, what lessons can be learned from the at-
tacks that occurred over the last year? And
how can organizations more effectively miti-
gate these potentially catastrophic crimes
moving forward?

First, recent high-profile security breaches
suggest that companies assume their log-
based security information management (SIM)
solutions will help detect and identify all
breaches. Unfortunately, this is often not the
case and results in a false sense of security,
especially when facing TJX-like “low and slow”
targeted attacks that touch different parts of
the network over an extended period of time.

Close examination of these breaches sug-
gests companies should apply three basic
guidelines for preventing catastrophic
breaches, which can lead to lawsuits, financial
loss and damage to brand reputation.

Guideline one: collect and analyze more
than just log data

Analyzing log data is certainly a good place to
start, but the problem is that most log man-
agement solutions focus solely on event logs,
which do not contain all relevant security-
related data.
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For example, log files typically do not contain
information about new accounts created, new
users added, configurations changed, sensi-
tive data accessed, new applications installed
or new processes started. Nor does log data
give you the ability to detect unauthorized ac-
cess to application or system resources. After
analyzing the breaches of 2007, it is clear that
examining log data is not enough. Organiza-
tions also need to collect other key, more
comprehensive information and analyze it for
possible correlation with log data to more ef-
fectively predict threat patterns. Examples of
such key information are vulnerability, configu-
ration, asset, performance and network be-
havioral anomaly (NBA) data.

Guideline two: collect and correlate data
over months, not days

Another lesson learned from recent breaches
arises from the fact that targeted attacks often
occur over weeks or even months. Many of
the current SIM products that only analyze re-
cent data are stymied by slow-evolving
breaches. Short collection and analysis peri-
ods make it impossible to establish normal
behavior, and thus, proactively detect anoma-

A new approach to security, risk & audit
management

In the combination of these three guidelines
lies the essence of a new approach to secu-
rity, risk and audit management. Revolution-
ary? No. Evolutionary? Yes, and it is similar to
how network systems management frame-
works, such as HP OpenView, IBM Tivolli, and
CA Unicenter evolved to help large network
operations teams reduce management com-
plexity and improve operational efficiency.
Now, in the world of security, enterprises must
consider platforms that integrate security, risk
and audit management capabilities, and pro-
vide a single unified data management and
correlation engine for processing information
from multiple data silos.

While this all sounds very futuristic, this solu-
tion category has already emerged and is be-
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lous behavior. Data collection needs to span
several months, not days, so that data correla-
tion—across all data types and over ti-
me—can reveal targeted, slowly evolving
identity attacks. Thus, to be effective, data col-
lection and correlation must be “broad and
deep”: broad in type and deep duration.

Guideline three: automatically correlate
multi-source data

Now that it has been established that organi-
zations must collect and correlate all security
data—log, vulnerability, configuration, asset,
performance and NBA—over several months,
the third guideline pertains to data processing.
Analysts working in a Security Operations
Center (SOC) that uses multiple point solu-
tions have to manually analyze data from nu-
merous, separate IT silos—a time-consuming,
inefficient and ineffective method that results
in most important incidents going undetected.
IT departments need to take a different ap-
proach to data analysis, with systems that en-
able automatic correlation and analysis of all
relevant security data in real time across the
entire enterprise.

ing leveraged by Global 2000 enterprises. De-
signed to complement existing point technolo-
gies, these integrated platforms provide
broad, deep and automated data correlation
and the ability to immediately detect suspi-
cious activity, rapidly analyze root causes and
proactively remediate problems.

Once SOC and networks operation center
(NOC) teams identify a breach using an inte-
grated platform like this, they can use built-in
tools to collaborate with each other and

LN 11

quickly understand the “what”, “when”,
“‘where”, “why” and “how” of any breach. With
the consolidation of multiple data silos, users
are provided with the complete context of any
event in a single pane, thus avoiding the
“swivel chair” approach. This reduces the time
to detect, understand and mitigate a breach to
seconds or minutes instead of days and

months, which is often already too late.

32



In addition to security breaches, the demands
of evolving compliance regulations continue to
challenge organizations. These new inte-
grated platforms also address the rigid IT re-
quirements of regulatory mandates and best
practice policies. Organizations can identify all
necessary information around compliance vio-
lations, with continuous self-assessment that
eliminates the worry over audit reviews man-
dated by regulations such as PCI DSS, SOX,
FISMA, HIPAA, GLBA and more.

The point solution approach

It is worth taking a moment to discuss a posi-
tion that some would argue, and that is that

the collection of all relevant security data can
be accomplished with multiple point solutions.

While disparate log, vulnerability, configura-
tion, asset, performance and network behav-
ioral anomaly solutions can be used, the vol-

umes of data collected creates individual silos.

This multiple-silo approach introduces a num-
ber of business challenges including the fol-
lowing:

* Cost: increases both deployment expenses
because each point solution requires its own
expert.

Many IT security experts predict that the
record-setting security challenges of 2007 will
only get worse in 2008 and beyond. However,
there are few better teachers than past secu-
rity breaches. With the emergence of inte-
grated security, risk and audit management
platforms, organizations will be better
equipped to rapidly detect and respond to se-
curity incidents, while supporting regulations
and best practice implementations—laying the
foundation to help ensure they avoid becom-
ing part of future targeted attacks.

* Management: results in multiple data reposi-
tories that need to be continually correlated
and managed.

* Analysis: requires the manual connection of
dots to identify patterns and anomalies - this
can add weeks, months or years to the time it
takes to determine incident root cause.

The end result of such a cobbled together ap-
proach presents a tactical solution that in-
creases management complexity and cost
while failing to proactively and promptly iden-
tify security breaches.

Fortunately and as indicated by research from
various industry analysts, IT departments are
moving towards a more cost-effective, single
solution approach that integrates all relevant
security data to facilitate early breach detec-
tion and mitigation.

Vijay Basani is CEO & Co-Founder of elQnetworks. Prior to starting elQnetworks, he founded both ApplQ,
Inc., an application storage resource management provider acquired by Hewlett Packard in October 2005, and
WebManage Technologies, Inc., a policy driven content delivery solution provider acquired by Network Appli-
ance, Inc. in August 2000. His experience also includes numerous senior executive positions in the financial
industry at Spencer Trask Securities and Josephthal Lyon & Ross, Inc. Vijay, the co-owner of five patents for
the architecture and design of the WebManage Content Delivery system, Adaptive Policy Engine and SLA
Management, holds a Bachelor of Engineering in electronics and instrumentation as well as MBA and Post

MBA degrees from Baruch College in New York.
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Advanced social engineering and

human exploitation, part 2
By Mike Murray

In part 1 of this article (published in issue 15 of (IN)SECURE Magazine), we
talked about the "script kiddie" version of social engineering, and the first of
the three main skills of social engineering — the artful use of language. In this
installment, we are going to talk about the other two skills of really advanced
social engineers: a strong awareness of other people, and the ability to ma-
nipulate the cognitive frame of an interaction.

These two skills are, of course, the difficult
ones. Most people who want to be a social
engineer go out and learn to talk to others in
persuasive ways. Most of them learn a few
good stories (or “pretexts”) and get a good
routine down. Much like a pen-tester who
knows how to use Metasploit effectively, this
gives him/her the ability to hit a lot of pretty
easy targets, and do a decent job of owning
places on occasion. But when they come up
against someone who is prepared, things start
to get dicey. The really good social engineer
has figured out the second skill - they're able
to listen and watch and be aware of what is
working and what isn't. They can see the dif-
ference in facial expressions between com-
plete trust and the faintest hint of suspicion.
And they're able to adapt their language and
all of the facets of their own communication to
ensure that whatever they are communicating

keeps working. It's that awareness of others
that we're going to start off with this time.

Awareness — your internal compass

Your awareness of others is fundamentally
like having a compass. If your goal is to go to
a destination that lies due north, it is incredibly
helpful to know that you happen, at this mo-
ment, to be walking east. The compass will tell
you that a direction change is required. That
is exactly what your ability to read others will
enable you to do. It gives you the ability to
change, adapt and restructure communica-
tions on the fly relies entirely upon the ability
to see the effects that your communications
are having. The awareness of others within
the communication is the true skill that con-
veys the ability to know whether your lan-
guage is having the intended effect.
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This compass is the basis of all good commu-
nicators, and can be best seen in the actions
of the average six-year old.

"Can | have ice cream?"

"No", the parent says.

"Please?"

"No", the parent says with a little bit of irrita-
tion.

"l want it!!", the child yells with a bit of foot
stomping.

We've all seen this interaction and know
where it ends up most of the time - eventually,
the child either gets the ice cream, or gives
up. While perseverance plays an important
part in the conversation, the child's ability to
accurately understand what their parent is go-
ing to do is of the utmost importance to
whether they end up with chocolate dripping

down their chin or end up banished to their
room.

In NLP, this skill is referred to as calibration
which is the ability to notice the emotional,
physical and mental state of another and to
accurately apply that state to oneself. If the
parent in the above example happens to be in
a loving mood, the choice of temper tantrum
may not be the most effective. Whereas, if the
parent is already stressed, it may be. The
point is not what the calibration is - the skill is
to notice facial expressions and body lan-
guage at an extremely precise level, and ac-
curately represent them within oneself in order
to structure communication more effectively.

If this sounds hard, it's because it should be.
But, luckily for us, our brains are designed to
overcome the challenge.

IF THIS SOUNDS HARD, IT'S BECAUSE IT SHOULD BE.

Mirror neurons - our brain's inner reflector

In the mid-90s, a bunch of Italian scientists
were studying a particular type of monkey and
attempting to map the monkey's brain. They
would have the monkey pick up a banana and
take note of which parts of its brain were ac-
tive as it did so - they did this over and over
again so that they could figure out the brain
regions that were involved in that particular
task.

They decided to take a break from the ex-
periment, but left one of the monkeys wired up
to the machine. One of the experimenters de-
cided to have a banana himself, and reached
over to pick up one. At that exact moment, the
monkey's brain lit up in all of the same regions
that it had when the monkey picked up a ba-
nana itself.

They could have dismissed that as a fluke,
but, luckily for us, they didn't. That study lead
to a whole pile of other studies that found that
our brain (i.e. that of all primates) is actually
wired to respond in reaction to other people. If
I'm looking at you, every thing that you do,
from picking up a banana to smiling to laugh-
ing is represented in my brain at the same

time that you're doing it. Our brain has struc-
tures that science has deemed as “mirror neu-
rons” that are designed to represent the expe-
rience of everyone around us in our brains at
the same time.

And, what's really cool is that you can improve
that response through work on calibration. We
can learn to sensitize our mirror neurons to
have more sensitivity to those around us. For
example, one of the “calibration games” that is
often played by those practicing NLP skills is
known as “red rose / white rose”. It involves
sitting across from a partner and having them
think of a red rose, and then, after a quick
break, a white rose. Then, the partner is to
pick either a red rose or a white rose to think
of, and it's the goal of the practitioner to guess
what they're thinking of.

The game works because there are subtle dif-
ferences in muscle tone, facial expression,
breathing, etc. as the person thinks of two dif-
ferent things. Because of those differences,
someone who has practiced their ability to be
sensitive to such differences is able to perform
far better than random chance on this type of
game.
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Noticing others - body language and the
human face

Calibration of others can be broken down into
two main skill sets - the ability to observe body
language and facial expression. While there
are hundreds of books on body language, the
majority of them actually lead to wrong con-
clusions for most people who want to be effec-
tive in a social engineering setting.

The goal of most books on body language is
to attempt to apply meaning to some individ-
ual piece of body language in order to give a
"reading" of what a person is thinking or feel-
ing. A frequently used example is the belief
that if you stand with your arms crossed it in-
dicates that you are emotionally closed. This
is one of the most common theories of "body
language", and many people expound it as
though it is a universal truth of human behav-
ior.

Unfortunately, it isn't ever that simple. While
some patterns exist in human behavior, the
types of absolute rules that most proponents
of "body language analysis" give us are simply
not very good with people. There are very,
very few rules that are true of every person, all
the time, in every situation. The problem with
this type of "meaning-based" analysis of body
language is that alternate meanings are

equally possible given certain contexts and
certain other cues in almost every situation.
For example, in the situation above, the per-
son could simply be cold. Or they could have
a stain on their shirt. Or any number of other
things that have nothing to do with the inter-
pretation of their body language. This same
problem exists with most of the work on "facial
expressions" that exist. NLP is actually the
worst of all worlds for this - anyone who has
studied even the most rudimentary NLP-type
language is likely familiar with what are com-
monly known as "eye accessing cues" with its
familiar picture (an example of which is at
tinyurl.com/3tfasb).

Unfortunately, this theory has the same limita-
tions as most of the "body language" theories
- none of the rules work for all people all of the
time. What is an aspiring social engineer to
do? Simply put, practice calibration. Work on
becoming more and more precise in the ability
to notice and represent the smallest facial ex-
pressions and physiology changes within their
own neural network. This is not as complex a
task as it sounds - a large number of exer-
cises exist that are designed to help develop
calibration skills. For a place to start, | en-
courage looking at the work of Paul Ekman
and his METT/SETT instructional tools
(tinyurl.com/3hsc22l).

WHILE THERE ARE HUNDREDS OF BOOKS ON BODY LANGUAGE, THE
MAJORITY OF THEM ACTUALLY LEAD TO WRONG CONCLUSIONS FOR MOST
PEOPLE WHO WANT TO BE EFFECTIVE IN A SOCIAL ENGINEERING SETTING.

Rapport - magical influence

The purpose of obtaining a really deep and
nuanced representation of those we are influ-
encing is ultimately to more effectively enable
us to influence those people. Wouldn't it be
amazing if there was a state we could enter
with another person that would make influ-
ence even easier? Luckily for us, there is: it is
known in most reading on the subject as "rap-
port”.

Rapport is described by Wikipedia as: "It is
commonality of perspective, being in "sync",
being on the same "wavelength" as the per-
son with whom you are talking.”

(en.wikipedia.org/wiki/Rapport). There have
been hundreds of books from sales to psy-
chology that offer theories of how to enter
rapport, and almost all of them have focused
on doing rapport backwards. Most experts on
rapport will tell you that the best way to enter
rapport with someone is to "match and mirror”
their posture and physiology as you are com-
municating with them - breathe when they
breathe, blink when they blink, and sit or stand
how they're sitting or standing.

While it is true that people in rapport actually
do end up matching and mirroring each other,
this is backwards. NLP trainer Tom Vizzini
says it best when he says that the way
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that most people approach obtaining rapport
is like "trying to stuff exhaust gasses up the
tail pipe of a car and expecting the engine to
start”. The real skill of rapport comes back to
calibration - the goal is to replicate the other
person's state in oneself. If you're talking to
someone who is happy, being like them is not
likely to create the feeling of "being in sync” in
that person. The goal is to, rather than match-
ing particular parts of their physiology, to learn
to match the state that causes the physiology.

Many of us have had that experience of rap-
port where we were so in sync with a person
that we could feel what the next sentence out
of their mouth would be (this happens most
often when we are newly in love, but that's
another topic entirely). Regardless of whether,

in that moment, you were matching posture
and blinking rates, you were matching the
person's state in that situation. This is how ef-
fective rapport happens in the real world, and
it is how we can train ourselves to make it
happen in our social engineering engage-
ments.

That ability to match state will create endless
situations of rapport in our social engineering,
and is the real defining characteristic of a
strong social engineer. However, the best so-
cial engineers take it to another level. That
level involves an understanding not only of the
interaction between you and the person (or
people) you are working with, but of the con-
text or “frame” around the situation.

WHAT STRONG SOCIAL ENGINEERS ARE ABLE TO DO IS MANIPULATE THE
PERCEPTIONS OF THOSE AROUND THEM IN ORDER TO ENSURE THAT THE
CONTENT THAT THEY ARE USING IS INTERPRETED IN THE WAY THAT MAKES
THEM MOST ABLE TO GET WHAT THEY WANT.

Cognitive frames

Frames are defined by Wikipedia as: “the in-
evitable process of selective influence over
the individual's perception of the meanings
attributed to words or phrases. Framing de-
fines the packaging of an element of rhetoric
in such a way as to encourage certain inter-
pretations and to discourage others".

In effect, the frame of a conversation is the
context that allows us to shape the meaning
that is given to the content. Most of the time,
we spend our lives absorbed in content. When
having a conversation, we are mostly en-
grossed in what the person is saying and what
we are saying in response. However, the
frame around the communication has a great
deal more impact on its effectiveness than
does the content of the communication itself.
What strong social engineers are able to do is
manipulate the perceptions of those around
them in order to ensure that the content that
they are using is interpreted in the way that
makes them most able to get what they want.
Let's look at an example. Imagine the sen-
tence: “Give me your password." Now, let's try
placing a few different frames around that.

» Someone on the street saying it just after
you have introduced yourself.

* Your boss saying it after he has told you that
you're terminated.

* A police officer saying it in an interrogation
room while holding your laptop.

* Your lover saying it sweetly while you're lay-
ing in bed.

Each of these contexts radically changes the
meaning of the words in the sentence. Though
the context of a social engineering engage-
ment will not shift nearly as wildly, a truly ad-
vanced social engineer is able to shift, move
and alter the frame of a conversation subtly to
evoke the conditions that are most likely to
allow him or her to succeed in a given en-
gagement.

Frame control — the art of manipulating
context

When thinking about changing frames, it
makes the most sense to think of a frame as a
physical thing - imagine a real picture frame.

If we have a picture frame, there are a few
things that we can do in order to manipulate
the way that the frame holds the picture.
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* Transformation: Changing the shape of the
frame so that it focuses differently.

» Extension/Contraction: Making the frame
larger or smaller to incorporate more or less of
the situation.

» Combination: Joining two frames or bringing
a second frame into play within the first.

» Amplification/Compression: Changing the
intensity of the content within the frame.

While this may seem confusing, a common
example of extension and contraction should
suffice to help you understand. Imagine sitting
in a movie theatre in the middle of a movie.
The entire context of a movie theatre is de-
signed to create a situation where the picture
on the screen is framed by darkness - in fact,
if you're like most people, when sitting in a
movie theatre, the picture on the screen is the
limit of your visual perception. Your context for
most of the movie is limited to the boundaries
of the screen - this is what allows you to sus-
pend disbelief and get engrossed in the story.
Imagine, though, extending the frame and
watching the movie while simultaneously
maintaining an awareness of all of the people
in front of you in the theatre as well. Do you
notice (even though this is simply a thought
experiment) how that changes your perception
of the movie on the screen? This happens in
human interaction as well. We have all been
in a conversation where the entire room ap-
pears to disappear - where we're so intent on
the conversation that is occurring that we stop
noticing anything outside of the conversation.
Conversely, a time when someone was talking
to us and we couldn't concentrate because we
were unable to limit the frame to just what was
being said.

Common frame elements

There are some well known elements that a
great social engineer can bring in to a frame
(through choice of words, actions or props)
that can assist the social engineer in setting
the appropriate frame. As has been discov-
ered through years of marketing and sales,
creating frames with certain meanings can
make people more likely to be influenced.
Some of those elements are:

* Reciprocation: we want to do things for
those who do things for us. As well, we want
to do things for those we have done things for
in the past.

» Commitment/Consistency: if we take a posi-
tion publicly, we are much more likely to act in
a way that makes us consistent with the posi-
tion in the future.

* Social Proof: if other people do something, it
makes us likely to do it as well.

* Authority: we are likely to follow along with
authority.

 Scarcity: if we believe that a resource is
scarce, we are likely to want it.

* Amygdala Hijack: the use of emotional re-
sponse to lessen the critical response.

» Confusion: in confusion, our mind searches
for an escape to confusion with less critical
awareness of the options.

Note that these frame elements are not the
same as the “pretexts” that are often talked
about in describing social engineering, though
most of the common pretexts that are chosen
by social engineers incorporate one or more
of these frame elements naturally. However,
almost any context can be manipulated by a
skilled communicator to integrate some of
these elements.

Seeing the threat

As I'm sure you can see, the truly advanced
social engineer knows a great deal more than
how to “just ask” for the information that he/
she wants. A real social engineer is part artist
and part magician, and has the skills to make
subtle communication into a weapon in ways
that few in our industry have yet to become
aware of. There is no technology that will pro-
tect enterprises from this type of exploitation -
only the ability to prepare themselves through
their control environments and their people.
Unfortunately for our industry, we have yet to
really understand the severity of the threat.
The attacker who has these skills is like
someone who understood IDS evasion in
1997 - they simply aren't getting caught.
They're in and out like Derren Brown paying in
a store with blank paper - they're gone before
anybody ever realizes what happened.

Mike Murray is an experienced social engineer, trained hypnotherapist, and long-time information security pro-
fessional. He currently is the Director of Neohapsis product testing lab, and is the author of the upcoming book
“Social Engineering: Advanced Human Exploitation”. Read his blog at www.episteme.ca.
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Events around

the world

LayerOne 2008
17 May-18 May 2008 - Pasadena Hilton, Pasadena, CA
www.layerone.info

OWASP AppSec Europe 2008
20 May-23 May 2008 - Ghent, Belgium
WWW.owasp.org

EUSecWest 2008
21 May-22 May 2008 - Victoria Park Plaza, London, UK
www.eusecwest.com/

Hacker Halted USA 2008
28 May-4 June 2008 - Myrtle Beach, SC, USA
www.eccouncil.org/hhusa

Shakacon 2008
9 June-13 June 2008 - Dole Cannery Ballrom, Honolulu
www.shakacon.org

Recon 2008
13 June-15 June 2008 - DoubleTree Plaza Montreal, Canada
www.recon.cx/2008

SyScan 2008
3 July-4 July 2008 - Novotel Clarke Quay, Singapore
WWW.Syscan.org
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Black Hat USA 2008

“DEFENSE IS THE STRONGER FORM

OF WAGING WAR'

The war for your data rages on.
Be certain your defenses are up to the job.

Black Hat USA convenes the best infosec minds on the planet for six days of intense, hands-on security
education and peer-to-peer networking. Our speakers and trainers are the world's leading voices from
academia, research and the underground. The breadth and depth of topics is unmatched. You will gain
actionable knowledge, discover new tools, and learn expert techniques for digital self defense.

12 cracks 80 presentations 40 training sessions

August 2-7 2008 S R Las Vegas

Caesars Palace ===, Nevada, USA

~www.blackhat.com "
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Interview with Nitesh Dhanjani,

Senior Manager at Ernst & Young

By Mirko Zorz

Nitesh Dhanjani is a well known security researcher, author, and speaker.
Dhanjani is currently Senior Manager at Ernst & Young LLP where he leads
their Application Security efforts. Dhanjani is responsible for evangelizing
new application security service lines, ensuring current service lines stay
bleeding edge, and helping enterprises develop world-class application
security strategies. Dhanjani is the author of several books and has been in-
vited to talk at various information security events such as the Black Hat
Briefings, RSA, Hack in the Box, and OSCON.

Enterprises need to formulate high-level
goals for application security efforts be-
fore implementing specific service lines.
What are the key areas they have to cover
in order to make their endeavor success-
ful?

| agree. You've got to strategize high-level
goals before deciding on specifics. Most busi-
nesses are not in the business of being se-
cure. They are in the business of generating
revenue, protecting their brand, and their intel-
lectual property. Application security goals
must derive from and support these business
goals to promise risk reduction across the en-
terprise cheaply and effectively. Such prom-
ises in turn require specific implementations

and processes such as hiring the right talent,
laying the right framework, hooking security
into the development lifecycles, training, met-
rics, and executive support.

Despite owning a plethora of software and
hardware solutions, the critical asset to an
organization is still the security profes-
sional who works with those acquisitions.
How exactly important is the security
team?

Talent is key. What good is an application
scanner or code analyzer if you don't have
professionals in your team who actually un-
derstand the results? The fastest way to lose
credibility with the business is to employ
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individuals who cannot go beyond running as-
sessment tools and exporting reports. The job
of a security team in any organization is not to
hire people who can point and click their way
into running assessment tools, but to establish
a world-class effort that serves the needs of
the business. You do that by hiring subject
matter experts. You do that by hiring talent
that can impress the business and demon-
strate tangible value and progress.

With the threat landscape constantly
evolving and old issues still not resolved,
the organization has to battle problems
such as a lack of security awareness that
bring in a myriad of complications. What is
the right approach to take in order to battle
difficulties one can't completely protect
against?

That's a two-part question: how to deal with
known issues, and how to keep up with the
latest attack vectors. First, you've got to es-
tablish a process that aims to remove security
gaps at the root. Training and awareness of-
fers the best ROI in this regard: bugs that
don't get created in the first place - imagine
that! It is also vital to embed security into the
development lifecycles of applications. How-
ever many organizations have trouble decid-
ing where to begin.

The solution is to assign efforts based on risk.
Start by understanding what applications you

own and what their business impact is. What
type of data do these applications read and
write? What is the business criticality of these
applications? Once you have a good under-
standing of your application portfolio, it will be
much easier to assign effort so you can focus
clearly.

As for the second part of the question, the so-
lution is to invest effort into research and de-
velopment so you continue to understand how
the latest attack vectors may target your soft-
ware. Yet again, training and awareness wins
in this regard. Set aside a budget to send your
team to information security conferences and
training programs so they can soak up new
knowledge. Allow analysts to take some time
out to investigate the latest attack techniques.
Most hands on security professionals are sci-
entists at heart - understand what makes them
thrive and support their talent. Support their
desire to learn new ways to break security
controls.

Finally, capture and communicate this knowl-
edge to the business. For example, ensure
your threat modeling attack libraries are up to
date and reflect the latest attack vectors, that
your code review and assessment method-
ologies are bleeding edge, and that you take
time out to brief the architects and developers
on what they need to know to keep up.

Allow analysts to take some time out to investigate the latest attack techniques.

Although applications have the largest at-
tack vector today, CSOs don't take this into
account when strategizing security spend-
ing. What kind of issues can this bring in
the near future?

| overwhelmingly agree - the security spend of
many organizations is out of whack with the
real threat landscape. | feel there are multiple
reasons behind this situation, the most com-
mon reason being, in my personal opinion,
that many individuals who have been hands
on in the past remember and hold on to the
notion of the network layer being the only big
thing to worry about. | can sympathize with
that view - if you rewind a couple of years,

majority of the high impact attacks could be
identified and blocked via network controls
because the attack surface of applications
was low compared to today's scenario where
a typical enterprise level web application is
comprised of millions of lines of custom code.

Perhaps another reasoning for this situation is
that solutions around application security do
not provide the instant gratification of throwing
in a few appliances to solve problems. Well,
perhaps, | should take that back, there are a
few web application firewall solutions in the
form of appliances that are starting to be mar-
keted that way, but that's the nature of market-
ing and I'll save my rant for another forum.
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Also, quite unfortunately, there are going to be
more situations in the coming future where

many security efforts will align with reality after

learning the hard way - i.e. after an application
related exposure has already taken place.
That said, the onus is still on the security pro-

fessionals and researchers - we need to do an
even better job of demonstrating impact and
educating decision makers on why a solid ap-
plication security strategy is vital to any or-
ganization's overall security effort.

Black-box assessments, coupled with the right strategy, do have their place.

While having consultants come in and per-
form black box penetration audits of appli-
cations every year is more costly than in-
vesting in a solid SDLC process, many or-
ganizations still believe it to be the proper
strategy. What should they take into con-
sideration when making this decision?

Black-box penetration tests are useful, yet
they are extremely expensive and ineffective
when relied upon as an exclusive solution.
Paraphrasing a colleague of mine, "Compa-
nies that solely on black-box assessments to
guide their security efforts do something simi-
lar to having consultants come in, throw a
grenade at them, and have the consultants
close the door on their way out". Gary
McGraw likens this situation to what he calls a
"Badnessometer". Black-box assessments
correlate to symptoms that reflect the level of
trouble you may be in. The response shouldn't
be to just fix the black-box assessment re-
sults, but to respond to the situation strategi-
cally, and ensure you are responding to and
eliminating the root cause of your problems to
make sure they do not re-occur.

The solution is to "push left". The ingredients
of a typical application development cycle,
from left to right, includes the requirements
phase, followed by design, then implementa-
tion, test, and production. The more effort you
put into implementing the right security con-
trols at an earlier tollgate, the lesser it will cost
you. For example, assume that a review of
security controls during the design phase re-
sults in an architect having to re-engineer the
authentication mechanism. Now, imagine if
this issue was not caught during the design
phase, but uncovered during an attack &
penetration assessment after the application
is in production. It is not trivial to re-engineer a
product that is already in production. And it is
extremely costly - multiple times costlier.

Black-box assessments, coupled with the right
strategy, do have their place. Going back to
Gary McGraw's point, they help uncover
symptoms. These assessments can be used
to further augment and enhance an existing
security SDLC process. For example, if you
are finding too many issues via black-box as-
sessments during pre-production that you
missed to uncover during design and test,
then it is time to re-evaluate your SDLC proc-
ess and approach.

Besides having an excellent technical
background, the CSO has to be good at
demonstrating a tangible impact of his ac-
tions to the management in order to justify
security spending. This ability is becoming
increasingly important and can take the
focus off the main areas of security he
should be working on. How can the CSO
lighten this load?

Justifying security spend for application secu-
rity is not difficult. In addition, application se-
curity efforts can have positive political side
effects for the CSO and the security team. I'll
tackle these two points separately. First, ap-
plication security must tie into the overall IT
risk strategy. Start with asking what the com-
pany's business goals are, and how you want
to demonstrate value. Map these goals to ef-
forts based on risk that will flow into specific
tactics that can demonstrate ROI. For exam-
ple, if your organization currently relies on
yearly black-box assessments, calculate the
cost of performing the assessments in addi-
tion to the cost of remediation. Compare the
cost with progress you've made by evaluating
the last two assessment results for the same
application. Most likely, you will find that you
have made little tangible progress in the form
of risk reduction and that the remediation cost
has been high. Now calculate the cost of in-
vesting in a "push left" scenario.
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Put these two scenarios side by side, and
you'll have a solid case for ROI. The returns
for a good application strategy are tremen-
dous. The important thing is to continue to
measure returns by formulating a good met-
rics program. Keep track of how security is
helping business and technology improve,
measure the drop of defects per lines of code,
measure the amount of risk reduction. Show
value. Demonstrate how your program is em-
bedding security into the organization's DNA.

To my second point, a well thought out appli-
cation security strategy can help the CSO po-
litically. If you hire the right talent, and ap-
proach business and technology with the right
attitude, i.e. to enable and not disable, you'll
make a lot of new friends. Security depart-
ments often complain that the revenue gener-
ating business units view them with disap-
proval, yet the quest for application security is
a fantastic opportunity for the security team to
work closely with business. Do it right, and the
business will love you for it. You will win their
credibility and gratitude.

How important is threat modeling?

If you want to do application security right,
you've got to invest in threat modeling. The
goal of a threat model is to enumerate the ma-
licious entity's goals even if the threats being
enumerated have been mitigated. This helps
the business, developers, architects, and se-
curity analysts understand the real world
threats to their applications. Threat modeling
should be initiated during the design phase of
the application and it should be treated as a
living document. As the application develop-
ment process progresses, the threat model
can be further enhanced so it is increasingly
valuable. For example, a threat model created
during the design phase can be further aug-
mented to map to actual code review results
to help developers and architects understand
areas they need to improve on and areas
where they are doing a good job. Threat mod-
eling is a core component of the push-left
strategy, so you eliminate defects as early as
possible.

What recommendations would you give to
a new organization that is just starting to
build an application security strategy?

Once you've derived from your overall busi-
ness and security goals, it's time to list specif-
ics.

1. Talent and Framework. Hire the right talent
and lay the framework: policies, requirements,
best practices, and methodologies.

2. Kick start efforts on critical applications.
Kick start your efforts on your critical applica-
tions: work with business and technology to
help them understand the risks to their appli-
cations and what they can do to eliminate
them as early as possible. Help them invest
their by offering advise on their architecture
level security controls and threat modeling.
Give the development teams guidance on se-
cure coding policies. Assess the code for se-
curity defects, followed by a penetration test
before the application is turned over to pro-
duction. Ensure proper application logging
mechanisms are built in and monitored.

3. Application portfolio. Come up with a for-
mula to calculate business impact of an appli-
cation based on key questions. Rank the ap-
plications by impact, and assign effort. At this
point, you may want to take regulatory re-
quirements into account, most often based on
the type of data handled.

4. Invest in training and awareness. The secu-
rity team, business, and technology must have
access to continuous security training. Calcu-
late metrics from code review results to target
security training to certain business units. Af-
ter a code review assessment, get a few of
the developers into a room and show them the
impact of the vulnerabilities found. Work to-
gether to enhance the threat model and pos-
sibly fixing the defects. The goal is training,
awareness, and knowledge transfer.

5. Metrics. Demonstrate value, for example, a
graph showing defects per lines of code de-
crease within the span of the last few months.
Demonstrate risk reduction per business unit
which often leads to some healthy competi-
tion, and that's a good thing. Overall, you've
got to show application risk reduction across
the enterprise.

6. Stay cutting edge. Retain talent. Treat your
team well. Understand the latest attack vec-
tors. Invest in research. Communicate and
support the business - they are your clients
and they need your help.
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Is your data safe? Secure your web apps
By Yaacov Sherban

Application security is the greatest online threat of the moment, and is at the
top of the influential SANS Institute's Top 20 Vulnerabilities list. It is widely
held by experts that a huge percentage of corporate website compromises are
due to attacks on the application layer, but many companies are yet to take
any action. Many are not aware of the problem at all, and those that are may

not know where to start.

Additionally, businesses that handle credit
cards have until June 30, 2008 to comply with
the Payment Card Industry Data Security
Standard (PCI DSS) which requires specific
action to be taken on application security. The
standard was designed by credit card issuers
including American Express, Discover Finan-
cial Services, JCB, MasterCard Worldwide
and Visa International to curb the number of
data breaches occurring.

Failure to comply with PCI can have serious
consequences in the event of a data breach,
with fines of hundreds of thousands of dollars
and trading restrictions among them. Fines
are thought to be in the region of $8 per com-
promised account, a breach fee in excess of
$158,000 per incident, as well as possible re-
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strictions on the merchant and permanent
prohibition of the merchant’s credit card facil-

ity.

Many of the PCI core requirements are related
to basic good practices in IT security. Aspects
such as deploying a perimeter firewall and not
using default passwords are certainly manda-
tory for any online business, while protecting
stored data and using HTTPS/SSL encryption
as a minimum is also everyday practice. Addi-
tionally, maintaining up-to-date anti-virus pro-
tection and restricting physical access to cus-
tomer data is all part of a basic information
security policy.

However, the PCI standard really gets tough
around application security, and this is where
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many companies slip up. Applications must be
patched within one month of a new vendor re-
lease, and new vulnerabilities must be tracked
by a specific internal process. Any custom ap-
plications must be built according to best prac-
tices, and secure coding guidelines must be
used. Common coding vulnerabilities such as
cross-site scripting (XSS) attacks, SQL injec-
tions, buffer overflows, improper error handling
and denial of service must be prevented.

The June 30 deadline relates to the additional
PCI requirement that all web-facing applica-
tions must be protected against known attacks
by regular code reviews, or a Web Application
Firewall (WAF).

Having code reviewed annually by specialists
may at first sight be an attractive one, as it
might be initially cheaper and the result will be
customized to your application configuration.
However, a full code review takes time, and a
specialist application security company will
require full and unfettered access to your
servers. The duration will vary according to the
size of your company, but anything from a few
days to weeks should be expected. A full re-
port of known vulnerabilities will be provided at
the end of the review, and these must be cor-
rected before compliance can be claimed.

The alternative, a hardware or software WAF
is designed to inspect the contents of the ap-
plication layer of an IP packet - in other words
any data that is processed by an application.
Many solutions claim to contain WAF technol-
ogy, some incorporating other functions such
as packet filtering, proxying, SSL termination
and load balancing, but not all will ensure
compliance with PCI DSS 6.6.

A genuine web application firewall will inspect
all application input and respond based on
rules or policy, prevent data leakage by in-
specting output based on rules or policy, and
support both positive (white-list) and negative
(blacklist) security models. It will also inspect
both web page content, such as HTML,
DHTML and CSS as well as the underlying

protocols that deliver content, such as Hyper
Text Transport Protocol (HTTP) and Hyper
Text Transport Protocol over SSL (HTTPS). A
WAF should also be able to inspect web serv-
ices messages such as Simple Object Access
Protocol (SOAP) and eXtensible Markup Lan-
guage (XML), both document- and RPC-
oriented models, in addition to HTTP, and de-
fend against threats that target the WAF itself.

There are both hardware and software WAFs
on the market, with associated pros and cons.
As a hardware appliance a WAF will have a
high initial cost of ownership, and ongoing
specialist maintenance costs. Hardware WAFs
use learning or statistical algorithms to deter-
mine if a specific input is malicious, while
software WAFs will generally use pre-
determined rules to make the same decision.
The learning algorithms can consume large
amounts of processing power, CPU and
memory resources, and also require dedicated
security expertise to deal with any false posi-
tives. Software logs on the other hand can be
monitored on a more periodic basis.

Hardware application WAFs are more suited
for static applications. Software WAFs work
well with dynamic applications and are particu-
larly appealing for smaller businesses that are
unwilling to invest the tens of thousands of
dollars on an appliance, and commit to the
regular maintenance required. This is espe-
cially relevant today as a wider range of com-
panies are required to become PCI DSS com-
pliant. Additionally, software WAFs will not
only be pre-configured, but should receive
automatic updates that ensure you are not
only secure, but compliant with PCI DSS on
an ongoing basis.

It’s worth bearing in mind that media coverage
of breaches is at an all time high, and is un-
likely to decrease as more public organiza-
tions and private institutions suffer serious,
multi-million-individual breaches. Failing to se-
cure applications could cost a company’s its
brand, not just a hefty fine.

Yaacov Sherban is CEO of Applicure Technologies (www.applicure.com). The company develops the leading
multi-platform web application security software products that protect web servers and internal applications
from external and internal attacks. Built upon years of research into hacker behavior, Applicure solutions fea-
ture a comprehensive knowledge base to identify attacks accurately, and stop them before they reach the
website or application. Applicure’s flagship products dotDefender and dotDefender Monitor are deployed inter-
nationally and serviced by offices and distributors in the US, UK and Israel.
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The largest and most important computer se-
curity event of the year - RSA Conference
2008 - took place in San Francisco in April.
17,000 computer security professionals were
able to choose from 19 class tracks and more
than 220 sessions delivered by the brightest
the industry has to offer.

World-class keynote addresses have been de-
livered by companies such as Microsoft, RSA,
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Oracle, IBM, The Security Division of EMC,
Computer Associates, VeriSign, Symantec
and TippingPoint. Attendees were able to dis-
cover and evaluate products and services of-
fered by more than 350 exhibitors.

What follows is a roundup of the most interest-
ing product releases and photos from the
show floor.

THE
CRYPTOGRAPHERS
PANEL
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First integrated SaaS solution for security and compliance

Qualys (www.qualys.com) introduced the QualysGuard Security and Compliance Suite, a suite of
SaaS products aimed at helping global organizations to better manage the operational challenges
and costs associated with securing their IT infrastructure, and complying with the ever increasing

set of regulations. The suite comes in two editions:

1. Enterprise Edition - ideal for large, distributed organizations. Annual subscriptions start at
$25,000, which includes unlimited vulnerability and compliance scans in multiple locations, unlim-
ited number of users, enterprise and scorecard reports and 24x7 customer support.

2. Express Edition - ideal for small to medium-sized organizations. Annual subscriptions start at
$2,500, which includes unlimited vulnerability and compliance scans and 24x7 customer support.

o QUALYS

Introducing the
QualysGuard Security and
Compliance Suite
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Count web attacks and preventions with TrendTracker

Trend Micro (itw.trendmicro.com) announced that visitors to the company's new online tracker will
be able to see, in action, the number of email, URLs and files scanned for malicious content, and
subsequently blocked by Trend Micro's in-the-cloud Web threat protection technology.

Web Sites Monitored

3,192,548,704 3,953,88(1

oo 0.1%
Tell me more

Email Sources Checked ST RS ERORE Lo

1,465,407,500 743,328,201

e — 50.7%
Tell me more

Files Scanned M e

566,359,050 148,050,080

— 26.1%

Tell me more

By scanning "in-the-cloud," Trend Micro blocks access to unsafe Web sites that can automatically
download malware. From the spam standpoint, the product shows that of the billions of emails
scanned by Trend Micro technology, about 95 percent of them are spam messages; and ap-
proximately 32 percent of over 12 billion files scanned contained malware.

Two-factor authentication on SanDisk Secure USB flash drives

SanDisk Corporation (www.sandisk.com) announced the ability to
deploy, store and use RSA SecurlD software tokens from RSA on
SanDisk Cruzer Enterprise USB flash drives. Now available for or-
der, this “two-for-one” solution gives users a single device for se-
cure data storage and two-factor authentication, an alternative to
carrying both a flash drive and a separate hardware authenticator.

Cruzer Enterprise is managed by SanDisk’s CMC server software,

making it easy for IT managers to provision and monitor flash

drives throughout their lifecycle. At the same time, Cruzer Enter-
prise flash drives that contain RSA SecurlD software tokens provide
two-factor authentication capabilities for remote and mobile network access — requiring something
users have and something users know.

SafeNet releases encryption solution for IBM z/0S mainframes

SafeNet (www.safenet-inc.com) introduced a mainframe

solution which leverages Ingrian Networks’ advanced en-

cryption capabilities to allow customers to protect sensi- _
tive information in z/OS environments. Ingrian Networks, h]
a provider of data privacy solutions, was acquired by Saf-

eNet on April 3, 2008.

SafeNet’s mainframe solution helps retail, banking, and other financial institution customers
achieve PCI compliance by allowing them to quickly encrypt and decrypt critical data in z/OS en-
vironments as well as manage bulk encryptions and decryptions within flat files with the SafeNet
Transform Utility.
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Analyzer for File Transfer Protocol traffic

Tumbleweed (www.tumbleweed.com) announced the availability of FTP
Analyzer, a tool providing organizations visibility into their FTP traffic.
FTP has emerged as a new security attack vector, resulting in a wave of
high-profile data breaches, as well as organized criminal activity, stem-

Tumbleweed FTP Analyzer -