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WPA2, which eliminates some of the cryptographic
weaknesses of WPA and TKIP, is stronger still, and uses the
AES encryption standard for maximum data security.

Microsoft TechNet has excellent guides on implementing
WPA-RADIUS using its RADIUS server (IAS, the Internet
M Authentication Service) available online via Microsoft
TechNet, at the following URLs: Securing Wireless LANs
with Certificate Services: http://www.microsoft.com/
technet/security/prodtech/windowsserver2003/
pkiwire/swlan.mspx?mfr=true

Securing Wireless LANs with PEAP and passwords:
http://www.microsoft.com/technet/security/
topics/cryptographyetc/peap 0.mspx

WPA-PSK with solely an access point prevents access to the wireless segment and the
Internet by unauthorized users, and is an adequate solution for most small and medium
networks; use of a newer, WPA2-PSK-capable access point increases this security more
for those without an access point or network infrastructure implementing RADIUS or
Certificate Services.

The firewalling policy and [PSec system ensures that visitors/vendors only have access to
the Red zone (the Internet), and not to any of the resources on the network.

On the Orange interface, our pinholes allow the DMZ servers to connect to a
directory server and Kerberos domain controller in the Green segment in order to
authenticate users logging onto them via the company directory system. This ensures
that the policy and configuration for these Servers is managed centrally, and that
there are logs stored centrally for them, but the damage that could be caused by

a compromise of these externally-facing services is greatly minimized, ensuring
business security and regulatory compliance.

On the Green interface, we allow connectivity to all interfaces, as workstations and
Servers within the Green segment are managed service workstations on which users
do not have the necessary level of access to cause damage to the resources to which
they have access.

In such a situation, we are making use of the following IPCop features:

e Red, Orange, Green, Blue zones
e DMZ Pinholes
e DHCP Server
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e DNS Server

e Port Forwarding to Orange segment

e [PSec for remote access to Green, Orange, Blue segments

e IPSec for access to internal resources by Blue users

e Intrusion Detection System

e Port Forwarding to web server on the Mail server externally

e Proxy Server (for desktop Internet access)

In a larger organization, we may also choose to use IPSec in site-to-site mode in order
to link this office with one or more branch or parent offices. In this role as in the role
of a single network firewall, IPCop excels.

Planning Site-To-Site VPN Topologies

In addition to local services such as those illustrated previously with our IPCop
deployment, we may also be using the IPSec software in IPCop to configure a 'site-to-
site' VPN to a branch or parent office, business partner, support company, or second
site. In such situations, topology planning can become important as a network grows.

It is important, if we have more than one site, to consider exactly how we configure
our VPN tunnels in order to provide a balance of service and stability to our clients.
In a situation in which two branch offices attached to a main office both contain
fileservers synchronizing content with each other, for instance, it would make little
or no sense to setup two VPN tunnels from the branch offices to the main office in
a 'spoke' topology. The extra hop would, during file transfers, slow down internet
connectivity at the main site, and make for slow transfers.

Conversely, if we have many smaller offices with minimal requirements for site-to-
site traffic and a head office with a large internet connection, we may decide that

the added control of having all network activity converging through a single spot

is worthwhile for us. As a network increases, forming individual VPN tunnels from
site to site in a 'mesh' configuration can become very complex and hard to manage —
although unlikely as a deployment with [PCop, such a deployment of more than

a dozen or so servers would be increasingly hard to flexibly administer without
thinking about using a routing protocol such as RIP or OSPF to calculate our routing
tables for us!

When taking your VPN design into consideration, take a moment to ascertain your
goals in terms of redundancy and speed (is the extra burden of setting up VPNs from
remote offices to each other worth the redundancy in case your main site goes down,
for instance?). Work it out on paper, think about what traffic will be going over your
VPNs, and pick the best design for you that will scale.
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Summary

In this chapter we have provided a high-level overview of three scenarios in which
IPCop may be deployed in roles that suit it, along with an analysis of the benefits
and pitfalls of IPCop usage in these situations.

These three topologies will be used further on in the book as case studies for
maintenance and deployment.

Topology one: A dual-homed firewall performing Network Address Translation for
a few clients. This is an excellent drop-in replacement for a small SOHO router or
Microsoft's Internet Connection firewall. It is more secure, more reliable, and more
scalable than other solutions for similar situations.

This topology uses IPCop's NAT features, and can use Port Forwarding for external
services access and the Intrusion Detection System for added network security.

Topology two: A DMZ firewall with a separate segment for externally facing services
such as incoming mail. Typically used by a small or medium business who have
outgrown a single-subnet network, this is a common stepping stone between a

small network with an embedded device and a larger network with a commercial or
medium to high-end firewall.

This topology uses IPCop's NAT features, as well as DMZ pinholes in order to allow
Servers in the DMZ segment to access resources and authenticate to Servers in the
Green zone. The Intrusion Detection system may be used for added security, and
Port Forwarding is used in order to allow external (Red zone) access to the services
running on hosts in the DMZ.

Topology three: A DMZ firewall with separate segments for externally facing
services such as incoming mail and for wireless access. This is typically used by a
small or medium business that has outgrown a single-subnet network. This is similar
to the second topology with the addition of a third internal segment, the Blue zone,
for wireless clients on a less trusted network.

This might be a common extension of topology two or a way to segment a larger
network with two workstation segments.

This topology uses IPCop's NAT features, as well as DMZ pinholes in order to allow
Servers in the DMZ segment to access resources and authenticate to Servers in the
Green zone. The Intrusion Detection system may be used for added security, and
Port Forwarding is used in order to allow external (Red zone) access to the services
running on hosts in the DMZ. The IPSec server is used in order to allow hosts in the
Blue zone to access resources in the Green and Orange zones.

This topology may also be used in order to segment or provide better security to a
network without the use of wireless technology.
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This book is an easy-to-read guide to using IPCop in a variety of different roles within the

network. The book is written in a very friendly style that makes this complex topic easy and a joy
to read. It first covers basic IPCop concepts, then moves to introduce basic IPCop configurations,
before covering advanced uses of IPCop. This book is for both experienced and new IPCop users.

What This Book Covers

Chapter 1 briefly introduces some firewall and networking concepts. The chapter introduces the
roles of several common networking devices and explains how firewalls fit into this.

Chapter 2 introduces the IPCop package itself, discussing how IPCop's red/orange/blue/green
interfaces fit into a network topology. It then covers the configuration of IPCop in other common
roles, such as those of a web proxy, DHCP, DNS, time, and VPN server.

Chapter 3 covers three sample scenarios where we learn how to deploy IPCop, how IPCop
interfaces connect to each other and to the network as a whole.

Chapter 4 covers installing IPCop. It outlines the system configuration required to run IPCop, and
explains the configuration required to get IPCop up and running.

Chapter 5 explains how to employ the various tools IPCop provides us with to administer, operate,
troubleshoot, and monitor our IPCop firewall.

Chapter 6 starts off with explaining the need for an IDS in our system and then goes on to explain
how to use the SNORT IDS with IPCop.

Chapter 7 introduces the VPN concept and explains how to set up an IPSec VPN configuration for
a system. Special focus is laid on configuring the blue zone—a secured wireless network
augmenting the security of a wireless segment, even one already using WEP or WPA.

Chapter 8 demonstrates how to manage bandwidth using IPCop making use of traffic-shaping
techniques and cache management. The chapter also covers the configuration of the Squid web
proxy and caching system.

Chapter 9 focuses on the vast range of addons available to configure IPCop to suit our needs. We
see how to install addons and then learn more about common addons like SquidGuard, Enhanced
Filtering, Blue Access, LogSend, and CopFilter.

Chapter 10 covers IPCop security risks, patch management and some security and auditing tools
and tests.

Chapter 11 outlines the support IPCop users have in the form of mailing lists and IRC
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